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Why a Survey?

m Inform policymakers of the current practices in place at institutions to address security
threats and foreign influence on campus

m Provide a mechanism for institutions to share practices with each other and learn from
one another

m Aggregate practices across campus and connect relevant stakeholders to each other

m Demonstrate institutional commitment to securing U.S. research and combatting
foreign influence
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AAU-APLU Science and Security Effective Practices Survey

AAL and APLU are working to collect and share current practices that universities are employing to ensure the security of research, protect against the theft of intellectual property and academic espionage,
and prevent any actions or activities by foreign governments and/or other entities that may infringe on core academic values (e.g. free speech, scientific integrity, etc.). To accomplish this, we have prepared
the following on-line survey form. The form is intended to provide a means for university representatives across our campuses to provide examples of policies, practices, tools, and other resources they
think are effective and which other campuses might benefit from learning about as our universities collectively work to address these ongoing and emerging foreign threats. Please complete this form for each
specific effective practice at your institution that you would like to share — that is, one form per example. A PDF version of the survey form is available here for you to reference and share with appropriate
people on campus.

October 2018 survey received 142 responses from 39 institutions




Awareness Building and Communications

m Distribution of campus-wide letters on safety and security to increase rfaculty awareness
and remind the campus community of existing reporting requirements. Institutions have
distributed letters to their faculty to increase awareness of systematic programs of
foreign influence and how such programs pose risks to core scientific and academic
values and threaten research integrity. These letters often include information reminding
faculty of their existing reporting and disclosure requirements under federal and
institutional policies.

m Publication of security newsletters and presentations. Institutions have published and
distributed security newsletters covering topics including foreign threats to intellectual
property and international travel preparation. Campus-based facility security and export
control officers also have reported providing additional security briefings to university
leadership and working to facilitate such briefings with their regional FBI offices given
heightened concerns about foreign threats.




From: UM President [mailto iurnpresidert @mailer.rmisso uri.edu]
Sent: Monday, Movemnber 05, 2018 11:20 AM

To:

Subject: nternational Partnerships

University of Missouri System

COLUMBIA | KANSAS CITY | ROLLA | ST.LOUIS

Dear colleagues,

The University of Missouri System represents a group of four pLblic research universities
with a wision to:

"ddvance the cpportinifes for sucoess and weli-baing for Missoord, aur
nation and the wold Wroigh Fasformatie  teadhing  researdh,
fevaeonva tion, engagemeant and inclusion. ™

The dwersity of experiences, backgrounds and perspectives necessary to achieve
excellence in teaching, research and engagement are significanty enriched through our
global parmerships. We must cortinue to encodrage student and faclty exdhanges with
international partmers to achieve our bold cbiectives. But, we must remain aware of
emerdng developments that may affect international partnerships. Please note the
following so you can protect wourself as a faculty member, as well as the institution we
serve.

Recertly, new federal efforts hawe been taken to prevent undue influernce of “talent
programs” such as those typically associated with China, Russia, and Iran. Talent
programs are designed by some countries to identify and recruit experts associated with
desirable expertise and technologies, Some also identify persons with expertise in
business management or other skills necessary to administer successful research and
devel opment programs, marny of which are designed to pursue scholarly activities that
advance knowledge in certain dsdplines,

One of the most notable is China’s “Thousand Talents Progam.” The various programs
collectvely referred to by that name were created to recruitresearchers and other experts
to boost China's capabiliies and nurtre expertise in key and develcping technologies.
Typically, researchers from around the world are invited to apply for programs that may
entail year-round work in China but more frequenty such programs inwol ve work during
shorter periods, Recruits often receive funds to establish research labs or institutes
associated with their areas of expertise. Addtonally, the Chinese government may
provide salary, research fundng, relocation or housing expenses, health benefits or other
si gnificant financial incertives,

Talent programs target and recruit researchers from a wariety of dsdplines. They
espedally seek expertize in bictechnology, aerospace, information techrology,

agriculture, transportation and environmental protection. They also target other
technologies critical to national defense, the intelligence community or key economic
sectors.

The U.S. government is undertaking efforts to address national and economic security
concerns posed by talent programs. For example, the Fiscal Year 2018 National Defense
Authorization Act directs the Department of Defense (DoD) to work with academic
institutions to limit the undue influence of foreign talent programs and support
protection of intellectual property. It further calls for the DoD to develop regulations in
this area and limit or prohibit funding for institutions or individual researchers who
violate them. Additionally, the act directs the DoD to prioritize funding of academic
institutions that have a record of excellence in industrial security. Similarly, the U.5.
National Institutes of Health (NIH) recently issued a |etter to the research community
addressing concerns associated with foreign programs, such as diversion of IP
associated with NIH grants and applications, disclosure of confidential information from
applications and efforts to influence funding decisions, and failure by NIH-funded
researchers to disclose substantial resources from other organizations.

As a result of the concerns being raised across the U.S. government, leadership from all
four of cur universities recently attended an FBI presentation to learn more about these
issues., We heard how talent programs can expose our faculty, their work and our
universities to significant risk, including in the areas of export controls, grant compliance
and intellectual property ownership. For example, some participants are being encouraged
to work with foreign entities that have been placed on U.S. government lists of restricted
entities under sanctions and export control laws.

Considering the potential risks, we recommend that our faculty and staff exercise caution
in deciding whether to participate in a talent program. For those who are participating in
ar considering a talent program, please engage promptly with the research office at your
university so we can assess and advise on any risks.

In addition to federal concerns, participation in talent programs can present issues
involving conflicts, grants compliance and IP ownership under University rules and
policies. University rules require disclosure of outside interests so any potential conflicts
can be managed appropriately. Participation in a talent program is a type of cutside interest
you must disclose through your university’s conflict of interest process. In the coming
months, we will introduce a new procedure for Conflict of Interest/Conflict of Commitment
to ensure compliance of your activities. Your University will review the potential conflict
and make decisions to protect you as a faculty member and the institution we serve,

Sincerely,

Mun Y. Choi, President
Mark A. McIntosh, Vice President for Research and Economic Development

Distributed by the Office of the President | University of Missouri System

You are receiving this email because you are an employee, student or retiree of the University of Missouri

with a university provided email address
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International Relationships and Activities

Background [ How to Protect Yourself | Outcomes [ Get Assistance | FAQ

Updated: April 12, 2079

Introduction :
The U.S. Government has expressed serious growing concerns regarding inappropriate influence by foreign
entities over federally funded research (see Sources below). One issue that has moved to the forefront is
the failure of federally-funded researchers at U.S. institutions to disclose their relationships and activities ® ® == o® °
- =
with foreign institutions and funding agencies. Several Federal agencies have indicated that failure to o2 ...‘.
disclose foreign relationships and activities may jeopardize eligibility for future funding. (.-'l.r;:?. L °
@ oA °-
Penn State encourages international collaborations, but it is important for our investigators to be ..'. .'-'5: %9 % o %
r r ] L i
transparent about their foreign relationships and activities. Penn State's Office of the Vice President for ° coSs o .,' @ .'.,’: ¥
. S .
Research (OVPR) has compiled the following information to provide guidance and resources to remind ....'.,. ~= c e s
o 24
Penn State researchers of their compliance obligations to federal sponsors. .! i ® N
-
s A"
Rising Concern (Background) &
1. The National Institutes of Health (NIH) issued a Notice on March 30, 2018, reminding research
institutions that Pls, sub-awardees and co-Pls must disclose all financial interests received from L ey . ) . -
) . o ) ) ) ) o Penn State's publishing collaborations in the last five years.
higher education or governmental institutions in countries outside the United States (NOT-OD-18- Source: Pure.os.edu
il . JpEU.2
160). NIH Director Dr. Francis S. Collins also sent a memo to institutions on Aug. 20, 2018, stating that £
the failure to properly disclose foreign relationships threatened to distort decision-making about the
use of NIH funds.
2. The National Defense Authorization Act, signed in August 2018, included Sec. 1286, which stated that “The Secretary of Defense shall, in consultation with other appropriate government

organizations, establish an initiative to work with academic institutions who perform defense research and engineering activities . . . to limit undue influence, including through foreign talent

programs, by countries to exploit United State Technology ... "

On March 20, 2019 the Department of Defense issued a memo explicitly outlining disclosure requirements for all key personnel listed on research and research-related educational activities

supported by DoD grants and contracts.




Coordination

m Formation of high-level working groups and task forces. Institutions have formed
cross-campus working groups and task forces consisting of senior administrators
and faculty to discuss, develop, and implement strategies to better coordinate and
address concerns regarding security threats and undue foreign influence.

m fFormation of international activities and compliance coordination offices.
Institutions have organized new offices or shared workflow processes to better
coordinate, oversee, and continually review their activities involving international
partnerships, foreign engagements, and compliance requirements. These offices
oversee functions ranging from export controls, to review of foreign visitors, to issues
associated with international students and scholars. Some of these offices also
provide strategic planning, advice, and assistance to administrators, faculty, and
staff on international operations, security, and other high-risk activities.




Training of Faculty and Students

m  Modlfication of Responsible Conduct of Research (RCR) training to inform students
and faculty of foreign threats and federal export control, disclosure, and reporting
requirements. Institutions have incorporated modules on export-controlled research,
protection of intellectual property, preservation of scientific integrity, ethical behavior
in conducting federally-funded research, agency reporting and disclosure
requirements, and processes for reporting suspicious behavior into RCR training for
students and faculty. These efforts often include providing information on technical
areas of specific interest to untoward actors and are being conducted in the context
of broader university initiatives to educate and raise awareness among faculty and
students concerning current foreign threats and how to take protective measures in
response.




Review of Foreign Gifts, Grants,
Contracts, and Collaborations

m  Development and use of comprehensive processes for review of foreign gifts, grants, and contracts. Institutions
have established extensive routing and screening systems for agreements and awards involving foreign support.
This involves scanning agreements for foreign engagement, export controls, grant terms and conditions, and the
potential receipt or generation of sensitive data and routing documents as needed for in-depth review of
international sponsorship requirements, export control risks, and information security controls.

m  Development and use of templates to mitigate risks and protect against foreign threats. Institutions have
developed templates to guide faculty and staff as they review and consider entering into partnerships and/or
agreements with foreign entities. These templates often include prompts with the intent of mitigating potential
risks, protecting core academic values such as free speech, and ensuring compliance with export control laws
and other federal requirements.

m  Use of restricted or denied party screening techniques and tools. Institutions are expanding their techniques for
screening foreign sponsors and collaborators, including visitors, visiting scholars, and employees on non-
immigrant visas, to ensure compliance with federal export control requirements and restricted entities lists.
Many institutions are using software solutions to screen for restricted or denied parties. If an individual or entity
is present on a restricted, denied, debarred, designated, or blocked party list, they may be prohibited from doing
business with or providing services to the institution or may receive restricted access to specific facilities or
information.




New review process for 'elevated-risk' international proposals MIT
April 03, 2019

Dear colleagues:

We write to let vou know about a new review process for certain international collaborations.

MIT faculty naturally and enthusiastically seek out international projects and collaborators. Because these relationships can present a distinctive set of risks and questions, MIT has long had
processes for identifying such issues for any given project. Given the increase in quantity and scope of global collaborations, in fall 2017 we launched an effort to strengthen our internal
process for evaluating and structuring proposed international engagements. Most recently we have determined that engagements with certain countries — currently China, Fussia and Saudi
Arabia — merit additional faculty and administrative review beyond the nsual evaluations that all international projects receive.

INOTE: At this time, based on this enhanced review, MIT is not accepting new engagements or renewing existing ones with Huawei and ZTE or their respective subsidiaries due fo federal
investigations regarding violations of sanction restrictions. The Institute will revisit collaborations with these entities as circumstances dictate.

This letter outlines the new review process. It is designed to enable MIT to engage with the world effectively, with responsible management of risks and in keeping with the values of our
community.

Even if vou have no current or planned engagements in any of the highlichted countries, we encourage vou to read through the process we describe below,
Sincerely,
Richard K. Lester

Maria T. Zuber




!

New Review Process for ‘Elevated-Risk’ International Proposals M IT
What projects will be subject to additional review?

+ Projects funded by people or entities from China (including Hong Kong), Eussia and Saudi Arabia
» Projects which involve MIT faculty, staff or students conducting work in these countries
» Collaborative projects with people or entities from these countries

Special attention will be paid to risks related to intellectual property, export controls, data security and access, economic competitiveness, national security, and political, civil and human
rights, as well as potential impacts on the MIT community, consistency with MIT's core values, and alignment with MIT's academic mission.

As international circumstances change, the list of countries subject to this additional review may be modified.
How does one submit projecis for review?

If you are considering a project in, related to, or funded by a person or entity from China, Russia or Saudi Arabia, please start by following vour regular process and work with the
relevant department or office (e.g. Office of Sponsored Programs for sponsored research, Resource Development for gifts, etc.), and they will initiate the new review process. If your
activity falls outside an established process or you are uncertain about how to proceed, please reach out to icc-admin@mit.edu for assistance.

How will the new review process work?
Decisions on whether a given project can proceed will be made at the conclusion of the following process:

+ PHASE ONE: Compliance Review by the International Coordinating Committes
Your project will first be considered by the International Coordinating Committes (ICC), a group of experienced professional staff in key project areas including finance, law, tax, export
control and operations. This stage of review requires a propozal and budget.

After reviewing the project, the ICC will provide the principal investigator (PI) with information and advice on anticipated risks and ways to reduce or avoid them. The PI will then decide
whether to modify certain aspects of the proposed project in responze, ICC representatives will also work on contract negotiations.

Phase One is designed az an iterative, dynamic process intended to increase a project’s odds of approval. The ICC will ultimately either recommend that the project proceed or refer it to
the Associate Provost for International Activities (Associate Provost) for additional review,

+ PHASE TWO: Academic Eeview by the International Advisory Commitiee
Based on the recommendation of the Associate Provost, certain of these projects may be reviewed by the International Advisory Committes (LAC). The [AC is a faculty-led, standing
committes of the Institute that provides an independent faculty voice in advising the senior administration on the Institute’s major international engagements. Its role is to review and
assess significant engagements to help ensure that they effectively advance MIT s core academic mission of education, research and service. Which activities need LAC review is determined
by the chair of the IAC in consultation with the Associate Provost. While the IAC's reviews are not limited to the countries we have identified as requiring special consideration, its
evaluations of engagements in or with the highlighted countries will provide important input to the Senior Risk Group.

+ PHASE THREE: Project Risk Review by the Senior Risk Group
If, following the ICC’s compliance review in Phase One, the Associate Provost determines that a significant risk remains, the project will be evaluated by the Senior Risk Group (SEG). The
SRG is a new body, composed of the Associate Provost, the Vice President for Research, and the Vice President and General Counsel. Based on ICC and PI evaluations of potential project
risks, and in consultation, as needed, with others at MIT and external experts, the SRG will review the project with the PI and will either approve the project with a risk management plan
or decide that the project cannot proceed. For projects that have undergone IAC review in Phase Two, the TACs assessment will be a key input to the Senior Risk Group. Proposals for
international projects from other countries will continue to follow their current process of ICC and, in some cases, [AC review.




International Visitors to Campus

m Development and use of requirements for vetting and securely hosting foreign
visitors while on campus. Institutions have developed policies requiring faculty to
alert university officials, often through their export control, research compliance, or
international affairs offices, when they plan to have foreign visitors come to visit
campus and/or tour their laboratories. The hosting faculty member may be required
to fill out a brief questionnaire and/or form for each visitor. Some institutions use
software solutions to screen for restricted or denied parties. Other institutions have
implemented measures for securely hosting and escorting foreign visitors and
avoiding unauthorized information gathering.




PennState

Hotline Key Initiatives Compliance Partners Resources & Training DeniEd Party Screening FO rm
B

Are any of the parties to this research or transaction on any of the following lists?

SHORT-TERM FOREIGN VISITOR EXPORT REVIEW REQUEST
FORM

Instructions: Penn State has a legal obligation under U.S. export and sanctions laws to evaluate and screen all foreign D v D No Denied Person List?
persons with whom it will have any significant business relationship. Under Penn State Policy AD89, certain activities require s ) g:l‘-;': mﬂ_‘*ﬁﬂ“ﬂ“f
th leti f T review t li ith licable | d lations. - g . . iat
e completion of an export review to assess our compliance with applicable laws and regulations D Yes D No Entity List? Ll i e
This form can be used to initiate an export review of a short-term (14 days or less) foreign visitors who will be physically at S . fwm
I - - [Jves Cne  unverified List? determination of licensing
present at any Penn State facilities. This form should not be used for any Visiting Scholars being processed through the : requirements or project
Office of Global Programs iStart system as part of any formal Visa sponsorship by Penn State. This form is required in any participation eligibility.
. i i it
of the following circumstances: (1) direct payment of expenses by Penn State; (2) reimbursement of expenses by Penn D Yes DNO Specially Designated Nationals List?
State; (3) payment of any Honoria or other remuneration to the foreign visitor; or (4) any participation in active research _
(3) pay Y >relg (4) any particip . _ [des COno  Debarred List?
collaborations or and/or access to Penn State labs/research facilities by the foreign visitors. When required, this form . .
should be submitted at least TEN (10) days prior to the arrival of the foreign visitor, however additional advanced submission D Yes DNO Nonproliferation Sanctions? BOStO n U n |Ve rS |ty

is highly recommended.

To initiate an export review, please provide the information requested and click on the “Submit” button. A copy of your
request will then be forwarded to an Export Compliance Specialist in the University Export Compliance Office for review.

Please visit our website for more information about Export Compliance at Penn State. Questions a

Compliance programs may be submitted via email to the University Export Compliance Office. (:}1]'[Iflgi{-l I‘T{lll(]]] lI[] i‘-flrhit}r

COLLABORATING VISITOR QUESTIONNAIRE

This questionnaire is required to give Collaborating Visitors, as defined in CMU's Collaborating Visitor Guidelines [https/www.cmu.eduw/
collaborating-visitor/documentsivisitor-guidelines-Aug2018. pdf], access to any of CMU's domestic campuses and locations (Pittsburgh,
Silicon Valley, and other U.S. locations) EXCLUDING visitors to the Software Engineering Institute (SEI) and the National Robotics
Engineering Center (NREC). SEl and NREC have separate processes for screening visitors that must be followed.

This questionnaire should not be used if the individual is (or will be at the time of the “visit") enrolled as a student at CMU or being paid
by CMU.

Once completed, the questionnaire must be submitted to the CMU Visitor Coordinator at Visitor-support@andrew.cmu.edu at
least thirty (30) days in advance of a Collaborating Visitor's anticipated visit. If the Collaborating Visitor will need immigration
documents from CMU, this questionnaire must be submitted at least sixty (60) days in advance. A Collaborating Visitor is
only authorized access to CMU's U.5. campuses and locations AFTER the CMU Visitor Coordinator has sent formal approval
of the visit on behalf of CMU.




Regular Interactions with Federal
Security and Intelligence Agencies

m Establishment of a clear POC and strong relationship with regional federal security
officials. Institutions have developed much stronger relationships and are regularly
interacting with local and regional officials from the FBI, ICE, Defense Security
Service (DSS), and other organizations. This includes participation by senior
university administrators in classified briefings. Institutions have established a
primary campus point of contact for these agencies, with whom they may interact
when they have identified issues or threats to campus or if they have concerns
about the activities of specific faculty and/or students. Institutions described
utilizing the FBI as a resource for consultation regarding the screening of foreign
visitors and collaborators and as a source of security updates.




Review of Faculty Foreign Financial
Interests and Affiliations

m Developbment and use of Conflict of Interest and Conflict of Commitment policies.
Institutions are using existing Conflict of Interest (COIl) reporting requirements to
identify faculty who have foreign financial interests, including affiliations with foreign
institutions of higher education. Institutions have expanded their existing COI
policies by developing complimentary Conflict of Commitment polices. These
policies seek to identify foreign affiliations, relationships, and financial interests
which may conflict with the faculty member’s responsibilities to their home
institution or otherwise raise concerns. Institutions also have enhanced their
screening of COI disclosures for international activity.




PURDUE

RSIT Interoffice memorandum

To: Faculty, Staff and Graduate Students

I
From:  Suresh Garimella, Executive Vice President for Research and Partnerships ‘sz’. G oo
lay Akridge, Provost and Executive Vice President for Academic Affairs /\ L
and Diversity f&;( =,
J

Date:  Movember &, 2018

Subject: Your responsibilities regarding disclosure and reporting requirements related to Foreign
Influence on Purdue researchand scholarship

Purdue University vabhes | ional collab ionwith from around the world and
welcomes students and scholars to campus from all parts of the globe, These international
Al ions and educational tunities 3 ial to successful fulfil of our mission to

move the world forward,

Asyou may know, the Director of the National Institutesaf Health {NIH), Francis Collins, has recently
issued a "Foreign Influence Letter to Grantees” and testified to the Senate Health, Education, Labor and
Pensions Committee regarding concerns about systematic programs of foreign influence in U5
resean:h Dr. Cullins reminded the resea n:h |:|:|mm||nit\.I to "disclose all forms afo(hersuppm and

atmrdance wrm the NIH Gmnrs Poln\':y Statement, Ion}uﬂ appﬁcurms am'.\'pmg.ress repnﬂf and
indicated that NIH'sOffice of Extramural Research (OER) will be providing additional information in the
future.

As NIH and other federal agencies and government officials debate these important topics, we would
like toraise awareness of these issues at Purdue, Purdue policies ensure complBance with applicable
laws and regulations, promote openness in research, and support academic freedom. Procedures are
already in place for compliance with export contral regulations, reporting foreign r\:scan:h support and
collaborations, and persenal financial i lated with foreign i ions of
higher education, and research institutes, Given the heightened sensitivity to these issues nationally,
we want te remind you of your obligations to report on international research and schelarly activities.

To ensure compliance with export contrel liws and regulations, University faculty, staff, and students
are expefled to coordinate with Sponsored Program Services and the University Development Office for

any prosp e d research ags or gift. Employ and students are abo expected to
coordinate with the Export Control/Information Assurance Office whenever a collaboration with,
sponsorship of research by, or gifts from, a foreign entity or g arec d, G

ako requires thatPurdue will nothost visitars, enter into contracts, do business, orengage inany
activity with entities listed on a United States Government Restricted Party Lst.

Consistent with Purdue policy, individual researchers may not make any arrangementsor commitments
with a prospective funding source thatwould contractually bind the University without going through
the appropriate University offices and administrative procedures. Our compliance hinges on your full
and open disclosure and participation in the reporting process, The following is a list of reporting
requirements.

University of Pittsburgh

Office of the Senior Vice Chancellor for Research

Rob A& Retonbar, PhD
Senior Viow Chanceor for Reseant

To: Faculty, Stafl and Graduate Students
From: Rob A, Rutenbar, Senor Viee Chancellor for Rescarch ’f’ A’ .; \?7- :

Date: January 18, 2019

Subject:  Your Responsibilities Regarding Discl and Reporting Requirements Related (o
Foreign E s with it Rescarch

The University of Pittsburgh welcomes students and scholars to campus from all parts of the
globe, cach of whom 15 a valued member of our community, International collaboration,
regardless of where that takes place, is essential to our role and ambition as a global university of
impact.

1 wrile to make you avare of the admittedly -complicated landscape of growing federal scrutiny and
srnational engagemer To give one example, Dirn
tes of Health (NTH) described a number of risks he sees
h he reiterated in testimony before the US, Se

ar Fran
his “Foreign

regulation whes mes 1o

o Diversion of imtellectual property (IP} in grant applications or produced by NIIT-supp b fical
research to other eniities, including other coumtries;

o Sharing of confidential information on grant appli By NTH peer reviewers with athers,
including foreign entities, or otherwise aftempling to influence finding decisions; and
o Failure by same researchers working at NlH-funded institutions in the U8, to disclose substantial

resources from othar org . including foreign , which th to distort
decisions aboul the appropriate use of NIH funds

This heightened concem at the national level extends beyond the NTH and is leading the Departiment
of Tustice to pay more attention to researchers who they believe are at risk of being coopted into
ransferring technology illegally. I want to emphasize that there are no new stamtory or regulatory
requirements at this ime; the only change is increased attention on the part of the government to these
international engagements,

Pitt is committed to helping our faculty, staff and students have the greatest global impact possible,
and so T write to remind vou of the multiple, effective resources the University already has in place to
guide and protect faculty and students who may have it tional < i i by the
University Center for Infernational Studies. Disclosure is essential for managing risks and protectir
vourself You may need to take one or more of the actions below:

»  Disclose Conflicts of Interests annually and as new covered interests arise [Policy 11-01-03].

*  Disclose Other Support and non-17.8 2 the proposal \lIbIIIIR“IIJII and in
bsequent progress reports

Acklitional guidance may be Tound here.

202019 Mew Federal Requirements: Why you MUST disclose all foreign engagements and what this means for you

Subscribe PastIssues Translate ¥

Miey this email in y.our browser

UC SanDiego

RESEARCH COMPLIANCE AND INTEGRITY

Please read the important netice below from Elizabeth H. Simmons, Executive Vice
Chancellor, Academics Affairs and Sandra A. Brown, Yice Chancellor, Research

UC SAN DIEGO
CAMPUS NOTICE
University of California San Diego

QFFICE OF EXECUTIVE WICE CHANCELLOR - ACADEMIC AFFAIRS
OFFICE OF THE VICE CHANCELLOR - RESEARCH
January 23, 2019

ALLACADEMICS AT UC SAN DIEGO
KEY ADMINISTRATORSKEY SUPPORT STAFF

SUBJECT. New Federal Requirements: Why you MUST disclose all foreign engagements
and what this means foryou

UC San Diego is committed to sustairing an environment that attracts and retains the
brightest scholars and most exciting scholarship - and likewise is committed to the
University of California's principles of academic freedom. Our many talented foreign
scholars and students are essential to the research and education enterprise on our
campus and we value their contibutions highly.

Af the same time, like all other institutions of higher education, our university and its faculty
must adhere to federal reporting and disclosure requirements. N ot doing so could resultin
1055 0f federal funding, not only for the individual who failed to report, but for the

institution as a whale

Last year, the National Institutes of Health and Department of Defense issued guidance
with respect to those agencies' growing concems overthe potential for foreign influence
Specifically, there is a heightened concern that certain foreign entities may be seeking to
influence 1.5, research at all levels including peer review, diversion of intellectual
property, sharing of confidential infarmation and the use of resources orgnating outside
the U.5. while other federal agencies have not yet come forward with their own guidance,
it 15 very likely they will follow suit

hittpes: fimailchi mpGEShbb ThE465/0r aresearch-oomgdianca-ness|etter -sept-166001 7 7e=1 37 0dbbeS6 174




Protection of Data and Cybersecurity

m Enhancement of data handling and management. Institutions have updated
training, tools, policies, and governance for handling data and developed
comprehensive approaches for storing, protecting, and ensuring the appropriate use
of different types of data. In particular, institutions have identified appropriate
protections for sensitive data in grants and contracts to ensure compliance with
NIST SP 800-171 Rev. 1, “Protecting Controlled Unclassified Information in
Nonfederal Systems and Organizations.”

m /mproved data security measures. Institutions have taken measures to improve data
security and internal breach prevention and incident response processes. This
includes bolstering network perimeter security and conducing enhanced monitoring
of network traffic. Institutions are using encryption, multi-factor authentication, and
virus scanning to protect data and are developing new processes for monitoring
systems and networks for intrusions and reporting suspected data breaches.




Protection of Data and Cybersecurity

(Continued)

m  Development and use of coordinated
approaches for cyber threat notification.
Institutions have joined the Research and
Education Networking Information Sharing
and Analysis Center (REN-ISAC), which
monitors the threat landscape and seeks to
enhance operational security and mitigate
risk at higher education institutions. REN-
ISAC works with trusted third parties to notify
its 629 members of infected hosts and
suspicious network traffic. Institutions also
have joined the Omni Security Operations
Center (OmniSOC), an initiative aimed at
reducing cybersecurity threats and serving
as a cybersecurity operations center that can
be shared among multiple institutions.
OmniSOC analyzes data for potential threats
and notifies members when incidents require
further action.

REN-ISAC

Sector Specific, Highly Scalable Security Operations Center

Goal: "to minimize the time from first awareness of a vulnerability anywhere to effective mitigation everywhere for members”

OmniSOC

Automated Mitigation Actions

Telemetry & Data Services
\ %@ elastic J/

Real-time Campus
Network Telemetry

m‘ N NQ R oetensible

Indiana University




Protection of Intellectual Property and
Use of Technology Control Plans

m  Developbment and use of faculty disclosure requirements for intellectual property
protection. Institutions routinely require disclosure of intellectual property with
commercialization potential by faculty, with the intent of ensuring that such IP is
secured by quickly applying for the appropriate patent protection. Institutions also
protect and restrict access to specific information on university invention
disclosures, patent applications, and license agreements.

m Use of Technology Control Plans (TCPs) and non-disclosure agreements. Institutions
regularly establish TCPs and other risk mitigation initiatives to ensure the security of
research and protection of intellectual property and to maintain compliance with
federal regulations, laws, and contract directives. In instances where proprietary
research is being conducted, institutions regularly make use of non-disclosure
agreements.




Foreign Travel Safeguards and
Protections

m Deployment of facully foreign travel review and assistance. Institutions have created
programs, often through their export control or research compliance offices, for
reviewing travel by faculty and administrators for export compliance, software use
restrictions, and other safety and security concerns. This includes cleaning laptops,
iPads, smartphones, and other electronic devices to make sure they are protected
from cyber theft before, during, and after travel in specific countries. Institutions
with these programs will often provide blank, secure loaner laptops to researchers
traveling abroad and encourage faculty not to cross international borders with
devices containing research data. Some institutions also provide security briefings
for individuals traveling internationally on university business and tailored one-on-
one briefings as needed for destinations considered high-risk.




International

When you travel abroad, everything you take with you is an export. The applicability of export controls depends where
you are going, what you are taking, and what you will be doing Most travel is free of export concerns, but with today’s
heightened government security, you should demonstrate awareness and best practices

International Travel Red Flags

Travel to embargoed countries Physical ltems, even if commercially Teaching or training beyond what

reguires an export license purchased, may need an export would be included in a public
license educational course
« Cuba o N Korea
e lran e Sudan Additional review should be
;; - conducted on, Fresenting research that i1s not in the
L] wyria " |
4 * Scientific equipment & parts public domain
. _ = Biclogics Field research conducted abroad -
Travel to at-risk countries should be e Chemicals & Toxing Research related to space or military
reviewed for security and safety research may be subject to export
reasons Some physical items may be contrals
. "temporarily” exported for business
Examples, 83 o
ampis purposes It is illegal to do business
» China s PBussia For example, with peoolls and companies that are
e lrag s United Arab o Laptops & Smart Devices blocked by the US Government
Emirates (UAE) H e
low do you know if the receiver or
Visit the Department of State Trave! Intangible ltems may also be __lheir company is blocked?
Advisories for a full list restricted WEC can help you with a restricted
- y parties screening
Examples,
* Unpublished or restricted data
» Software source code
* High level encryption

Complete an ITQ for all International travel red flags

International Travel Questionnaire (ITQ): https://redcap vanderbilt. edu/surveys/?s=FWKN78WSLD

Examples:
Traveling to present research at an open conference - Canada, LOW export concern
- Iran, expert license REQUIRED
Taking a commercially purchased drone to China - To study geographical topography, LOW export concern

- To conduct military training simulations, HIGH export concern

Vanderbilt Export Compliance (VEC)
vec@vanderbiltedu
httos: fiwww. vanderbilt edufexportcompliancef
615-343-2426 or 615-343-6070

*VUMC departments should contact the VUMC Export office for all export matters
https: (w2 me vanderbilt edu/globalsupport /50084

VANDERBILT EXPORT COMPLIANCE

U.5. Department of Justice
Federal Bureau of Invegtigation

K

“The willingness of US scientfists and scholars fo engage
in academic exchange make US travelers particularly

vulnerable not only fo standard elecfronic monitoring
devices—installed in hotel rooms or conference cenfers—
but alsa fo simple approaches by foreigners frained
to ask the right questions.” —AnnuaL Rerokr 1o Co 5 ON
Foreich Economic CowechoN ANo INousmiat Esrionace, 2003,

SAFETY AND SECURITY

for the Business Professional Traveling Abroad

) Business Fravelers
You or your firm may

be a target of a foreign
country’s efforts to
obtain information or security of themselves
technologies in order  § . - mglies o
to increase their market
share, build their whilsllaysling
economies, or modernize - exrfeillelie
their militaries. Targeting Y Unifed States.
methods include luggage
searches, extensive
questioning, and )
unnecessary inspechion
and downloading of
information from

| should take measures
fo ensure nof only

the safety and

business informalion

laptop computers.




Export Control Compliance

m Use and strengthening of policies and programs to ensure full compliance with federal
export control requirements. Institutions have in place clear and comprehensive policies
regarding whether and how they will undertake export-controlled research activities. This
includes applying for export control licenses when required and creating Technology
Control Plans (TCPs) to protect technology from unauthorized access when export-
controlled technologies are involved and/or classified work is being conducted.

m  Employing university staff with specific export control compliance expertise. Most AAU
and APLU institutions have one or more staff members with specific responsibility for
ensuring compliance with export controls. Many of these individuals belong to the
Association of University Export Control Officers (AUECO), a national association aimed at
exchanging information and sharing knowledge and effective university policies and
procedures to advance university compliance with U.S. export, import, and trade
sanctions laws and regulations. Institutions conducting classified research also have
specially-trained Facility Security Officers (FSOs), who oversee security specific to this

research.




S CONTRACTING
REVIEWS CONTRACT FOR TERMS:

« Publication approval
« Restrictions on participants

WHAT ARE EXPORT CONTROLS (EQ)? WHAT RESEARCH OR ACTIVITIES ARE NOT SUBJECTTO EC? B
U.S. laws that regulate the distribution of export controlled technology, 4 The informational results of “Fundamental Research” are
equipment, software, information, or services ("Commodities”) toa not subject to EC. Fundamental Research is defined as “basic INF ORMATION ASSURANCE TEAM
foreign person or to a foreign country. or applied research in science and engineering, the results of Wil et
Major EC regulations include Intemational Traffic in Arms regulations, which ordinarily are published and shared broadly within the b G
Export Administration requlations and Office of Foreign Assets Control scientific community, as distinguished from proprietary research
regulations. and from industrial development, design, production and projec

utilization, the results of which ordinarily are restricted for Nﬁ:ciz:z:;:::::::d digital
WHAT IS AN EXPORT? proprietary or national security reasons” (National Security CONES
Transfer of controlled “Commaodities”to a foreign person or a foreign country. Decision Directive -189).

BASED ON REVIEW:

- Export Control/Information
N G Assurance Team will work with Pl to
A EXPORT CONTROLS

What are th ey? ONCE THE PLAN IS FINALIZED...

Federal laws regulating the transfer of items, technology, and services to non-U.S. persons and entities. There
are three distinct sets of regulations: the International Traffic in Arms (ITAR) administered by the Department
of State, the Export Administration Regulations (EAR) administered by the Department of Commerce, and the

PORT CONTROL/

Office of Foreign Assets Control (OFAC) administered by the Department of the Treasury. lllyzrnowl:m'rlou ASSURANCE
Export controls serve several purpases: to restrict exports of goods and technology that could contribute to the military potential of U.S. =ppreves Benegotaten o gy

forward
international adversaries; to prevent proliferation of weapons of mass destruction; and to advance U.S. economic and foreign policy goals.

Export Controls impact the following activities:

= Shipping items, transferring technology, information or technical data to entities or individuals outside of the U.S. NEGOTIATION APPROVED:
» Contract Execution

= Sharing technology, information, or technical data with foreign persons within the U.S.

= Providing services to or conducting business with an embargoed or boycotted country, restricted individual, or entity.

Purdue University




t AIECO HOME ABOUT AUECO CONFEREMCES RESOURCES MEMBER LOGIM COMTACT
ASEDCIATION OF CAIVERSITY EXPORT CONTROL (FFICERS

Join us for the 2020 AUECO Annual Conference

April 27-30, 2020
Philadelphia, PA

Sheraton Philadelphia University City Hotel

ASSOCIATION OF UNIVERSITY EXPORT CONTROL OFFICERS

The Goals of AUECO

ASSOCIATE: ADVOCATE: COLLABORATE:
To provide our members with a forum for exchanging To encourage spensors and regulators to develop To share sound university policies and procedures that
information, ideas, and lessons learned regarding regulations and policies that take into account the unique advance compliance in an efficient and cost-effective
compliance with U.S. export, import and trade sanctions nature of the higher education research enterprise, Manmner.
laws and regulations. including the importance of fundamental research. To

promote institutional policies and procedures that advance
effective compliance with applicable U.S. export, import

and trade sanctions laws and regulations.




What Next?

m APLU and AAU will continue to:

Engage with key policymakers and federal security and research agencies to
address undue foreign interference in research performed at U.S. universities

Share the benefits of international collaborations
Emphasize openness, academic freedom, and the transmission of knowledge
Welcome continued engagement and feedback from member institutions

Explore the benefit of additional surveys, information gathering on campus
activities, and effective practices

Many thanks to COGR for assistance with collecting and summarizing survey examples!
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QUESTIONS &
DISCUSSION

Sarah Rovito, Director, Science & Research Policy, APLU

Katie Steen, Federal Relations Officer, AAU



mailto:srovito@aplu.org
mailto:katie.steen@aau.edu
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