
www.cogr.edu www.linkedin.com/
company/cogr

Security 
Tomorrow, 

Today:  
Cybersecurity 
Updates from 

DARPA

June 5, 2025



Securing 
Tomorrow, 

Today:  
Cybersecurity 
Updates from 

DARPA

June 5, 2025

Speaker:

Jesse Watkins, Deputy Director, Security 
and Intelligence Directorate, Defense 
Advanced Research Projects Agency 
(DARPA)

Kris West, Director, Research Ethics & 
Compliance, COGR

Moderator:



DISTRIBUTION A: Approved for public release; dissemination unlimited.

Cybersecurity Challenges for Academic Institutions 
Working with Controlled Unclassified Information (CUI)

Jesse Watkins
Deputy Director, Security and Intelligence Directorate

Briefing prepared for: Council of Government Relations (COGR)
Research Ethics & Compliance (REC) and Research Security and Intellectual Property (RSIP) 

Committees

4-5 June 2025



• NIST SP 800-171 Rev 3 (Protecting Controlled Unclassified Information in Nonfederal Systems and Organizations)
• Compliance required for protection of USG CUI data and information
• 800-171 security requirements represent a subset of the controls that are necessary to protect the confidentiality of CUI

• Government Organizational-Defined Parameters
• Provide both the flexibility and specificity needed by organizations to clearly define their CUI security requirements, given the 

diverse nature of their missions, business functions, operational environments, and risk tolerance
• Support consistent security assessments in determining whether specified security requirements have been satisfied

• NIST SP 800-171A Rev 3 (Assessing Security Requirements for Controlled Unclassified Information)
• Assessment of institution IT network/system needs accomplished to identify areas of non-compliance
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CUI Overlay: Overview and Specifications

This spreadsheet contains the CUI Requirements Overlay, which is based on the NIST SP 800-53 Revision 5 controls and SP 800-53B moderate control baseline. The CUI Overlay is a supplement to SP 800-171 Revision 3 available at: https://csrc.nist.gov/pubs/sp/800/171/r3/final

Please note the columns, "Unique SORT-ID (800-53r5)" and "Unique SORT-ID (800-171r3)" are added to allow users to sort the controls/requirements only. To reset the data on the second tab, please select the "Data Tab" in the ribbon, select, "Clear", and sort by "Column A - Unique SORT-ID (800-53r5)" in ascending order. 


Identification: CUI Overlay: Supplement to SP 800-171 Revision 3

Overlay Characteristics: 
Control overlay for protecting the confidentiality of Controlled Unclassified Information (CUI) based on SP 800-53 Revision 5 and SP 800-53B. 

Applicability:
Any entity or user of SP 800-171. 

Overlay Summary:
Control overlay for protecting the confidentiality of Controlled Unclassified Information (CUI) based on SP 800-53 Revision 5 and SP 800-53. Serves as an alternative method to capture the security requirements in SP 800-171 Revision 3 and provides a detailed analysis of the tailoring decisions at the control item (or requirement item)-level between SP 800-53 and SP 800-171. The tailoring symbols and tailoring criteria used for the CUI Overlay are identified below:

	NCO: Not directly related to protecting the confidentiality of CUI
	FED: Primarily the responsibility of the Federal Government
	CUI: Directly related to protecting the confidentiality of CUI
	ORC: The outcome of the control relating to the protection of confidentiality of CUI is adequately covered by other related controls. 
`	NA: Not Applicable.  Note that controls in the (SP 800-53 Rev 5/SP 800-53B) PM and PT families are considered NA since they are not 	included in the moderate baseline. The PM and PT 	controls are not included in the CUI Overlay.  



CUI Overlay

		Unique Sort ID (800-53r5)		SP 800-53 Rev 5 Control & Control Enhancement		Tailoring Decision		Unique Sort ID (800-171r3)		SP 800-171 Rev 3 Security Requirement		Additional Tailoring 

		AC-01-00-00		AC-01  Policy and Procedures		CUI		03-15-01:		03.15.01  Policy and Procedures

		AC-01-00-01		a. Develop, document, and disseminate to [Assignment: organization-defined personnel or roles]:		CUI		03-15-01a.		03.15.01.a. Develop, document, and disseminate to organizational personnel or roles the policies and procedures needed to satisfy the security requirements for the protection of CUI.		Addresses all policy (instead of only access control policy)
Removed ODP to assign "personnel or roles"

		AC-01-00-02		1. [Selection (one or more): organization-level; mission/business process-level; system-level] access control policy that:		CUI		03-15-01a.		03.15.01.a. Develop, document, and disseminate to organizational personnel or roles the policies and procedures needed to satisfy the security requirements for the protection of CUI.		Removed ODP to select one or more "organization-level; mission/business process-level; system level"

		AC-01-00-03		(a) Addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and		NCO		 		—

		AC-01-00-04		(b) Is consistent with applicable laws, executive orders, directives, regulations, policies, standards, and guidelines; and		NCO		 		—

		AC-01-00-05		2. Procedures to facilitate the implementation of the access control policy and the associated access controls;		CUI		03-15-01a.		03.15.01.a. Develop, document, and disseminate to organizational personnel or roles the policies and procedures needed to satisfy the security requirements for the protection of CUI.		Addresses all procedures (instead of only access control procedures)

		AC-01-00-06		b. Designate an [Assignment: organization-defined official] to manage the development, documentation, and dissemination of the access control policy and procedures; and		NCO		 		—

		AC-01-00-07		c. Review and update the current access control 		CUI		03-15-01b.		03.15.01.b. Review and update policies and procedures [Assignment: organization-defined frequency].		Addresses update of all policy and procedures (instead of only access control)

		AC-01-00-08		1. Policy [Assignment: organization-defined frequency] and following [Assignment: organization-defined events]; and		CUI		03-15-01b.		03.15.01.b. Review and update policies and procedures [Assignment: organization-defined frequency].		Removed ODPs to assign "events"

		AC-01-00-09		2. Procedures [Assignment: organization-defined frequency] and following [Assignment: organization-defined events].		CUI		03-15-01b.		03.15.01.b. Review and update policies and procedures [Assignment: organization-defined frequency].		Removed ODPs to assign "events"

		AC-02-00-00		AC-02  Account Management		CUI		03-01-01:		03.01.01  Account Management 

		AC-02-00-01		a. Define and document the types of accounts allowed and specifically prohibited for use within the system;		CUI		03-01-01a.		03.01.01.a. Define the types of system accounts allowed and prohibited.		Removed "and document" (it is implied to "document" after "defining")
Editorial changes for brevity

		AC-02-00-02		b. Assign account managers;		NCO		 		—

		AC-02-00-03		c. Require [Assignment: organization-defined prerequisites and criteria] for group and role membership;		NCO		 		—

		AC-02-00-04		d. Specify:		CUI		03-01-01c.		03.01.01.c. Specify:

		AC-02-00-05		1. Authorized users of the system;		CUI		03-01-01c.01		03.01.01.c.01. Authorized users of the system,

		AC-02-00-06		2. Group and role membership; and		CUI		03-01-01c.02		03.01.01c.02. Group and role membership, and 

		AC-02-00-07		3. Access authorizations (i.e., privileges) and [Assignment: organization-defined attributes (as required)] for each account;		CUI		03-01-01c.03		03.01.01.c.03. Access authorizations (i.e., privileges) for each account.		Removed ODP to assign attributes for each account

		AC-02-00-08		e. Require approvals by [Assignment: organization-defined personnel or roles] for requests to create accounts;		NCO		 		—

		AC-02-00-09		f. Create, enable, modify, disable, and remove accounts in accordance with [Assignment: organization-defined policy, procedures, prerequisites, and criteria];		CUI		03-01-01b.		03.01.01.b. Create, enable, modify, disable, and remove system accounts in accordance with policy, procedures, prerequisites, and criteria.		Removed ODP to assign "policy, procedures, prerequisites, and criteria"
Added "system" to accounts

		AC-02-00-10		g. Monitor the use of accounts;		CUI		03-01-01e.		03.01.01.e. Monitor the use of system accounts.		Added "system" to accounts

		AC-02-00-11		h. Notify account managers and [Assignment: organization-defined personnel or roles] within 		CUI		03-01-01g.		03.01.01.g. Notify account managers and designated personnel or roles within:		Removed "account managers"
Removed ODP to define personnel or roles

		AC-02-00-12		1. [Assignment: organization-defined time period] when accounts are no longer required;		CUI		03-01-01g.01		03.01.01.g.01. [Assignment: organization-defined time period] when accounts are no longer required.

		AC-02-00-13		2. [Assignment: organization-defined time period] when users are terminated or transferred; and		CUI		03-01-01g.02		03.01.01.g.02. [Assignment: organization-defined time period] when users are terminated or transferred.

		AC-02-00-14		3. [Assignment: organization-defined time period] when system usage or need-to-know changes for an individual;		CUI		03-01-01g.03		03.01.01.g.03. [Assignment: organization-defined time period] when system usage or the need-to-know changes for an individual.

		AC-02-00-15		i. Authorize access to the system based on:		CUI		03-01-01d.		03.01.01.d. Authorize access to the system based on:

		AC-02-00-16		1. A valid access authorization;		CUI		03-01-01d.01		03.01.01.d.01. A valid access authorization and

		AC-02-00-17		2. Intended system usage; and		CUI		03-01-01d.02		03.01.01.d.02. Intended system usage.

		AC-02-00-18		3. [Assignment: organization-defined attributes (as required)];		NCO		 		—

		AC-02-00-19		j. Review accounts for compliance with account management requirements [Assignment: organization-defined frequency];		NCO		 		—

		AC-02-00-20		k. Establish and implement a process for changing shared or group account authenticators (if deployed) when individuals are removed from the group; and		NCO		 		—

		AC-02-00-21		l. Align account management processes with personnel termination and transfer processes.		NCO		 		—

		AC-02-01-00		AC-02(01)  Account Management | Automated System Account Management		NCO		 		—

		AC-02-01-01		Support the management of system accounts using [Assignment: organization-defined automated mechanisms].		NCO		 		—

		AC-02-02-00		AC-02(02)  Account Management | Automated Temporary and Emergency Account Management		NCO		 		—

		AC-02-02-01		Automatically [Selection:  remove; disable] temporary and emergency accounts after [Assignment: organization-defined time period for each type of account].		NCO		 		—

		AC-02-03-00		AC-02(03)  Account Management | Disable Accounts		CUI		03-01-01:		03.01.01  Account Management 

		AC-02-03-01		Disable accounts within [Assignment: organization-defined time period] when the accounts:		CUI		03-01-01f.		03.01.01.f. Disable system accounts when: 

		AC-02-03-02		(a) Have expired;		CUI		03-01-01f.01		03.01.01.f.01. The accounts have expired;

		AC-02-03-03		(b) Are no longer associated with a user or individual;		CUI		03-01-01f.03		03.01.01.f.03. The accounts are no longer associated with a user or individual;

		AC-02-03-04		(c) Are in violation of organizational policy; or		CUI		03-01-01f.04		03.01.01.f.04. Are in violation of organizational policy; or

		AC-02-03-05		(d) Have been inactive for [Assignment: organization-defined time period].		CUI		03-01-01f.02		03.01.01.f.02. The accounts have been inactive for [Assignment: organization-defined time period];

		AC-02-04-00		AC-02(04)  Account Management | Automated Audit Actions		NCO		 		—

		AC-02-04-01		Automatically audit account creation, modification, enabling, disabling, and removal actions.		NCO		 		—

		AC-02-05-00		AC-02(05)  Account Management | Inactivity Logout		CUI				—

		AC-02-05-01		Require that users log out when [Assignment: organization-defined time period of expected inactivity or description of when to log out].		CUI		03-01-01h.		03.01.01.h. 	Require that users log out of the system after [Assignment: organization-defined time period] of expected inactivity or when [Assignment: organization-defined circumstances].

		AC-02-13-00		AC-02(13)  Account Management | Disable Accounts for High-risk Individuals		CUI		03-01-01:		03.01.01  Account Management 

		AC-02-13-01		Disable accounts of individuals within [Assignment: organization-defined time period] of discovery of [Assignment: organization-defined significant risks].		CUI		03-01-01f.05		03.01.01.f.05.	 Significant risks associated with individuals are discovered.		Removed ODP to assign time period and assign significant risks

		AC-03-00-00		AC-03  Access Enforcement		CUI		03-01-02:		03.01.02  Access Enforcement

		AC-03-00-01		Enforce approved authorizations for logical access to information and system resources in accordance with applicable access control policies.		CUI		03-01-02.		03.01.02. Enforce approved authorizations for logical access to CUI and system resources in accordance with applicable access control policies.		Tailored to address CUI instead of all information

		AC-04-00-00		AC-04  Information Flow Enforcement		CUI		03-01-03:		03.01.03  Information Flow Enforcement

		AC-04-00-01		Enforce approved authorizations for controlling the flow of information within the system and between connected systems based on [Assignment: organization-defined information flow control policies].		CUI		03-01-03.		03.01.03. Enforce approved authorizations for controlling the flow of CUI within the system and between connected systems.		Removed ODP to assign "information flow control policies"

		AC-05-00-00		AC-05  Separation of Duties		CUI		03-01-04:		03.01.04  Separation of Duties

		AC-05-00-01		a. Identify and document [Assignment: organization-defined duties of individuals requiring separation]; and		CUI		03-01-04a.		03.01.04.a. Identify the duties of individuals requiring separation.		Removed ODP to assign "duties of individuals requiring separation"
Documenting duties is implied by "identify"

		AC-05-00-02		b. Define system access authorizations to support separation of duties.		CUI		03-01-04b.		03.01.04.b. Define system access authorizations to support separation of duties.

		AC-06-00-00		AC-06  Least Privilege		CUI		03-01-05:		03.01.05  Least Privilege 

		AC-06-00-01		Employ the principle of least privilege, allowing only authorized accesses for users (or processes acting on behalf of users) that are necessary to accomplish assigned organizational tasks.		CUI		03-01-05a.		03.01.05.a. Allow only authorized system access for users (or processes acting on behalf of users) that is necessary to accomplish assigned organizational tasks.		Editorial changes for brevity

		AC-06-01-00		AC-06(01)  Least Privilege | Authorize Access to Security Functions		CUI		03-01-05:		03.01.05  Least Privilege 

		AC-06-01-01		Authorize access for [Assignment: organization-defined individuals or roles] to:		CUI		03-01-05b.		03.01.05.b. 	Authorize access to [Assignment: organization-defined security functions] and [Assignment: organization-defined security-relevant information].		Combined AC-06(01)(a) and AC-06(01)(b)
Removed ODP to assign individuals or roles

		AC-06-01-02		(a) [Assignment: organization-defined security functions (deployed in hardware, software, and firmware)]; and		CUI		03-01-05b.		03.01.05.b. 	Authorize access to [Assignment: organization-defined security functions] and [Assignment: organization-defined security-relevant information].		Combined AC-06(01)(a) and AC-06(01)(b)

		AC-06-01-03		(b) [Assignment: organization-defined security-relevant information].		CUI		03-01-05b.		03.01.05.b. 	Authorize access to [Assignment: organization-defined security functions] and [Assignment: organization-defined security-relevant information].		Combined AC-06(01)(a) and AC-06(01)(b)

		AC-06-02-00		AC-06(02)  Least Privilege | Non-privileged Access for Nonsecurity Functions		CUI		03-01-06:		03.01.06  Least Privilege – Privileged Accounts

		AC-06-02-01		Require that users of system accounts (or roles) with access to [Assignment: organization-defined security functions or security-relevant information] use non-privileged accounts or roles, when accessing nonsecurity functions.		CUI		03-01-06b.		03.01.06.b. Require that users (or roles) with privileged accounts use non-privileged accounts when accessing non-security functions or non-security information.		Removed ODP to assign security functions or security-relevant information
Editorial changes for brevity

		AC-06-05-00		AC06(05)  Least Privilege | Privileged Accounts		CUI		03-01-06:		03.01.06  Least Privilege – Privileged Accounts

		AC-06-05-01		Restrict privileged accounts on the system to [Assignment: organization-defined personnel or roles].		CUI		03-01-06a.		03.01.06.a. Restrict privileged accounts on the system to [Assignment: organization-defined personnel or roles].

		AC-06-07-00		AC-06(07)  Least Privilege | Review of User Privileges		CUI		03-01-05:		03.01.05  Least Privilege 

		AC-06-07-01		(a) Review [Assignment: organization-defined frequency] the privileges assigned to [Assignment: organization-defined roles or classes of users] to validate the need for such privileges; and		CUI		03-01-05c.		03.01.05.c. 	Review the privileges assigned to roles or classes of users [Assignment: organization-defined frequency] to validate the need for such privileges.		Removed ODP to assign roles or classes of users

		AC-06-07-02		(b) Reassign or remove privileges, if necessary, to correctly reflect organizational mission and business needs.		CUI		03-01-05d.		03.01.05.d. Reassign or remove privileges, as necessary.		Removed clause "to correctly reflect organizational mission and business needs"

		AC-06-09-00		AC-06(09)  Least Privilege | Log Use of Privileged Functions		CUI		03-01-07:		03.01.07  Least Privilege – Privileged Functions

		AC-06-09-01		Log the execution of privileged functions.		CUI		03-01-07b.		03.01.07.b. Log the execution of privileged functions.

		AC-06-10-00		AC-06(10)  Least Privilege | Prohibit Non-privileged Users from Executing Privileged Functions		CUI		03-01-07:		03.01.07  Least Privilege – Privileged Functions

		AC-06-10-01		Prevent non-privileged users from executing privileged functions.		CUI		03-01-07a.		03.01.07.a. Prevent non-privileged users from executing privileged functions.

		AC-07-00-00		AC-07  Unsuccessful Logon Attempts		CUI		03-01-08:		03.01.08  Unsuccessful Logon Attempts

		AC-07-00-01		a. Enforce a limit of [Assignment: organization-defined number] consecutive invalid logon attempts by a user during a [Assignment: organization-defined time period]; and		CUI		03-01-08a.		03.01.08.a. 	Enforce a limit of [Assignment: organization-defined number] consecutive invalid logon attempts by a user during a [Assignment: organization-defined time period].

		AC-07-00-02		b. Automatically [Selection (one or more): lock the account or node for an [Assignment: organization-defined time period]; lock the account or node until released by an administrator; delay next logon prompt per [Assignment: organization-defined delay algorithm]; notify system administrator; take other [Assignment: organization-defined action]] when the maximum number of unsuccessful attempts is exceeded.		CUI		03-01-08b.		03.01.08.b. Automatically [Selection (one or more): lock the account or node for an [Assignment: organization-defined time period]; lock the account or node until released by an administrator; delay next logon prompt; notify system administrator; take other action] when the maximum number of unsuccessful attempts is exceeded.		Removed ODP to assign delay mechanism, removed ODP to assign other action

		AC-08-00-00		AC-08  System Use Notification		CUI		03-01-09:		03.01.09  System Use Notification

		AC-08-00-01		a. Display [Assignment: organization-defined system use notification message or banner] to users before granting access to the system that provides privacy and security notices consistent with applicable laws, executive orders, directives, regulations, policies, standards, and guidelines and state that:		CUI		03-01-09.		03.01.09. Display a system use notification message with privacy and security notices consistent with applicable CUI rules before granting access to the system.		Removed ODP to assign "system use notification message or banner"
Changed "applicable laws, executive orders, directives, regulations, policies, standards, and guidelines" to "CUI rules" based on scope of SP 800-171

		AC-08-00-02		1. Users are accessing a U.S. Government system;		FED		 		—

		AC-08-00-03		2. System usage may be monitored, recorded, and subject to audit;		FED		 		—

		AC-08-00-04		3. Unauthorized use of the system is prohibited and subject to criminal and civil penalties; and		FED		 		—

		AC-08-00-05		4. Use of the system indicates consent to monitoring and recording;		FED		 		—

		AC-08-00-06		b. Retain the notification message or banner on the screen until users acknowledge the usage conditions and take explicit actions to log on to or further access the system; and		FED		 		—

		AC-08-00-07		c. For publicly accessible systems 		FED		 		—

		AC-08-00-08		1. Display system use information [Assignment: organization-defined conditions], before granting further access to the publicly accessible system;		FED		 		—

		AC-08-00-09		2. Display references, if any, to monitoring, recording, or auditing that are consistent with privacy accommodations for such systems that generally prohibit those activities; and		FED		 		—

		AC-08-00-10		3. Include a description of the authorized uses of the system.		FED		 		—

		AC-11-00-00		AC-11  Device Lock		CUI		03-01-10:		03.01.10  Device Lock

		AC-11-00-01		a. Prevent further access to the system by [Selection (one or more): initiating a device lock after [Assignment: organization-defined time period] of inactivity; requiring the user to initiate a device lock before leaving the system unattended]; and		CUI		03-01-10a.		03.01.10.a. Prevent access to the system by [Selection (one or more): initiating a device lock after [Assignment: organization-defined time period] of inactivity; requiring the user to initiate a device lock before leaving the system unattended].

		AC-11-00-02		b. Retain the device lock until the user reestablishes access using established identification and authentication procedures.		CUI		03-01-10b.		03.01.10.b. Retain the device lock until the user reestablishes access using established identification and authentication procedures.

		AC-11-01-00		AC-11(01)  Device Lock | Pattern-hiding Displays		CUI		03-01-10:		03.01.10  Device Lock

		AC-11-01-01		Conceal, via the device lock, information previously visible on the display with a publicly viewable image.		CUI		03-01-10c.		03.01.10.c. Conceal, via the device lock, information previously visible on the display with a publicly viewable image.

		AC-12-00-00		AC-12  Session Termination		CUI		03-01-11:		03.01.11  Session Termination

		AC-12-00-01		Automatically terminate a user session after [Assignment: organization-defined conditions, or trigger events requiring session disconnect].		CUI		03-01-11.		03.01.11. Terminate a user session automatically after [Assignment: organization-defined conditions or trigger events requiring session disconnect].		Rephrased; no change in outcome

		AC-14-00-00		AC-14  Permitted Actions Without Identification or Authentication		FED		 		—

		AC-14-00-01		a. Identify [Assignment: organization-defined user actions] that can be performed on the system without identification or authentication consistent with organizational mission and business functions; and		FED		 		—

		AC-14-00-02		b. Document and provide supporting rationale in the security plan for the system, user actions not requiring identification or authentication.		FED		 		—

		AC-17-00-00		AC-17  Remote Access		CUI		03-01-12:		03.01.12  Remote Access

		AC-17-00-01		a. Establish and document usage restrictions, configuration/connection requirements, and implementation guidance for each type of remote access allowed; and		CUI		03-01-12a.		03.01.12.a. Establish usage restrictions, configuration requirements, and connection requirements for each type of allowable remote system access.

		AC-17-00-02		b. Authorize each type of remote access to the system prior to allowing such connections.		CUI		03-01-12b.		03.01.12.b. Authorize each type of remote system access prior to establishing such connections.

		AC-17-01-00		AC-17(01)  Remote Access | Monitoring and Control		NCO				—

		AC-17-01-01		Employ automated mechanisms to monitor and control remote access methods.		NCO				—

		AC-17-02-00		AC-17(02)  Remote Access | Protection of Confidentiality and Integrity Using Encryption		CUI		03-13-08:		03.13.08 Transmission and Storage Confidentiality

		AC-17-02-01		Implement cryptographic mechanisms to protect the confidentiality and integrity of remote access sessions.		CUI		03-13-08.		03.13.08. Implement cryptographic mechanisms to prevent the unauthorized disclosure of CUI during transmission and while in storage.		03.13.08 applies to remote access
Modified to focus only on unauthorized disclosure (i.e., confidentiality) of CUI

		AC-17-03-00		AC-17(03)  Remote Access | Managed Access Control Points		CUI		03-01-12:		03.01.12  Remote Access

		AC-17-03-01		Route remote accesses through authorized and managed network access control points.		CUI		03-01-12c.		03.01.12.c. Route remote access to the system through authorized and managed access control points.

		AC-17-04-00		AC-17(04)  Remote Access | Privileged Commands and Access		CUI		03-01-12:		03.01.12  Remote Access

		AC-17-04-01		(a) Authorize the execution of privileged commands and access to security-relevant information via remote access only in a format that provides assessable evidence and for the following needs  [Assignment: organization-defined needs]; and		CUI		03-01-12d.		03.01.12.d. Authorize remote execution of privileged commands and remote access to security-relevant information.

		AC-17-04-02		(b) Document the rationale for remote access in the security plan for the system.		NCO		 		—

		AC-18-00-00		AC-18  Wireless Access		CUI		03-01-16:		03.01.16  Wireless Access

		AC-18-00-01		a. Establish configuration requirements, connection requirements, and implementation guidance for each type of wireless access; and		CUI		03-01-16a.		03.01.16.a. Establish usage restrictions, configuration requirements, and connection requirements for each type of wireless access to the system.		Added "usage restrictions"

		AC-18-00-02		b. Authorize each type of wireless access to the system prior to allowing such connections.		CUI		03-01-16b.		03.01.16.b. Authorize each type of wireless access to the system prior to establishing such connections.

		AC-18-01-00		AC-18(01)  Wireless Access | Authentication and Encryption		CUI		03.01.16:		03.01.16  Wireless Access

		AC-18-01-01		Protect wireless access to the system using authentication of [Selection (one or more): users; devices] and encryption.		CUI		03.01.16d.		03.01.16.d. Protect wireless access to the system using authentication and encryption.		Removed ODP to select one or more: users, devices

		AC-18-03-00		AC-18(03)  Wireless Access | Disable Wireless Networking		CUI		03-01-16:		03.01.16  Wireless Access

		AC-18-03-01		Disable, when not intended for use, wireless networking capabilities embedded within system components prior to issuance and deployment.		CUI		03-01-16c.		03.01.16.c. Disable, when not intended for use, wireless networking capabilities prior to issuance and deployment.

		AC-19-00-00		AC-19  Access Control for Mobile Devices		CUI		03-01-18:		03.01.18  Access Control for Mobile Devices

		AC-19-00-01		a. Establish configuration requirements, connection requirements, and implementation guidance for organization-controlled mobile devices, to include when such devices are outside of controlled areas; and		CUI		03-01-18a.		03.01.18.a. Establish usage restrictions, configuration requirements, and connection requirements for mobile devices.		Removed clause "to include when such devices are outside of controlled areas"

		AC-19-00-02		b. Authorize the connection of mobile devices to organizational systems.		CUI		03-01-18b.		03.01.18.b. Authorize the connection of mobile devices to the system.

		AC-19-05-00		AC-19(05)  Access Control for Mobile Devices | Full Device or Container-based Encryption		CUI		03-01-18:		03.01.18  Access Control for Mobile Devices

		AC-19-05-01		Employ [Selection: full-device encryption; container-based encryption] to protect the confidentiality and integrity of information on [Assignment: organization-defined mobile devices].		CUI		03-01-18c.		03.01.18.c. Implement full-device or container-based encryption to protect the confidentiality of CUI on mobile devices.		Changed "confidentiality and integrity of information" to "confidentiality of CUI" based on scope of SP 800-171
Removed ODP to select full-device or container-based encryption
Removed ODP to assign mobile devices

		AC-20-00-00		AC-20  Use of External Systems		CUI		03-01-20:		03.01.20  Use of External Systems

		AC-20-00-01		a. [Selection (one or more): Establish [Assignment: organization-defined terms and conditions]; Identify [Assignment: organization-defined controls asserted to be implemented on external systems]], consistent with the trust relationships established with other organizations owning, operating, and/or maintaining external systems, allowing authorized individuals to: 		CUI		03-01-20b.		03.01.20.b. Establish the following security requirements to be satisfied on external systems prior to allowing use of or access to those systems by authorized individuals: [Assignment: organization-defined security requirements].		Removed ODP "Selection (one or more):"
Removed ODP "controls asserted to be implemented one external systems"

		AC-20-00-02		1. Access the system from external systems; and		CUI		03-01-20b.		03.01.20.b. Establish the following security requirements to be satisfied on external systems prior to allowing use of or access to those systems by authorized individuals: [Assignment: organization-defined security requirements].		Combined AC-20a. and AC-20a.01.

		AC-20-00-03		2. Process, store, or transmit organization-controlled information using external systems; or		CUI		03-01-20c.		03.01.20c. Permit authorized individuals to use an external system to access the organizational system or to process, store, or transmit CUI only after: 		Combined AC-20a. and AC-20a.02.

		AC-20-00-04		b. Prohibit the use of [Assignment: organizationally-defined types of external systems].		CUI		03-01-20a.		03.01.20.a. Prohibit the use of external systems unless the systems are specifically authorized.

		AC-20-01-00		AC-20(01)  Use of External Systems | Limits on Authorized Use		CUI		03-01-20:		03.01.20  Use of External Systems

		AC-20-01-01		Permit authorized individuals to use an external system to access the system or to process, store, or transmit organization-controlled information only after:		CUI		03-01-20c.		03.01.20.c. Permit authorized individuals to use external systems to access the organizational system or to process, store, or transmit CUI only after: 		Changed "organization-controlled information" to "CUI" based on scope of SP 800-171

		AC-20-01-02		(a) Verification of the implementation of controls on the external system as specified in the organization’s security and privacy policies and security and privacy plans; or		CUI		03-01-20c.01.		03.01.20.c.01. Verifying that the security requirements on the external systems as specified in the organization’s system security plans have been satisfied and		Rephrased and removed "privacy plans"

		AC-20-01-03		(b) Retention of approved system connection or processing agreements with the organizational entity hosting the external system.		CUI		03-01-20c.02.		03.01.20.c.02. Retaining approved system connection or processing agreements with the organizational entities hosting the external systems.

		AC-20-02-00		AC-20(02)  Use of External Systems | Portable Storage Devices — Restricted Use		CUI		03-01-20:		03.01.20  Use of External Systems

		AC-20-02-01		Restrict the use of organization-controlled portable storage devices by authorized individuals on external systems using [Assignment: organization-defined restrictions].		CUI		03-01-20d.		03.01.20.d. Restrict the use of organization-controlled portable storage devices by authorized individuals on external systems.		Removed ODP to assign restrictions

		AC-21-00-00		AC-21  Information Sharing		FED		 		—

		AC-21-00-01		a. Enable authorized users to determine whether access authorizations assigned to a sharing partner match the information’s access and use restrictions for [Assignment: organization-defined information sharing circumstances where user discretion is required]; and		FED		 		—

		AC-21-00-02		b. Employ [Assignment: organization-defined automated mechanisms or manual processes] to assist users in making information sharing and collaboration decisions.		FED		 		—

		AC-22-00-00		AC-22  Publicly Accessible Content		CUI		03-01-22:		03.01.22  Publicly Accessible Content

		AC-22-00-01		a. Designate individuals authorized to make information publicly accessible;		NCO		 		—

		AC-22-00-02		b. Train authorized individuals to ensure that publicly accessible information does not contain nonpublic information;		CUI		03-01-22a.		03.01.22.a. Train authorized individuals to ensure that publicly accessible information does not contain CUI.		Changed "nonpublic information" to "CUI" based on scope of SP 800-171

		AC-22-00-03		c. Review the proposed content of information prior to posting onto the publicly accessible system to ensure that nonpublic information is not included; and		NCO		 		—

		AC-22-00-04		d. Review the content on the publicly accessible system for nonpublic information [Assignment: organization-defined frequency] and remove such information, if discovered.		CUI		03-01-22b.		03.01.22.b. Review the content on publicly accessible systems for CUI periodically and remove such information, if discovered.		Changed "nonpublic information" to "CUI" based on scope of SP 800-171
Removed ODP to assign frequency to review content

		AT-01-00-00		AT-01  Policy and Procedures		CUI		03-15-01:		03.15.01  Policy and Procedures

		AT-01-00-01		a. Develop, document, and disseminate to [Assignment: organization-defined personnel or roles]:		CUI		03-15-01a.		03.15.01.a. Develop, document, and disseminate to organizational personnel or roles the policies and procedures needed to satisfy the security requirements for the protection of CUI.		Addresses all policy (instead of only awareness and training policy)
Removed ODP to assign "personnel or roles"

		AT-01-00-02		1. [Selection (one or more): organization-level; mission/business process-level; system-level] awareness and training policy that:		CUI		03-15-01a.		03.15.01.a. Develop, document, and disseminate to organizational personnel or roles the policies and procedures needed to satisfy the security requirements for the protection of CUI.		Removed ODP to select one or more "organization-level; mission/business process-level; system level"

		AT-01-00-03		(a) Addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and		NCO		 		—

		AT-01-00-04		(b) Is consistent with applicable laws, executive orders, directives, regulations, policies, standards, and guidelines; and		NCO		 		—

		AT-01-00-5		2. Procedures to facilitate the implementation of the awareness and training policy and the associated awareness and training controls;		CUI		03-15-01a.		03.15.01.a. Develop, document, and disseminate to organizational personnel or roles the policies and procedures needed to satisfy the security requirements for the protection of CUI.		Addresses all procedures (instead of only awareness and training procedures)

		AT-01-00-06		b. Designate an [Assignment: organization-defined official] to manage the development, documentation, and dissemination of the awareness and training policy and procedures; and		NCO		 		—

		AT-01-00-07		c. Review and update the current awareness and training:		CUI		03-15-01b.		03.15.01.b. Review and update policies and procedures periodically.		Addresses update of all policy and procedures (instead of only awareness and training)

		AT-01-00-08		1. Policy [Assignment: organization-defined frequency] and following [Assignment: organization-defined events]; and		CUI		03-15-01b.		03.15.01.b. Review and update policies and procedures periodically.		Removed ODPs to assign "frequency" and "events"

		AT-01-00-09		2. Procedures [Assignment: organization-defined frequency] and following [Assignment: organization-defined events].		CUI		03-15-01b.		03.15.01.b. Review and update policies and procedures periodically.		Removed ODPs to assign "frequency" and "events"

		AT-02-00-00		AT-02  Literacy Training and Awareness		CUI		03-02-01:		03.02.01  Literacy Training and Awareness

		AT-02-00-01		a. Provide security and privacy literacy training to system users (including managers, senior executives, and contractors):		CUI		03-02-01a.		03.02.01.a. Provide security literacy training to system users:		Removed "(including managers, senior executives, and contractors) "; no change in outcome

		AT-02-00-02		1. As part of initial training for new users and [Assignment: organization-defined frequency] thereafter; and		CUI		03-02-01a.01		03.02.01.a..01. As part of initial training for new users and [Assignment: organization-defined frequency] thereafter,

		AT-02-00-03		2. When required by system changes or following [Assignment: organization-defined events];		CUI		03-02-01a-02		03.02.01.a.02. When required by system changes or following [Assignment: organization-defined events]; and

		AT-02-00-04		b. Employ the following techniques to increase the security and privacy awareness of system users [Assignment: organization-defined awareness techniques];		NCO		 		—

		AT-02-00-05		c. Update literacy training and awareness content [Assignment: organization-defined frequency] and following [Assignment: organization-defined events]; and		CUI		03-02-01b.		03.02.01.b. Update security literacy training content [Assignment: organization-defined frequency] and following [Assignment: organization-defined events]. 		Added "security" before "literacy training"

		AT-02-00-06		d. Incorporate lessons learned from internal or external security or privacy incidents into literacy training and awareness techniques.		NCO		 		—

		AT-02-02-00		AT-02(02)  Literacy Training and Awareness | Insider Threat		CUI		03-02-01:		03.02.01  Literacy Training and Awareness

		AT-02-02-01		Provide literacy training on recognizing and reporting potential indicators of insider threat.		CUI		03-02-01a.03		03.02.01.a.03. On recognizing and reporting indicators of insider threat, social engineering, and social mining.		Combined AT-2(2) and AT-2(3)

		AT-02-03-00		AT-02(03)  Literacy Training and Awareness | Social Engineering and Mining		CUI		03-02-01:		03.02.01  Literacy Training and Awareness

		AT-02-03-01		Provide literacy training on recognizing and reporting potential and actual instances of social engineering and social mining.		CUI		03-02-01a.03		03.02.01.a.03. On recognizing and reporting indicators of insider threat, social engineering, and social mining.		Combined AT-2(2) and AT-2(3)

		AT-03-00-00		AT-03  Role-based Training		CUI		03-02-02:		03.02.02  Role-Based Training

		AT-03-00-01		a. Provide role-based security and privacy training to personnel with the following roles and responsibilities [Assignment: organization-defined roles and responsibilities]:		CUI		03-02-02a.		03.02.02.a. Provide role-based security training to organizational personnel:		Removed "privacy training" based on scope of SP 800-171
Removed ODP to assign "roles and responsibilities"
Requirement is applicable to organizational personnel

		AT-03-00-02		1. Before authorizing access to the system, information, or performing assigned duties, and [Assignment: organization-defined frequency] thereafter; and		CUI		03-02-02a.01		03.02.02.a.01. Before authorizing access to the system or CUI, before performing assigned duties, and [Assignment: organization-defined frequency] thereafter

		AT-03-00-03		2. When required by system changes;		CUI		03-02-02a.02		03.02.02.a.02. When required by system changes or following [Assignment: organization-defined events].

		AT-03-00-04		b. Update role-based training content [Assignment: organization-defined frequency] and following [Assignment: organization-defined events]; and		CUI		03-02-02b.		03.02.02.b. Update role-based training content [Assignment: organization-defined frequency] and following [Assignment: organization-defined events].

		AT-03-00-05		c. Incorporate lessons learned from internal or external security or privacy incidents into role-based training.		NCO		 		—

		AT-04-00-00		AT-04  Training Records		NCO		 		—

		AT-04-00-01		a. Document and monitor information security and privacy training activities, including security and privacy awareness training and specific role-based security and privacy training; and		NCO		 		—

		AT-04-00-02		b. Retain individual training records for [Assignment: organization-defined time period].		NCO		 		—

		AU-01-00-00		AU-01  Policy and Procedures		CUI		03-15-01:		03.15.01  Policy and Procedures

		AU-01-00-01		a. Develop, document, and disseminate to [Assignment: organization-defined personnel or roles]:		CUI		03-15-01a.		03.15.01.a. Develop, document, and disseminate to organizational personnel or roles the policies and procedures needed to satisfy the security requirements for the protection of CUI.		Addresses all policy (instead of only audit and accountability policy)
Removed ODP to assign "personnel or roles"

		AU-01-00-02		1. [Selection (one or more): organization-level; mission/business process-level; system-level] audit and accountability policy that:		CUI		03-15-01a.		03.15.01.a. Develop, document, and disseminate to organizational personnel or roles the policies and procedures needed to satisfy the security requirements for the protection of CUI.		Removed ODP to select one or more "organization-level; mission/business process-level; system level"

		AU-01-00-03		(a) Addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and		NCO		 		—

		AU-01-00-04		(b) Is consistent with applicable laws, executive orders, directives, regulations, policies, standards, and guidelines; and		NCO		 		—

		AU-01-00-05		2. Procedures to facilitate the implementation of the audit and accountability policy and the associated audit and accountability controls;		CUI		03-15-01a.		03.15.01.a. Develop, document, and disseminate to organizational personnel or roles the policies and procedures needed to satisfy the security requirements for the protection of CUI.		Addresses all procedures (instead of only audit and accountability procedures)

		AU-01-00-06		b. Designate an [Assignment: organization-defined official] to manage the development, documentation, and dissemination of the audit and accountability policy and procedures; and		NCO		 		—

		AU-01-00-07		c. Review and update the current audit and accountability:		CUI		03-15-01b.		03.15.01.b. Review and update policies and procedures periodically.		Addresses update of all policy and procedures (instead of only audit and accountability)

		AU-01-00-08		1. Policy [Assignment: organization-defined frequency] and following [Assignment: organization-defined events]; and		CUI		03-15-01b.		03.15.01.b. Review and update policies and procedures periodically.		Removed ODPs to assign "frequency" and "events"

		AU-01-00-09		2. Procedures [Assignment: organization-defined frequency] and following [Assignment: organization-defined events].		CUI		03-15-01b.		03.15.01.b. Review and update policies and procedures periodically.		Removed ODPs to assign "frequency" and "events"

		AU-02-00-00		AU-02  Event Logging		CUI		03-03-01:		03.03.01  Event Logging

		AU-02-00-01		a. Identify the types of events that the system is capable of logging in support of the audit function  [Assignment: organization-defined event types that the system is capable of logging];		NCO		 		—

		AU-02-00-02		b. Coordinate the event logging function with other organizational entities requiring audit-related information to guide and inform the selection criteria for events to be logged;		NCO		 		—

		AU-02-00-03		c. Specify the following event types for logging within the system  [Assignment: organization-defined event types (subset of the event types defined in AU-2a.) along with the frequency of (or situation requiring) logging for each identified event type];		CUI		03-03-01a.		03.03.01.a. Specify the following event types selected for logging within the system: [Assignment: organization-defined event types].		Removed extraneous references in ODP, removed "frequency of (or situation requiring) logging for each identified event type"

		AU-02-00-04		d. Provide a rationale for why the event types selected for logging are deemed to be adequate to support after-the-fact investigations of incidents; and		NCO		 		—

		AU-02-00-05		e. Review and update the event types selected for logging [Assignment: organization-defined frequency].		CUI		03-03-01b.		03.03.01.b. Review and update the event types selected for logging [Assignment: organization-defined frequency].

		AU-03-00-00		AU-03  Content of Audit Records		CUI		03-03-02:		03.03.02  Audit Record Content

		AU-03-00-01		Ensure that audit records contain information that establishes the following:		CUI		03-03-02a.		03.03.02.a. Include the following content in audit records:

		AU-03-00-02		a. What type of event occurred;		CUI		03-03-02a.01		03.03.02.a.01. What type of event occurred;

		AU-03-00-03		b. When the event occurred;		CUI		03-03-02a.02		03.03.02.a.02. When the event occurred;

		AU-03-00-04		c. Where the event occurred;		CUI		03-03-02a.03		03.03.02.a.03. Where the event occurred;

		AU-03-00-05		d. Source of the event;		CUI		03-03-02a.04		03.03.02.a.04. Source of the event;

		AU-03-00-06		e. Outcome of the event; and		CUI		03-03-02a.05		03.03.02.a.05. Outcome of the event;

		AU-03-00-07		f. Identity of any individuals, subjects, or objects/entities associated with the event.		CUI		03-03-02a.06		03.03.02.a.06. Identity of individuals, subjects, objects, or entities associated with the event; and

		AU-03-01-00		AU-03(01)  Content of Audit Records | Additional Audit Information		CUI		03-03-02:		03.03.02  Audit Record Content

		AU-03-01-01		Generate audit records containing the following additional information  [Assignment: organization-defined additional information].		CUI		03-03-02b.		03.03.02.b. Provide additional information for audit records as needed.		Rephrased, no change in outcome.
Removed ODP to assign additional information

		AU-04-01-00		AU-04  Audit Log Storage Capacity		NCO		 		—

		AU-04-01-01		Allocate audit log storage capacity to accommodate [Assignment: organization-defined audit log retention requirements].		NCO		 		—

		AU-05-00-00		AU-05  Response to Audit Logging Process Failures		CUI		03-03-04:		03.03.04  Response to Audit Logging Process Failures

		AU-05-00-01		a. Alert [Assignment: organization-defined personnel or roles] within [Assignment: organization-defined time period] in the event of an audit logging process failure; and		CUI		03-03-04a.		03.03.04.a. Alert organizational personnel or roles within [Assignment: organization-defined time period] in the event of an audit logging process failure.		Removed ODP to assign personnel or roles

		AU-05-00-02		b. Take the following additional actions  [Assignment: organization-defined additional actions].		CUI		03-03-04b.		03.03.04.b. Take the following additional actions: [Assignment: organization-defined additional actions].

		AU-06-00-00		AU-06  Audit Record Review, Analysis, and Reporting		CUI		03-03-05:		03.03.05  Audit Record Review, Analysis, and Reporting

		AU-06-00-01		a. Review and analyze system audit records [Assignment: organization-defined frequency] for indications of [Assignment: organization-defined inappropriate or unusual activity] and the potential impact of the inappropriate or unusual activity;		CUI		03-03-05a.		03.03.05.a. Review and analyze system audit records [Assignment: organization-defined frequency] for indications and the potential impact of inappropriate or unusual activity.		
Removed ODP to assign "inappropriate or unusual activity"

		AU-06-00-02		b. Report findings to [Assignment: organization-defined personnel or roles]; and		CUI		03-03-05b.		03.03.05.b. Report findings to organizational personnel or roles.		Removed ODP to assign personnel or roles

		AU-06-00-03		c. Adjust the level of audit record review, analysis, and reporting within the system when there is a change in risk based on law enforcement information, intelligence information, or other credible sources of information.		NCO		 		—

		AU-06-01-00		AU-06(01)  Audit Record Review, Analysis, and Reporting | Automated Process Integration		NCO		 		—

		AU-06-01-01		Integrate audit record review, analysis, and reporting processes using [Assignment: organization-defined automated mechanisms].		NCO		 		—

		AU-06-03-00		AU-06(03)  Audit Record Review, Analysis, and Reporting | Correlate Audit Record Repositories		CUI		03-03-05:		03.03.05  Audit Record Review, Analysis, and Reporting

		AU-06-03-01		Analyze and correlate audit records across different repositories to gain organization-wide situational awareness.		CUI		03-03-05c.		03.03.05.c. Analyze and correlate audit records across different repositories to gain organization-wide situational awareness. 

		AU-07-00-00		AU-07  Audit Record Reduction and Report Generation		CUI		03-03-06:		03.03.06  Audit Record Reduction and Report Generation

		AU-07-00-01		Provide and implement an audit record reduction and report generation capability that:		CUI		03-03-06a.		03.03.06.a. Implement an audit record reduction and report generation capability that supports audit record review, analysis, reporting requirements, and after-the-fact investigations of incidents.		Combined multiple control items  AU-7, AU-7a.

		AU-07-00-02		a. Supports on-demand audit record review, analysis, and reporting requirements and after-the-fact investigations of incidents; and		CUI		03-03-06a.		03.03.06.a. Implement an audit record reduction and report generation capability that supports audit record review, analysis, reporting requirements, and after-the-fact investigations of incidents.		Combined multiple control items  AU-7, AU-7a.

		AU-07-00-03		b. Does not alter the original content or time ordering of audit records.		CUI		03-03-06b.		03.03.06.b. Preserve the original content and time ordering of audit records.		Rephrased; no change in outcome

		AU-07-01-00		AU-07(01)  Audit Record Reduction and Report Generation | Automatic Processing		NCO		 		—

		AU-07-01-01		Provide and implement the capability to process, sort, and search audit records for events of interest based on the following content  [Assignment: organization-defined fields within audit records].		NCO		 		—

		AU-08-00-00		AU-08  Time Stamps		CUI		03-03-07:		03.03.07  Time Stamps

		AU-08-00-01		a. Use internal system clocks to generate time stamps for audit records; and		CUI		03-03-07a.		03.03.07.a. Use internal system clocks to generate time stamps for audit records.

		AU-08-00-02		b. Record time stamps for audit records that meet [Assignment: organization-defined granularity of time measurement] and that use Coordinated Universal Time, have a fixed local time offset from Coordinated Universal Time, or that include the local time offset as part of the time stamp.		CUI		03-03-07b.		03.03.07.b. Record time stamps for audit records that meet [Assignment: organization-defined granularity of time measurement] and that use Coordinated Universal Time (UTC), have a fixed local time offset from UTC, or include the local time offset as part of the time stamp.

		AU-09-00-00		AU-09  Protection of Audit Information		CUI		03-03-08:		03.03.08  Protection of Audit Information

		AU-09-00-01		a. Protect audit information and audit logging tools from unauthorized access, modification, and deletion; and		CUI		03-03-08a.		03.03.08.a. Protect audit information and audit logging tools from unauthorized access, modification, and deletion.

		AU-09-00-02		b. Alert [Assignment: organization-defined personnel or roles] upon detection of unauthorized access, modification, or deletion of audit information.		NCO		 		—

		AU-09-04-00		AU-09(04)  Protection of Audit Information | Access by Subset of Privileged Users		CUI		03-03-08:		03.03.08  Protection of Audit Information

		AU-09-04-01		Authorize access to management of audit logging functionality to only [Assignment: organization-defined subset of privileged users or roles].		CUI		03-03-08b.		03.03.08.b. Authorize access to management of audit logging functionality to only a subset of privileged users or roles.		Removed ODP to assign "subset of privileged users or roles"

		AU-11-00-00		AU-11  Audit Record Retention		CUI		03-03-03:		03.03.03  Audit Record Generation

		AU-11-00-01		Retain audit records for [Assignment: organization-defined time period consistent with records retention policy] to provide support for after-the-fact investigations of incidents and to meet regulatory and organizational information retention requirements.		CUI		03-03-03b.		03.03.03.b. Retain audit records for a time period consistent with the records retention policy.		Removed clause "to provide support for after-the-fact investigations of incidents and to meet regulatory and organizational information retention requirements"
Removed ODP to assign time period.

		AU-12-00-00		AU-12  Audit Record Generation		CUI		03-03-03:		03.03.03  Audit Record Generation

		AU-12-00-01		a. Provide audit record generation capability for the event types the system is capable of auditing as defined in AU-2a on [Assignment: organization-defined system components];		CUI		03-03-03a.		03.03.03a. Generate audit records for the selected event types and audit record content specified in 03.03.01 and 03.03.02.		Updated to reference the event types and audit record content in the corresponding 800-171 security requirements
Removed ODP to assign system components

		AU-12-00-02		b. Allow [Assignment: organization-defined personnel or roles] to select the event types that are to be logged by specific components of the system; and		NCO				—

		AU-12-00-03		c. Generate audit records for the event types defined in AU-2c that include the audit record content defined in AU-3.		CUI		03-03-03a.		03.03.03a. Generate audit records for the selected event types and audit record content specified in 03.03.01 and 03.03.02.		Updated to reference the event types and audit record content in the corresponding 800-171 security requirements

		CA-01-00-00		CA-01  Policy and Procedures		CUI		03-15-01:		03.15.01  Policy and Procedures

		CA-01-00-01		a. Develop, document, and disseminate to [Assignment: organization-defined personnel or roles]:		CUI		03-15-01a.		03.15.01.a. Develop, document, and disseminate to organizational personnel or roles the policies and procedures needed to satisfy the security requirements for the protection of CUI.		Addresses all policy (instead of only assessment, authorization and monitoring policy)
Removed ODP to assign "personnel or roles"

		CA-01-00-02		1. [Selection (one or more): organization-level; mission/business process-level; system-level] assessment, authorization, and monitoring policy that:		CUI		03-15-01a.		03.15.01.a. Develop, document, and disseminate to organizational personnel or roles the policies and procedures needed to satisfy the security requirements for the protection of CUI.		Removed ODP to select one or more "organization-level; mission/business process-level; system level"

		CA-01-00-03		(a) Addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and		NCO		 		—

		CA-01-00-04		(b) Is consistent with applicable laws, executive orders, directives, regulations, policies, standards, and guidelines; and		NCO		 		—

		CA-01-00-05		2. Procedures to facilitate the implementation of the assessment, authorization, and monitoring policy and the associated assessment, authorization, and monitoring controls;		CUI		03-15-01a.		03.15.01.a. Develop, document, and disseminate to organizational personnel or roles the policies and procedures needed to satisfy the security requirements for the protection of CUI.		Addresses all procedures (instead of only assessment, authorization and monitoring procedures)

		CA-01-00-06		b. Designate an [Assignment: organization-defined official] to manage the development, documentation, and dissemination of the assessment, authorization, and monitoring policy and procedures; and		NCO		 		—

		CA-01-00-07		c. Review and update the current assessment, authorization, and monitoring:		CUI		03-15-01b.		03.15.01.b. Review and update policies and procedures periodically.		Addresses update of all policy and procedures (instead of only assessment, authorization and monitoring)

		CA-01-00-08		1. Policy [Assignment: organization-defined frequency] and following [Assignment: organization-defined events]; and		CUI		03-15-01b.		03.15.01.b. Review and update policies and procedures periodically.		Removed ODPs to assign "frequency" and "events"

		CA-01-00-09		2. Procedures [Assignment: organization-defined frequency] and following [Assignment: organization-defined events].		CUI		03-15-01b.		03.15.01.b. Review and update policies and procedures periodically.		Removed ODPs to assign "frequency" and "events"

		CA-02-00-00		CA-02  Control Assessments		CUI		03-12-01:		03.12.01  Control Assessments

		CA-02-00-01		a. Select the appropriate assessor or assessment team for the type of assessment to be conducted;		NCO		 		—

		CA-02-00-02		b. Develop a control assessment plan that describes the scope of the assessment including 		NCO		 		—

		CA-02-00-03		1. Controls and control enhancements under assessment;		NCO		 		—

		CA-02-00-04		2. Assessment procedures to be used to determine control effectiveness; and		NCO		 		—

		CA-02-00-05		3. Assessment environment, assessment team, and assessment roles and responsibilities;		NCO		 		—

		CA-02-00-06		c. Ensure the control assessment plan is reviewed and approved by the authorizing official or designated representative prior to conducting the assessment;		NCO		 		—

		CA-02-00-07		d. Assess the controls in the system and its environment of operation [Assignment: organization-defined frequency] to determine the extent to which the controls are implemented correctly, operating as intended, and producing the desired outcome with respect to meeting established security and privacy requirements;		CUI		03-12-01.		03.12.01. Assess the security requirements for the system and its environment of operation [Assignment: organization-defined frequency] to determine if the requirements have been satisfied.		Editorial changes when rephrasing, outcome unchanged

		CA-02-00-08		e. Produce a control assessment report that document the results of the assessment; and		NCO		 		—

		CA-02-00-09		f. Provide the results of the control assessment to [Assignment: organization-defined individuals or roles].		NCO		 		—

		CA-02-01-00		CA-02(01)  Control Assessments | Independent Assessors		NCO				—

		CA-02-01-01		Employ independent assessors or assessment teams to conduct control assessments.		NCO				—

		CA-03-00-00		CA-03  Information Exchange		CUI		03-12-05:		03.12.05  Information Exchange

		CA-03-00-01		a. Approve and manage the exchange of information between the system and other systems using [Selection (one or more): interconnection security agreements; information exchange security agreements; memoranda of understanding or agreement; service level agreements; user agreements; nondisclosure agreements; [Assignment: organization-defined type of agreement]];		CUI		03-12-05a.		03.12.05.a. Approve and manage the exchange of CUI between the system and other systems using [Selection (one or more): interconnection security agreements; information exchange security agreements; memoranda of understanding or agreement; service-level agreements; user agreements; non-disclosure agreements; other types of agreements].		Removed ODP to assign other types of agreements

		CA-03-00-02		b. Document, as part of each exchange agreement, the interface characteristics, security and privacy requirements, controls, and responsibilities for each system, and the impact level of the information communicated; and		CUI		03-12-05b.		03.12.05.b. Document interface characteristics, security requirements, and responsibilities for each system as part of the exchange agreements.		Removed "privacy requirements," "impact level of the information communicated"

		CA-03-00-03		c. Review and update the agreements [Assignment: organization-defined frequency].		CUI		03-12-05c.		03.12.05.c. Review and update the exchange agreements [Assignment: organization-defined frequency].

		CA-05-00-00		CA-05  Plan of Action and Milestones		CUI		03-12-02:		03.12.02  Plan of Action and Milestones

		CA-05-00-01		a. Develop a plan of action and milestones for the system to document the planned remediation actions of the organization to correct weaknesses or deficiencies noted during the assessment of the controls and to reduce or eliminate known vulnerabilities in the system; and		CUI		03-12-02a.		03.12.02.a. Develop a plan of action and milestones for the system:
03.12.02.a.01. To document the planned remediation actions to correct weaknesses or deficiencies noted during control assessments; and
03.12.02.a.02. To reduce or eliminate known vulnerabilities in the system.

		CA-05-00-02		b. Update existing plan of action and milestones [Assignment: organization-defined frequency] based on the findings from control assessments, independent audits or reviews, and continuous monitoring activities.		CUI		03-12-02b.		03.12.02.b. Update the existing plan of action and milestones based on the findings from:
03.12.02.b.01.	Security assessments,
03.12.02.b.02.	Audits or reviews, and
03.12.02.b.03.	Continuous monitoring activities.		Removed ODP to assign frequency

		CA-06-00-00		CA-06  Authorization		FED		 		—

		CA-06-00-01		a. Assign a senior official as the authorizing official for the system;		FED		 		—

		CA-06-00-02		b. Assign a senior official as the authorizing official for common controls available for inheritance by organizational systems;		FED		 		—

		CA-06-00-03		c. Ensure that the authorizing official for the system, before commencing operations 		FED		 		—

		CA-06-00-04		1. Accepts the use of common controls inherited by the system; and		FED		 		—

		CA-06-00-05		2. Authorizes the system to operate;		FED		 		—

		CA-06-00-06		d. Ensure that the authorizing official for common controls authorizes the use of those controls for inheritance by organizational systems;		FED		 		—

		CA-06-00-07		e. Update the authorizations [Assignment: organization-defined frequency].		FED		 		—

		CA-07-00-00		CA-07  Continuous Monitoring		CUI		03-12-03:		03.12.03  Continuous Monitoring

		CA-07-00-01		Develop a system-level continuous monitoring strategy and implement continuous monitoring in accordance with the organization-level continuous monitoring strategy that includes:		CUI		03-12-03.		03.12.03. Develop and implement a system-level continuous monitoring strategy that includes ongoing monitoring and security assessments.		Combined multiple control items  CA-7, CA-7c.

		CA-07-00-02		a. Establishing the following system-level metrics to be monitored  [Assignment: organization-defined system-level metrics];		NCO		 		—

		CA-07-00-03		b. Establishing [Assignment: organization-defined frequencies] for monitoring and [Assignment: organization-defined frequencies] for assessment of control effectiveness;		NCO		 		—

		CA-07-00-04		c. Ongoing control assessments in accordance with the continuous monitoring strategy;		CUI		03-12-03.		03.12.03. Develop and implement a system-level continuous monitoring strategy that includes ongoing monitoring and security assessments.		Combined multiple control items  CA-7, CA-7c.

		CA-07-00-05		d. Ongoing monitoring of system and organization-defined metrics in accordance with the continuous monitoring strategy;		NCO		 		—

		CA-07-00-06		e. Correlation and analysis of information generated by control assessments and monitoring;		NCO		 		—

		CA-07-00-07		f. Response actions to address results of the analysis of control assessment and monitoring information; and		NCO		 		—

		CA-07-00-08		g. Reporting the security and privacy status of the system to [Assignment: organization-defined personnel or roles][Assignment: organization-defined frequency].		NCO		 		—

		CA-07-01-00		CA-07(01)  Continuous Monitoring | Independent Assessment		NCO		 		—

		CA-07-01-01		Employ independent assessors or assessment teams to monitor the controls in the system on an ongoing basis.		NCO		 		—

		CA-07-04-00		CA-07(04)  Continuous Monitoring | Risk Monitoring		NCO		 		—

		CA-07-04-01		Ensure risk monitoring is an integral part of the continuous monitoring strategy that includes the following 		NCO		 		—

		CA-07-04-02		(a) Effectiveness monitoring;		NCO		 		—

		CA-07-04-03		(b) Compliance monitoring; and		NCO		 		—

		CA-07-04-04		(c) Change monitoring.		NCO		 		—

		CA-09-00-00		CA-09  Internal System Connections		NCO				—

		CA-09-00-01		a. Authorize internal connections of [Assignment: organization-defined system components or classes of components] to the system;		NCO				—

		CA-09-00-02		b. Document, for each internal connection, the interface characteristics, security and privacy requirements, and the nature of the information communicated;		NCO		 		—

		CA-09-00-03		c. Terminate internal system connections after [Assignment: organization-defined conditions]; and		NCO		 		—

		CA-09-00-04		d. Review [Assignment: organization-defined frequency] the continued need for each internal connection.		NCO				—

		CM-01-00-00		CM-01  Policy and Procedures		CUI		03-15-01:		03.15.01  Policy and Procedures

		CM-01-00-01		a. Develop, document, and disseminate to [Assignment: organization-defined personnel or roles]:		CUI		03-15-01a.		03.15.01.a. Develop, document, and disseminate to organizational personnel or roles the policies and procedures needed to satisfy the security requirements for the protection of CUI.		Addresses all policy (instead of only continuous monitoring policy)
Removed ODP to assign "personnel or roles"

		CM-01-00-02		1. [Selection (one or more): organization-level; mission/business process-level; system-level] configuration management policy that:		CUI		03-15-01a.		03.15.01.a. Develop, document, and disseminate to organizational personnel or roles the policies and procedures needed to satisfy the security requirements for the protection of CUI.		Removed ODP to select one or more "organization-level; mission/business process-level; system level"

		CM-01-00-03		(a) Addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and		NCO		 		—

		CM-01-00-04		(b) Is consistent with applicable laws, executive orders, directives, regulations, policies, standards, and guidelines; and		NCO		 		—

		CM-01-00-05		2. Procedures to facilitate the implementation of the configuration management policy and the associated configuration management controls;		CUI		03-15-01a.		03.15.01.a. Develop, document, and disseminate to organizational personnel or roles the policies and procedures needed to satisfy the security requirements for the protection of CUI.		Addresses all procedures (instead of only continuous monitoring procedures)

		CM-01-00-06		b. Designate an [Assignment: organization-defined official] to manage the development, documentation, and dissemination of the configuration management policy and procedures; and		NCO		 		—

		CM-01-00-07		c. Review and update the current configuration management:		CUI		03-15-01b.		03.15.01.b. Review and update policies and procedures periodically.		Addresses update of all policy and procedures (instead of only continuous monitoring)

		CM-01-00-08		1. Policy [Assignment: organization-defined frequency] and following [Assignment: organization-defined events]; and		CUI		03-15-01b.		03.15.01.b. Review and update policies and procedures periodically.		Removed ODPs to assign "frequency" and "events"

		CM-01-00-09		2. Procedures [Assignment: organization-defined frequency] and following [Assignment: organization-defined events].		CUI		03-15-01b.		03.15.01.b. Review and update policies and procedures periodically.		Removed ODPs to assign "frequency" and "events"

		CM-02-00-00		CM-02  Baseline Configuration		CUI		03-04-01:		03.04.01  Baseline Configuration

		CM-02-00-01		a. Develop, document, and maintain under configuration control, a current baseline configuration of the system; and		CUI		03-04-01a.		03.04.01.a. Develop, document, and maintain under configuration control, a current baseline configuration of the system.

		CM-02-00-02		b. Review and update the baseline configuration of the system:		CUI		03-04-01b.		03.04.01.b. Review and update the baseline configuration of the system [Assignment: organization-defined frequency] and when system components are installed or modified.		Combined multiple control items  CM-2b., CM-2b.1., CM-2b.2., CM-2b.3.

		CM-02-00-03		1. [Assignment: organization-defined frequency];		CUI		03-04-01b.		03.04.01.b. Review and update the baseline configuration of the system [Assignment: organization-defined frequency] and when system components are installed or modified.		Combined multiple control items  CM-2b., CM-2b.1., CM-2b.2., CM-2b.3.

		CM-02-00-04		2. When required due to [Assignment: Assignment organization-defined circumstances]; and		NCO		 		—

		CM-02-00-05		3. When system components are installed or upgraded.		CUI		03-04-01b.		03.04.01.b.	Review and update the baseline configuration of the system [Assignment: organization-defined frequency] and when system components are installed or modified.		Combined multiple control items  CM-2b., CM-2b.1., CM-2b.2., CM-2b.3.
Removed ODP to assign circumstances

		CM-02-02-00		CM-02(02)  Baseline Configuration | Automation Support for Accuracy and Currency		NCO		 		—

		CM-02-02-01		Maintain the currency, completeness, accuracy, and availability of the baseline configuration of the system using [Assignment: organization-defined automated mechanisms].		NCO		 		—

		CM-02-03-00		CM-02(03)  Baseline Configuration | Retention of Previous Configurations		NCO		 		—

		CM-02-03-01		Retain [Assignment: organization-defined number] of previous versions of baseline configurations of the system to support rollback.		NCO		 		—

		CM-02-07-00		CM-02(07)  Baseline Configuration | Configure Systems and Components for High-risk Areas		CUI		03-04-12:		03.04.12  System and Component Configuration for High-Risk Areas

		CM-02-07-01		(a) Issue [Assignment: organization-defined systems or system components] with [Assignment: organization-defined configurations] to individuals traveling to locations that the organization deems to be of significant risk; and		CUI		03-04-12a.		03.04.12.a. Issue systems or system components with the following configurations to individuals traveling to high-risk locations: [Assignment: organization-defined system configurations].		Modified ODP to remove "system components"
Editorial changes when rephrasing, outcome unchanged

		CM-02-07-02		(b) Apply the following controls to the systems or components when the individuals return from travel  [Assignment: organization-defined controls].		CUI		03-04-12b.		03.04.12.b. Apply the following security requirements to the system or system components when the individuals return from travel: [Assignment: organization-defined security requirements].		Modified ODP to "security requirements"
Editorial changes when rephrasing, outcome unchanged

		CM-03-00-00		CM-03  Configuration Change Control		CUI		03-04-03:		03.04.03  Configuration Change Control

		CM-03-00-01		a. Determine and document the types of changes to the system that are configuration-controlled;		CUI		03-04-03a.		03.04.03.a. Define the types of changes to the system that are configuration-controlled.		Editorial changes when rephrasing, outcome unchanged

		CM-03-00-02		b. Review proposed configuration-controlled changes to the system and approve or disapprove such changes with explicit consideration for security and privacy impact analyses;		CUI		03-04-03b.		03.04.03.b. Review proposed configuration-controlled changes to the system and approve or disapprove such changes with explicit consideration for security impacts.		Removed "privacy impact analyses" based on scope of SP 800-171

		CM-03-00-03		c. Document configuration change decisions associated with the system;		NCO		 		—

		CM-03-00-04		d. Implement approved configuration-controlled changes to the system;		CUI		03-04-03c.		03.04.03.c. Implement and document approved configuration-controlled changes to the system.

		CM-03-00-05		e. Retain records of configuration-controlled changes to the system for [Assignment: organization-defined time period];		NCO		 		—

		CM-03-00-06		f. Monitor and review activities associated with configuration-controlled changes to the system; and		CUI		03-04-03d.		03.04.03.d. Monitor and review activities associated with configuration-controlled changes to the system.

		CM-03-00-07		g. Coordinate and provide oversight for configuration change control activities through [Assignment: organization-defined configuration change control element] that convenes [Selection (one or more): [Assignment: organization-defined frequency] ; when [Assignment: organization-defined configuration change conditions]].		NCO		 		—

		CM-03-02-00		CM-03(02)  Configuration Change Control | Testing, Validation, and Documentation of Changes		NCO		 		—

		CM-03-02-01		Test, validate, and document changes to the system before finalizing the implementation of the changes.		NCO		 		—

		CM-03-04-00		CM-03(04)  Configuration Change Control | Security and Privacy Representatives		NCO		 		—

		CM-03-04-01		Require [Assignment: organization-defined security and privacy representatives] to be members of the [Assignment: organization-defined configuration change control element].		NCO		 		—

		CM-04-00-00		CM-04  Impact Analyses		CUI		03-04-04:		03.04.04  Impact Analyses

		CM-04-00-01		Analyze changes to the system to determine potential security and privacy impacts prior to change implementation.		CUI		03-04-04a.		03.04.04.a. Analyze changes to the system to determine potential security impacts prior to change implementation.		Removed "privacy impact " based on scope of SP 800-171

		CM-04-02-00		CM-04(02)  Impact Analyses | Verification of Controls		CUI		03-04-04:		03.04.04  Impact Analyses

		CM-04-02-01		After system changes, verify that the impacted controls are implemented correctly, operating as intended, and producing the desired outcome with regard to meeting the security and privacy requirements for the system.		CUI		03-04-04b.		03.04.04.b. Verify that the security requirements for the system continue to be satisfied after the system changes have been implemented.		Scope adjusted to security requirements rather than controls, editorial changes that do not impact overall outcome

		CM-05-00-00		CM-05  Access Restrictions for Change		CUI		03-04-05:		03.04.05  Access Restrictions for Change

		CM-05-00-01		Define, document, approve, and enforce physical and logical access restrictions associated with changes to the system.		CUI		03-04-05.		03.04.05. Define, document, approve, and enforce physical and logical access restrictions associated with changes to the system.

		CM-06-00-00		CM-06  Configuration Settings		CUI		03-04-02:		03.04.02  Configuration Settings

		CM-06-00-01		a. Establish and document configuration settings for components employed within the system that reflect the most restrictive mode consistent with operational requirements using [Assignment: organization-defined common secure configurations];		CUI		03-04-02a.		03.04.02.a. Establish, document, and implement the following configuration settings for the system that reflect the most restrictive mode consistent with operational requirements: [Assignment: organization-defined configuration settings].		Combined multiple control items  CM-6a., CM-6b.

		CM-06-00-02		b. Implement the configuration settings;		CUI		03-04-02a.		03.04.02.a. Establish, document, and implement the following configuration settings for the system that reflect the most restrictive mode consistent with operational requirements: [Assignment: organization-defined configuration settings].		Combined multiple control items  CM-6a., CM-6b.

		CM-06-00-03		c. Identify, document, and approve any deviations from established configuration settings for [Assignment: organization-defined system components] based on [Assignment: organization-defined operational requirements]; and		CUI		03-04-02b.		03.04.02.b. Identify, document, and approve any deviations from established configuration settings.		Removed ODP to assign "system components"
Removed ODP to assign "operational requirements"

		CM-06-00-04		d. Monitor and control changes to the configuration settings in accordance with organizational policies and procedures.		NCO				—

		CM-07-00-00		CM-07  Least Functionality		CUI		03-04-06:		03.04.06  Least Functionality

		CM-07-00-01		a. Configure the system to provide only [Assignment: organization-defined mission essential capabilities]; and		CUI		03-04-06a.		03.04.06.a. Configure the system to provide only mission-essential capabilities.		Removed ODP to assign "mission essential capabilities"

		CM-07-00-02		b. Prohibit or restrict the use of the following functions, ports, protocols, software, and/or services  [Assignment: organization-defined prohibited or restricted functions, system ports, protocols, software, and/or services].		CUI		03-04-06b.		03.04.06.b. Prohibit or restrict use of the following functions, ports, protocols, connections, and services: [Assignment: organization-defined functions, ports, protocols, connections, and services].

		CM-07-01-00		CM-07(01)  Least Functionality | Periodic Review		CUI		03-04-06:		03.04.06  Least Functionality

		CM-07-01-01		(a) Review the system [Assignment: organization-defined frequency] to identify unnecessary and/or nonsecure functions, ports, protocols, software, and services; and		CUI		03-04-06c.		03.04.06.c. Review the system [Assignment: organization-defined frequency] to identify unnecessary or nonsecure functions, ports, protocols, connections, and services.		
Removed "software"
Added "connections"

		CM-07-01-02		(b) Disable or remove [Assignment: organization-defined functions, ports, protocols, software, and services within the system deemed to be unnecessary and/or nonsecure].		CUI		03-04-06d.		03.04.06.d. Disable or remove functions, ports, protocols, connections, and services that are unnecessary or nonsecure.		Removed ODP to assign "functions, ports, protocols, software, and services within the system deemed to be unnecessary and/or nonsecure"

		CM-07-02-00		CM-07(02)  Least Functionality | Prevent Program Execution		ORC				—		Addressed by AC-03, AU-06, CM-02, CM-03, CM-05, CM-06, CM-07, CM-07(05)

		CM-07-02-01		Prevent program execution in accordance with [Selection (one or more):  [Assignment: organization-defined policies, rules of behavior, and/or access agreements regarding software program usage and restrictions]; rules authorizing the terms and conditions of software program usage].		ORC				—

		CM-07-05-00		CM-07(05)  Least Functionality | Authorized Software		CUI		03-04-08:		03.04.08  Authorized Software – Allow by Exception

		CM-07-05-01		(a) Identify [Assignment: organization-defined software programs authorized to execute on the system];		CUI		03-04-08a.		03.04.08.a. Identify software programs authorized to execute on the system.		Removed ODP to assign "software programs authorized to execute on the system"; no change in outcome

		CM-07-05-02		(b) Employ a deny-all, permit-by-exception policy to allow the execution of authorized software programs on the system; and		CUI		03-04-08b.		03.04.08.b. Implement a deny-all, allow-by-exception policy for the execution of authorized software programs on the system.

		CM-07-05-03		(c) Review and update the list of authorized software programs [Assignment: organization-defined frequency].		CUI		03-04-08c.		03.04.08.c. Review and update the list of authorized software programs [Assignment: organization-defined frequency].

		CM-08-00-00		CM-08  System Component Inventory		CUI		03-04-10:		03.04.10  System Component Inventory

		CM-08-00-01		a. Develop and document an inventory of system components that:		CUI		03-04-10a.		03.04.10.a. Develop and document an inventory of system components.

		CM-08-00-02		1. Accurately reflects the system;		NCO		 		—

		CM-08-00-03		2. Includes all components within the system;		NCO		 		—

		CM-08-00-04		3. Does not include duplicate accounting of components or components assigned to any other system;		NCO		 		—

		CM-08-00-05		4. Is at the level of granularity deemed necessary for tracking and reporting; and		NCO		 		—

		CM-08-00-06		5. Includes the following information to achieve system component accountability  [Assignment: organization-defined information deemed necessary to achieve effective system component accountability]; and		NCO		 		—

		CM-08-00-07		b. Review and update the system component inventory [Assignment: organization-defined frequency].		CUI		03-04-10b.		03.04.10.b. Review and update the system component inventory [Assignment: organization-defined frequency].

		CM-08-01-00		CM-08(01)  System Component Inventory | Updates During Installation and Removal		CUI		03-04-10:		03.04.10  System Component Inventory

		CM-08-01-01		Update the inventory of system components as part of component installations, removals, and system updates.		CUI		03-04-10c.		03.04.10.c. Update the system component inventory as part of installations, removals, and system updates.

		CM-08-03-00		CM-08(03)  System Component Inventory | Automated Unauthorized Component Detection		NCO		 		—

		CM-08-03-01		(a) Detect the presence of unauthorized hardware, software, and firmware components within the system using [Assignment: organization-defined automated mechanisms] [Assignment: organization-defined frequency]; and		NCO		 		—

		CM-08-03-02		(b) Take the following actions when unauthorized components are detected  [Selection (one or more): disable network access by such components; isolate the components; notify [Assignment: organization-defined personnel or roles]].		NCO		 		—

		CM-09-00-00		CM-09  Configuration Management Plan		NCO		 		—

		CM-09-00-01		Develop, document, and implement a configuration management plan for the system that 		NCO		 		—

		CM-09-00-02		a. Addresses roles, responsibilities, and configuration management processes and procedures;		NCO		 		—

		CM-09-00-03		b. Establishes a process for identifying configuration items throughout the system development life cycle and for managing the configuration of the configuration items;		NCO		 		—

		CM-09-00-04		c. Defines the configuration items for the system and places the configuration items under configuration management;		NCO		 		—

		CM-09-00-05		d. Is reviewed and approved by [Assignment: organization-defined personnel or roles]; and		NCO		 		—

		CM-09-00-06		e. Protects the configuration management plan from unauthorized disclosure and modification.		NCO		 		—

		CM-10-00-00		CM-10  Software Usage Restrictions		NCO		 		—

		CM-10-00-01		a. Use software and associated documentation in accordance with contract agreements and copyright laws;		NCO				—

		CM-10-00-02		b. Track the use of software and associated documentation protected by quantity licenses to control copying and distribution; and		NCO		 		—

		CM-10-00-03		c. Control and document the use of peer-to-peer file sharing technology to ensure that this capability is not used for the unauthorized distribution, display, performance, or reproduction of copyrighted work.		NCO		 		—

		CM-11-00-00		CM-11  User-installed Software		ORC				—		Addressed by AC-03, AU-06, CM-02, CM-03, CM-05, CM-06, CM-07, CM-07(05)

		CM-11-00-01		a. Establish [Assignment: organization-defined policies] governing the installation of software by users;		ORC				—

		CM-11-00-02		b. Enforce software installation policies through the following methods  [Assignment: organization-defined methods]; and		ORC				—

		CM-11-00-03		c. Monitor policy compliance [Assignment: organization-defined frequency].		ORC				—

		CM-12-00-00		CM-12  Information Location		CUI		03-04-11:		03.04.11  Information Location

		CM-12-00-01		a. Identify and document the location of [Assignment: organization-defined information] and the specific system components on which the information is processed and stored;		CUI		03-04-11a.		03.04.11.a. Identify and document the location of CUI and the system components on which the information is processed and stored.		Removed ODP to assign "information"; changed  "information" to "CUI" based on scope of SP 800-171

		CM-12-00-02		b. Identify and document the users who have access to the system and system components where the information is processed and stored; and		CUI				—		Addressed by AC-02

		CM-12-00-03		c. Document changes to the location (i.e., system or system components) where the information is processed and stored.		CUI		03-04-11b.		03.04.11.b. Document changes to the system or system component location where CUI is processed and stored.		Changed  "information" to "CUI" based on scope of SP 800-171

		CM-12-01-00		CM-12(01)  Information Location | Automated Tools to Support Information Location		NCO		 		—

		CM-12-01-01		Use automated tools to identify [Assignment: organization-defined information by information type] on [Assignment: organization-defined system components] to ensure controls are in place to protect organizational information and individual privacy.		NCO		 		—

		CP-01-00-00		CP-01  Policy and Procedures		NCO		 		—

		CP-01-00-01		a. Develop, document, and disseminate to [Assignment: organization-defined personnel or roles] 		NCO		 		—

		CP-01-00-02		1. [Selection (one or more): organization-level; mission/business process-level; system-level] contingency planning policy that 		NCO		 		—

		CP-01-00-03		(a) Addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and		NCO		 		—

		CP-01-00-04		(b) Is consistent with applicable laws, executive orders, directives, regulations, policies, standards, and guidelines; and		NCO		 		—

		CP-01-00-05		2. Procedures to facilitate the implementation of the contingency planning policy and the associated contingency planning controls;		NCO		 		—

		CP-01-00-06		b. Designate an [Assignment: organization-defined official] to manage the development, documentation, and dissemination of the contingency planning policy and procedures; and		NCO		 		—

		CP-01-00-07		c. Review and update the current contingency planning 		NCO		 		—

		CP-01-00-08		1. Policy [Assignment: organization-defined frequency] and following [Assignment: organization-defined events]; and		NCO		 		—

		CP-01-00-09		2. Procedures [Assignment: organization-defined frequency] and following [Assignment: organization-defined events].		NCO		 		—

		CP-02-00-00		CP-02  Contingency Plan		NCO		 		—

		CP-02-00-01		a. Develop a contingency plan for the system that 		NCO		 		—

		CP-02-00-02		1. Identifies essential mission and business functions and associated contingency requirements;		NCO		 		—

		CP-02-00-03		2. Provides recovery objectives, restoration priorities, and metrics;		NCO		 		—

		CP-02-00-04		3. Addresses contingency roles, responsibilities, assigned individuals with contact information;		NCO		 		—

		CP-02-00-05		4. Addresses maintaining essential mission and business functions despite a system disruption, compromise, or failure;		NCO		 		—

		CP-02-00-06		5. Addresses eventual, full system restoration without deterioration of the controls originally planned and implemented;		NCO		 		—

		CP-02-00-07		6. Addresses the sharing of contingency information; and		NCO		 		—

		CP-02-00-08		7. Is reviewed and approved by [Assignment: organization-defined personnel or roles];		NCO		 		—

		CP-02-00-09		b. Distribute copies of the contingency plan to [Assignment: organization-defined key contingency personnel (identified by name and/or by role) and organizational elements];		NCO		 		—

		CP-02-00-10		c. Coordinate contingency planning activities with incident handling activities;		NCO		 		—

		CP-02-00-11		d. Review the contingency plan for the system [Assignment: organization-defined frequency];		NCO		 		—

		CP-02-00-12		e. Update the contingency plan to address changes to the organization, system, or environment of operation and problems encountered during contingency plan implementation, execution, or testing;		NCO		 		—

		CP-02-00-13		f. Communicate contingency plan changes to [Assignment: organization-defined key contingency personnel (identified by name and/or by role) and organizational elements];		NCO		 		—

		CP-02-00-14		g. Incorporate lessons learned from contingency plan testing, training, or actual contingency activities into contingency testing and training; and		NCO		 		—

		CP-02-00-15		h. Protect the contingency plan from unauthorized disclosure and modification.		NCO		 		—

		CP-02-01-00		CP-02(01)  Contingency Plan | Coordinate with Related Plans		NCO		 		—

		CP-02-01-01		Coordinate contingency plan development with organizational elements responsible for related plans.		NCO		 		—

		CP-02-03-00		CP-02(03)  Contingency Plan | Resume Mission and Business Functions		NCO		 		—

		CP-02-03-01		Plan for the resumption of [Selection: all; essential] mission and business functions within [Assignment: organization-defined time period] of contingency plan activation.		NCO		 		—

		CP-02-08-00		CP-02(08)  Contingency Plan | Identify Critical Assets		NCO		 		—

		CP-02-08-01		Identify critical system assets supporting [Selection: all; essential] mission and business functions.		NCO		 		—

		CP-03-00-00		CP-03  Contingency Training		NCO		 		—

		CP-03-00-01		a. Provide contingency training to system users consistent with assigned roles and responsibilities 		NCO		 		—

		CP-03-00-02		1. Within [Assignment: organization-defined time period] of assuming a contingency role or responsibility;		NCO		 		—

		CP-03-00-03		2. When required by system changes; and		NCO		 		—

		CP-03-00-04		3. [Assignment: organization-defined frequency] thereafter; and		NCO		 		—

		CP-03-00-05		b. Review and update contingency training content [Assignment: organization-defined frequency] and following [Assignment: organization-defined events].		NCO		 		—

		CP-04-00-00		CP-04  Contingency Plan Testing		NCO		 		—

		CP-04-00-01		a. Test the contingency plan for the system [Assignment: organization-defined frequency] using  the following tests to determine the effectiveness of the plan and the readiness to execute the plan  [Assignment: organization-defined tests].		NCO		 		—

		CP-04-00-02		b. Review the contingency plan test results; and		NCO		 		—

		CP-04-00-03		c. Initiate corrective actions, if needed.		NCO		 		—

		CP-04-01-00		CP-04(01)  Contingency Plan Testing | Coordinate with Related Plans		NCO		 		—

		CP-04-01-01		Coordinate contingency plan testing with organizational elements responsible for related plans.		NCO		 		—

		CP-06-00-00		CP-06  Alternate Storage Site		NCO		 		—

		CP-06-00-01		a. Establish an alternate storage site, including necessary agreements to permit the storage and retrieval of system backup information; and		NCO		 		—

		CP-06-00-02		b. Ensure that the alternate storage site provides controls equivalent to that of the primary site.		NCO		 		—

		CP-06-01-00		CP-06(01)  Alternate Storage Site | Separation from Primary Site		NCO		 		—

		CP-06-01-01		Identify an alternate storage site that is sufficiently separated from the primary storage site to reduce susceptibility to the same threats.		NCO		 		—

		CP-06-03-00		CP-06(03)  Alternate Storage Site | Accessibility		NCO		 		—

		CP-06-03-01		Identify potential accessibility problems to the alternate storage site in the event of an area-wide disruption or disaster and outline explicit mitigation actions.		NCO		 		—

		CP-07-00-00		CP-07  Alternate Processing Site		NCO		 		—

		CP-07-00-01		a. Establish an alternate processing site, including necessary agreements to permit the transfer and resumption of [Assignment: organization-defined system operations] for essential mission and business functions within [Assignment: organization-defined time period consistent with recovery time and recovery point objectives] when the primary processing capabilities are unavailable;		NCO		 		—

		CP-07-00-02		b. Make available at the alternate processing site, the equipment and supplies required to transfer and resume operations or put contracts in place to support delivery to the site within the organization-defined time period for transfer and resumption; and		NCO		 		—

		CP-07-00-03		c. Provide controls at the alternate processing site that are equivalent to those at the primary site.		NCO		 		—

		CP-07-01-00		CP-07(01)  Alternate Processing Site | Separation from Primary Site		NCO		 		—

		CP-07-01-01		Identify an alternate processing site that is sufficiently separated from the primary processing site to reduce susceptibility to the same threats.		NCO		 		—

		CP-07-02-00		CP-07(02)  Alternate Processing Site | Accessibility		NCO		 		—

		CP-07-02-01		Identify potential accessibility problems to alternate processing sites in the event of an area-wide disruption or disaster and outlines explicit mitigation actions.		NCO		 		—

		CP-07-03-00		CP-07(03)  Alternate Processing Site | Priority of Service		NCO		 		—

		CP-07-03-01		Develop alternate processing site agreements that contain priority-of-service provisions in accordance with availability requirements (including recovery time objectives).		NCO		 		—

		CP-08-00-00		CP-08  Telecommunications Services		NCO		 		—

		CP-08-00-01		Establish alternate telecommunications services, including necessary agreements to permit the resumption of [Assignment: organization-defined system operations] for essential mission and business functions within [Assignment: organization-defined time period] when the primary telecommunications capabilities are unavailable at either the primary or alternate processing or storage sites.		NCO		 		—

		CP-08-01-00		CP-08(01)  Telecommunications Services | Priority of Service Provisions		NCO		 		—

		CP-08-01-01		(a) Develop primary and alternate telecommunications service agreements that contain priority-of-service provisions in accordance with availability requirements (including recovery time objectives); and		NCO		 		—

		CP-08-01-02		(b) Request Telecommunications Service Priority for all telecommunications services used for national security emergency preparedness if the primary and/or alternate telecommunications services are provided by a common carrier.		NCO		 		—

		CP-08-02-00		CP-08(02)  Telecommunications Services | Single Points of Failure		NCO		 		—

		CP-08-02-01		Obtain alternate telecommunications services to reduce the likelihood of sharing a single point of failure with primary telecommunications services.		NCO		 		—

		CP-09-00-00		CP-09  System Backup		CUI		03-08-09:		03.08.09  System Backup – Cryptographic Protection

		CP-09-00-01		a. Conduct backups of user-level information contained in [Assignment: organization-defined system components] [Assignment: organization-defined frequency consistent with recovery time and recovery point objectives];		NCO		 		—

		CP-09-00-02		b. Conduct backups of system-level information contained in the system [Assignment: organization-defined frequency consistent with recovery time and recovery point objectives];		NCO		 		—

		CP-09-00-03		c. Conduct backups of system documentation, including security- and privacy-related documentation [Assignment: organization-defined frequency consistent with recovery time and recovery point objectives]; and		NCO		 		—

		CP-09-00-04		d. Protect the confidentiality, integrity, and availability of backup information.		CUI		03-08-09a.		03.08.09.a. Protect the confidentiality of backup information.		Tailored to address only confidentiality

		CP-09-01-00		CP-09(01)  System Backup | Testing for Reliability and Integrity		NCO		 		—

		CP-09-01-01		Test backup information [Assignment: organization-defined frequency] to verify media reliability and information integrity.		NCO		 		—

		CP-09-08-00		CP-09(08)  System Backup | Cryptographic Protection		CUI		03-08-09:		03.08.09  System Backup – Cryptographic Protection

		CP-09-08-01		Implement cryptographic mechanisms to prevent unauthorized disclosure and modification of [Assignment: organization-defined backup information].		CUI		03-08-09b.		3.8.9.b. Implement cryptographic mechanisms to prevent the unauthorized disclosure of CUI at backup storage locations.		Removed ODP to assign "backup information"; replaced with CUI

		CP-10-00-00		CP-10  System Recovery and Reconstitution		NCO		 		—

		CP-10-00-01		Provide for the recovery and reconstitution of the system to a known state within [Assignment: organization-defined time period consistent with recovery time and recovery point objectives] after a disruption, compromise, or failure.		NCO		 		—

		CP-10-02-00		CP-10(02)  System Recovery and Reconstitution | Transaction Recovery		NCO		 		—

		CP-10-02-01		Implement transaction recovery for systems that are transaction-based.		NCO		 		—

		IA-01-00-00		IA-01  Policy and Procedures		CUI		03-15-01:		03.15.01  Policy and Procedures

		IA-01-00-01		a. Develop, document, and disseminate to [Assignment: organization-defined personnel or roles]:		CUI		03-15-01a.		03.15.01.a. Develop, document, and disseminate to organizational personnel or roles the policies and procedures needed to satisfy the security requirements for the protection of CUI.		Addresses all policy (instead of only identification and authentication policy)
Removed ODP to assign "personnel or roles"

		IA-01-00-02		1. [Selection (one or more): organization-level; mission/business process-level; system-level] identification and authentication policy that:		CUI		03-15-01a.		03.15.01.a. Develop, document, and disseminate to organizational personnel or roles the policies and procedures needed to satisfy the security requirements for the protection of CUI.		Removed ODP to select one or more "organization-level; mission/business process-level; system level"

		IA-01-00-03		(a) Addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and		NCO		 		—

		IA-01-00-04		(b) Is consistent with applicable laws, executive orders, directives, regulations, policies, standards, and guidelines; and		NCO		 		—

		IA-01-00-05		2. Procedures to facilitate the implementation of the identification and authentication policy and the associated identification and authentication controls;		CUI		03-15-01a.		03.15.01.a. Develop, document, and disseminate to organizational personnel or roles the policies and procedures needed to satisfy the security requirements for the protection of CUI.		Addresses all procedures (instead of only  identification and authentication procedures)

		IA-01-00-06		b. Designate an [Assignment: organization-defined official] to manage the development, documentation, and dissemination of the identification and authentication policy and procedures; and		NCO		 		—

		IA-01-00-07		c. Review and update the current identification and authentication:		CUI		03-15-01b.		03.15.01.b. Review and update policies and procedures periodically.		Addresses update of all policy and procedures (instead of only  identification and authentication)

		IA-01-00-08		1. Policy [Assignment: organization-defined frequency] and following [Assignment: organization-defined events]; and		CUI		03-15-01b.		03.15.01.b. Review and update policies and procedures periodically.		Removed ODPs to assign "frequency" and "events"

		IA-01-00-09		2. Procedures [Assignment: organization-defined frequency] and following [Assignment: organization-defined events].		CUI		03-15-01b.		03.15.01.b. Review and update policies and procedures periodically.		Removed ODPs to assign "frequency" and "events"

		IA-02-00-00		IA-02  Identification and Authentication (organizational Users)		CUI		03-05-01:		03.05.01  User Identification, Authentication, and Re-Authentication

		IA-02-00-01		Uniquely identify and authenticate organizational users and associate that unique identification with processes acting on behalf of those users.		CUI		03-05-01a.		03.05.01.a. Uniquely identify and authenticate system users and associate that unique identification with processes acting on behalf of those users.

		IA-02-01-00		IA-02(01)  Identification and Authentication (organizational Users) | Multi-factor Authentication to Privileged Accounts		CUI		03-05-03:		03.05.03  Multi-Factor Authentication

		IA-02-01-01		Implement multi-factor authentication for access to privileged accounts.		CUI		03-05-03.		03.05.03. Implement multi-factor authentication for access to privileged and non-privileged accounts.		
Combined multiple control items  IA-2(1), IA-2(2)

		IA-02-02-00		IA-02(02)  Identification and Authentication (organizational Users) | Multi-factor Authentication to Non-privileged Accounts		CUI		03-05-03:		03.05.03  Multi-Factor Authentication

		IA-02-02-01		Implement multi-factor authentication for access to non-privileged accounts.		CUI		03-05-03.		03.05.03. Implement multi-factor authentication for access to privileged and non-privileged accounts.		Combined multiple control items  IA-2(1), IA-2(2)

		IA-02-08-00		IA-02(08)  Identification and Authentication (organizational Users) | Access to Accounts — Replay Resistant		CUI		03-05-04:		03.05.04  Replay-Resistant Authentication

		IA-02-08-01		Implement replay-resistant authentication mechanisms for access to [Selection (one or more): privileged accounts; non-privileged accounts].		CUI		03-05-04.		03.05.04. Implement replay-resistant authentication mechanisms for access to privileged and non-privileged accounts.		Removed ODP to select one or more "privileged accounts; non-privileged accounts"

		IA-02-12-00		IA-02(12)  Identification and Authentication (organizational Users) | Acceptance of PIV Credentials		FED		 		—

		IA-02-12-01		Accept and electronically verify Personal Identity Verification-compliant credentials.		FED		 		—

		IA-03-00-00		IA-03  Device Identification and Authentication		CUI		03-05-02:		03.05.02  Device Identification and Authentication

		IA-03-00-01		Uniquely identify and authenticate [Assignment: organization-defined devices and/or types of devices] before establishing a [Selection (one or more): local; remote; network] connection.		CUI		03-05-02.		03.05.02. Uniquely identify and authenticate [Assignment: organization-defined devices or types of devices] before establishing a system connection.		Removed ODP to select one or more "local; remote; network [connection]"; changed to "system connection"

		IA-04-00-00		IA-04  Identifier Management		CUI		03-05-05:		03.05.05  Identifier Management

		IA-04-00-01		Manage system identifiers by:		CUI		03.05-05.				Combined IA-04a, b, c and d.

		IA-04-00-02		a. Receiving authorization from [Assignment: organization-defined personnel or roles] to assign an individual, group, role, service, or device identifier;		CUI		03-05-05a.		03.05.05.a. Receive authorization from organizational personnel or roles to assign an individual, group, role, service, or device identifier.		Removed ODP to assign personnel or roles.

		IA-04-00-03		b. Selecting an identifier that identifies an individual, group, role, service, or device;		CUI		03-05-05b.		03.05.05.b. Select and assign an identifier that identifies an individual, group, role, service, or device.		Combined multiple control items  IA-4b, IA-4c.

		IA-04-00-04		c. Assigning the identifier to the intended individual, group, role, service, or device; and		CUI		03-05-05b.		03.05.05.b. Select and assign an identifier that identifies an individual, group, role, service, or device.		Combined multiple control items  IA-4b, IA-4c.

		IA-04-00-05		d. Preventing reuse of identifiers for [Assignment: organization-defined time period].		CUI		03-05-05c.		03.05.05.c. Prevent the reuse of identifiers for [Assignment: organization-defined time period].

		IA-04-04-00		IA-04(04)  Identifier Management | Identify User Status		CUI		03-05-05:		03.05.05  Identifier Management

		IA-04-04-01		Manage individual identifiers by uniquely identifying each individual as [Assignment: organization-defined characteristic identifying individual status].		CUI		03-05-05d.		03.05.05.d. Manage individual identifiers by uniquely identifying each individual as [Assignment: organization-defined characteristic identifying individual status].

		IA-05-00-00		IA-05  Authenticator Management		CUI		03-05-12:		03.05.12  Authenticator Management

		IA-05-00-01		Manage system authenticators by:		CUI		03.05-12.				Combined IA-05a, b, c, d, e, f, g, h, i.

		IA-05-00-02		a. Verifying, as part of the initial authenticator distribution, the identity of the individual, group, role, service, or device receiving the authenticator;		CUI		03-05-12a.		03.05.12.a. Verify the identity of the individual, group, role, service, or device receiving the authenticator as part of the initial authenticator distribution.		Rephrased; no change in outcome

		IA-05-00-03		b. Establishing initial authenticator content for any authenticators issued by the organization;		CUI		03-05-12b.		03.05.12.b. Establish initial authenticator content for any authenticators issued by the organization.		Rephrased; no change in outcome

		IA-05-00-04		c. Ensuring that authenticators have sufficient strength of mechanism for their intended use;		NCO		 		—

		IA-05-00-05		d. Establishing and implementing administrative procedures for initial authenticator distribution, for lost or compromised or damaged authenticators, and for revoking authenticators;		CUI		03-05-12c.		03.05.12.c. Establish and implement administrative procedures for initial authenticator distribution, for lost, compromised, or damaged authenticators, and for revoking authenticators.

		IA-05-00-06		e. Changing default authenticators prior to first use;		CUI		03-05-12d.		03.05.12.d. Change default authenticators at first use.		Updated from "prior to first use" to "at first use"

		IA-05-00-07		f. Changing or refreshing authenticators [Assignment: organization-defined time period by authenticator type] or when [Assignment: organization-defined events] occur;		CUI		03-05-12e.		03.05.12.e. Change or refresh authenticators [Assignment: organization-defined frequency] or when the following events occur: [Assignment: organization-defined events].

		IA-05-00-08		g. Protecting authenticator content from unauthorized disclosure and modification;		CUI		03-05-12f.		03.05.12.f. Protect authenticator content from unauthorized disclosure and modification.

		IA-05-00-09		h. Requiring individuals to take, and having devices implement, specific controls to protect authenticators; and		NCO		 		—

		IA-05-00-10		i. Changing authenticators for group or role accounts when membership to those accounts changes.		NCO		 		—

		IA-05-01-00		IA-05(01)  Authenticator Management | Password-based Authentication		CUI		03-05-07:		03.05.07  Password Management		Changed title

		IA-05-01-01		For password-based authentication:		CUI		03.05-07.				Combined IA-05(01) (a), (b), (c), (d), (e), (f), (g), (h)

		IA-05-01-02		(a) Maintain a list of commonly-used, expected, or compromised passwords and update the list [Assignment: organization-defined frequency] and when organizational passwords are suspected to have been compromised directly or indirectly;		CUI		03-05-07a.		03.05.07.a. Maintain a list of commonly-used, expected, or compromised passwords, and update the list [Assignment: organization-defined frequency] and when organizational passwords are suspected to have been compromised.

		IA-05-01-03		(b) Verify, when users create or update passwords, that the passwords are not found on the list of commonly-used, expected, or compromised passwords in IA-5(1)(a);		CUI		03-05-07b.		03.05.07.b. Verify that passwords are not found on the list of commonly used, expected, or compromised passwords when users create or update passwords.		Removed reference to IA-5(1)(a)

		IA-05-01-04		(c) Transmit passwords only over cryptographically-protected channels;		CUI		03-05-07c.		03.05.07.c. Transmit passwords only over cryptographically-protected channels.

		IA-05-01-05		(d) Store passwords using an approved salted key derivation function, preferably using a keyed hash;		CUI		03-05-07d.		03.05.07.d. Store passwords in a cryptographically-protected form.		Updated "an approved salted key derivation function, preferably using a salted hash" with "in a cryptographically-protected form"

		IA-05-01-06		(e) Require immediate selection of a new password upon account recovery;		CUI		03-05-07e.		03.05.07.e. Select a new password upon first use after account recovery.		Updated from "prior to first use" to "upon first use"

		IA-05-01-07		(f) Allow user selection of long passwords and passphrases, including spaces and all printable characters;		NCO				—

		IA-05-01-08		(g) Employ automated tools to assist the user in selecting strong password authenticators; and		NCO		 		—

		IA-05-01-09		(h) Enforce the following composition and complexity rules  [Assignment: organization-defined composition and complexity rules].		CUI		03-05-07f.		03.05.07.f. Enforce the following composition and complexity rules for passwords: [Assignment: organization-defined composition and complexity rules].

		IA-05-02-00		IA-05(02)  Authenticator Management | Public Key-based Authentication		FED		 		—

		IA-05-02-01		(a) For public key-based authentication 		FED		 		—

		IA-05-02-02		(1) Enforce authorized access to the corresponding private key; and		FED		 		—

		IA-05-02-03		(2) Map the authenticated identity to the account of the individual or group; and		FED		 		—

		IA-05-02-04		(b) When public key infrastructure (PKI) is used 		FED		 		—

		IA-05-02-05		(1) Validate certificates by constructing and verifying a certification path to an accepted trust anchor, including checking certificate status information; and		FED		 		—

		IA-05-02-06		(2) Implement a local cache of revocation data to support path discovery and validation.		FED		 		—

		IA-05-06-00		IA-05(06)  Authenticator Management | Protection of Authenticators		FED				—

		IA-05-06-01		Protect authenticators commensurate with the security category of the information to which use of the authenticator permits access.		FED				—

		IA-06-06-00		IA-06  Authentication Feedback		CUI		03-05-11:		03.05.11  Authentication Feedback

		IA-06-06-01		Obscure feedback of authentication information during the authentication process to protect the information from possible exploitation and use by unauthorized individuals.		CUI		03-05-11.		03.05.11. Obscure feedback of authentication information during the authentication process.		Rephrased; no change in outcome

		IA-07-06-00		IA-07  Cryptographic Module Authentication		FED		 		—

		IA-07-06-01		Implement mechanisms for authentication to a cryptographic module that meet the requirements of applicable laws, executive orders, directives, policies, regulations, standards, and guidelines for such authentication.		FED		 		—

		IA-08-00-00		IA-08  Identification and Authentication (non-organizational Users)		FED		 		—

		IA-08-00-01		Uniquely identify and authenticate non-organizational users or processes acting on behalf of non-organizational users.		FED		 		—

		IA-08-01-00		IA-08(01)  Identification and Authentication (non-organizational Users) | Acceptance of PIV Credentials from Other Agencies		FED		 		—

		IA-08-01-01		Accept and electronically verify Personal Identity Verification-compliant credentials from other federal agencies.		FED		 		—

		IA-08-02-00		IA-08(02)  Identification and Authentication (non-organizational Users) | Acceptance of External Authenticators		FED		 		—

		IA-08-02-01		(a) Accept only external authenticators that are NIST-compliant; and		FED		 		—

		IA-08-02-02		(b) Document and maintain a list of accepted external authenticators.		FED		 		—

		IA-08-04-00		IA-08(04)  Identification and Authentication (non-organizational Users) | Use of Defined Profiles		FED		 		—

		IA-08-04-01		Conform to the following profiles for identity management [Assignment: organization-defined identity management profiles].		FED		 		—

		IA-11-00-00		IA-11  Re-Authentication		CUI		03-05-01:		03.05.01  User Identification, Authentication, and Re-Authentication

		IA-11-00-01		Require users to re-authenticate when [Assignment: organization-defined circumstances or situations requiring re-authentication].		CUI		03-05-01b.		03.05.01.b. Re-authenticate users when [Assignment: organization-defined circumstances or situations requiring re-authentication].

		IA-12-00-00		IA-12  Identity Proofing		FED		 		—

		IA-12-00-01		a. Identity proof users that require accounts for logical access to systems based on appropriate identity assurance level requirements as specified in applicable standards and guidelines;		FED		 		—

		IA-12-00-02		b. Resolve user identities to a unique individual; and		FED		 		—

		IA-12-00-03		c. Collect, validate, and verify identity evidence.		FED		 		—

		IA-12-02-00		IA-12(02)  Identity Proofing | Identity Evidence		FED		 		—

		IA-12-02-01		Require evidence of individual identification be presented to the registration authority.		FED		 		—

		IA-12-03-00		IA-12(03)  Identity Proofing | Identity Evidence Validation and Verification		FED		 		—

		IA-12-03-01		Require that the presented identity evidence be validated and verified through [Assignment: organizational defined methods of validation and verification].		FED		 		—

		IA-12-05-00		IA-12(05)  Identity Proofing | Address Confirmation		FED		 		—

		IA-12-05-01		Require that a [Selection: registration code; notice of proofing] be delivered through an out-of-band channel to verify the users address (physical or digital) of record.		FED		 		—

		IR-01-00-00		IR-01  Policy and Procedures		CUI		03-15-01:		03.15.01  Policy and Procedures

		IR-01-00-01		a. Develop, document, and disseminate to [Assignment: organization-defined personnel or roles]:		CUI		03-15-01a.		03.15.01.a. Develop, document, and disseminate to organizational personnel or roles the policies and procedures needed to satisfy the security requirements for the protection of CUI.		Addresses all policy (instead of only incident response policy)
Removed ODP to assign "personnel or roles"

		IR-01-00-02		1. [Selection (one or more): organization-level; mission/business process-level; system-level] incident response policy that:		CUI		03-15-01a.		03.15.01.a. Develop, document, and disseminate to organizational personnel or roles the policies and procedures needed to satisfy the security requirements for the protection of CUI.		Removed ODP to select one or more "organization-level; mission/business process-level; system level"

		IR-01-00-03		(a) Addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and		NCO		 		—

		IR-01-00-04		(b) Is consistent with applicable laws, executive orders, directives, regulations, policies, standards, and guidelines; and		NCO		 		—

		IR-01-00-05		2. Procedures to facilitate the implementation of the incident response policy and the associated incident response controls;		CUI		03-15-01a.		03.15.01.a. Develop, document, and disseminate to organizational personnel or roles the policies and procedures needed to satisfy the security requirements for the protection of CUI.		Addresses all procedures (instead of only incident response procedures)

		IR-01-00-06		b. Designate an [Assignment: organization-defined official] to manage the development, documentation, and dissemination of the incident response policy and procedures; and		NCO		 		—

		IR-01-00-07		c. Review and update the current incident response:		CUI		03-15-01b.		03.15.01.b. Review and update policies and procedures periodically.		Addresses update of all policy and procedures (instead of only incident response)

		IR-01-00-08		1. Policy [Assignment: organization-defined frequency] and following [Assignment: organization-defined events]; and		CUI		03-15-01b.		03.15.01.b. Review and update policies and procedures periodically.		Removed ODPs to assign "frequency" and "events"

		IR-01-00-09		2. Procedures [Assignment: organization-defined frequency] and following [Assignment: organization-defined events].		CUI		03-15-01b.		03.15.01.b. Review and update policies and procedures periodically.		Removed ODPs to assign "frequency" and "events"

		IR-02-00-00		IR-02  Incident Response Training		CUI		03-06-04:		03.06.04  Incident Response Training

		IR-02-00-01		a. Provide incident response training to system users consistent with assigned roles and responsibilities.		CUI		03-06-04a.		03.06.04.a. Provide incident response training to system users consistent with assigned roles and responsibilities:

		IR-02-00-02		1. Within [Assignment: organization-defined time period] of assuming an incident response role or responsibility or acquiring system access;		CUI		03-06-04a.01		03.06.04.a.01. Within [Assignment: organization-defined time period] of assuming an incident response role or responsibility or acquiring system access;

		IR-02-00-03		2. When required by system changes; and		CUI		03-06-04a.02		03-06-04.a.02. When required by system changes; and

		IR-02-00-04		3. [Assignment: organization-defined frequency] thereafter; and		CUI		03-06-04a.03		03-06-04.a.03.	 [Assignment: organization-defined frequency] thereafter.

		IR-02-00-05		b. Review and update incident response training content [Assignment: organization-defined frequency] and following [Assignment: organization-defined events].		CUI		03-06-04b.		03.06.04.b. Review and update incident response training content [Assignment: organization-defined frequency] and following [Assignment: organization-defined events].

		IR-03-00-00		IR-03  Incident Response Testing		CUI		03-06-03:		03.06.03  Incident Response Testing

		IR-03-00-01		Test the effectiveness of the incident response capability for the system [Assignment: organization-defined frequency] using the following tests  [Assignment: organization-defined tests].		CUI		03-06-03.		03.06.03. Test the effectiveness of the incident response capability [Assignment: organization-defined frequency].		Removed ODP to assign "tests"

		IR-03-02-00		IR-03(02)  Incident Response Testing | Coordination with Related Plans		NCO		 		—

		IR-03-02-01		Coordinate incident response testing with organizational elements responsible for related plans.		NCO		 		—

		IR-04-00-00		IR-04  Incident Handling		CUI		03-06-01:		03.06.01  Incident Handling

		IR-04-00-01		a. Implement an incident handling capability for incidents that is consistent with the incident response plan and includes preparation, detection and analysis, containment, eradication, and recovery;		CUI		03-06-01.		03.06.01. Implement an incident-handling capability for incidents that is consistent with the incident response plan and includes preparation, detection and analysis, containment, eradication, and recovery.

		IR-04-00-02		b. Coordinate incident handling activities with contingency planning activities;		NCO		 		—

		IR-04-00-03		c. Incorporate lessons learned from ongoing incident handling activities into incident response procedures, training, and testing, and implement the resulting changes accordingly; and		NCO		 		—

		IR-04-00-04		d. Ensure the rigor, intensity, scope, and results of incident handling activities are comparable and predictable across the organization.		NCO		 		—

		IR-04-01-00		IR-04(01)  Incident Handling | Automated Incident Handling Processes		NCO		 		—

		IR-04-01-01		Support the incident handling process using [Assignment: organization-defined automated mechanisms].		NCO		 		—

		IR-05-00-00		IR-05  Incident Monitoring		CUI		03-06-02:		03.06.02  Incident Monitoring, Reporting, and Response Assistance		Updated title to reflect combined controls

		IR-05-00-01		Track and document incidents.		CUI		03-06-02a.		03.06.02.a. Track and document system security incidents.		Added "system security"; no change in outcome

		IR-06-00-00		IR-06  Incident Reporting		CUI		03-06-02:		03.06.02  Incident Monitoring, Reporting, and Response Assistance

		IR-06-00-01		a. Require personnel to report suspected incidents to the organizational incident response capability within [Assignment: organization-defined time period]; and		CUI		03-06-02b.		03.06.02.b. Report suspected incidents to the organizational incident response capability within [Assignment: organization-defined time period].		Combined multiple control items IR-6a.

		IR-06-00-02		b. Report incident information to [Assignment: organization-defined authorities].		CUI		03-06-02c.		03.06.02.c. Report incident information to [Assignment: organization-defined authorities].

		IR-06-01-00		IR-06(01)  Incident Reporting | Automated Reporting		NCO		 		—

		IR-06-01-01		Report incidents using [Assignment: organization-defined automated mechanisms].		NCO		 		—

		IR-06-03-00		IR-06(03)  Incident Reporting | Supply Chain Coordination		NCO		 		—

		IR-06-03-01		Provide incident information to the provider of the product or service and other organizations involved in the supply chain or supply chain governance for systems or system components related to the incident.		NCO		 		—

		IR-07-00-00		IR-07  Incident Response Assistance		CUI		03-06-02:		03.06.02  Incident Monitoring, Reporting, and Response Assistance

		IR-07-00-01		Provide an incident response support resource, integral to the organizational incident response capability, that offers advice and assistance to users of the system for the handling and reporting of incidents.		CUI		03-06-02d.		03.06.02.d. Provide an incident response support resource that offers advice and assistance to system users on handling and reporting incidents.		Rephrased; no change in outcome

		IR-07-01-00		IR-07(01)  Incident Response Assistance | Automation Support for Availability of Information and Support		NCO		 		—

		IR-07-01-01		Increase the availability of incident response information and support using [Assignment: organization-defined automated mechanisms].		NCO		 		—

		IR-08-00-00		IR-08  Incident Response Plan		CUI		03-06-05:		03.06.05  Incident Response Plan

		IR-08-00-01		a. Develop an incident response plan that:		CUI		03-06-05a.		03.06.05.a. Develop an incident response plan that:

		IR-08-00-02		1. Provides the organization with a roadmap for implementing its incident response capability;		CUI		03-06-05a.01.		03.06.05.a.01. Develop an incident response plan that provides the organization with a roadmap for implementing its incident response capability.

		IR-08-00-03		2. Describes the structure and organization of the incident response capability;		CUI		03-06-05a.02.		03.06.05.a.02. Describes the structure and organization of the incident response capability,

		IR-08-00-04		3. Provides a high-level approach for how the incident response capability fits into the overall organization;		CUI		03-06-05a.03.		03.06.05.a.03. Provides a high-level approach for how the incident response capability fits into the overall organization,

		IR-08-00-05		4. Meets the unique requirements of the organization, which relate to mission, size, structure, and functions;		NCO		 		—

		IR-08-00-06		5. Defines reportable incidents;		CUI		03-06-05a.04.		03.06.05.a.04. Defines reportable incidents,

		IR-08-00-07		6. Provides metrics for measuring the incident response capability within the organization;		NCO		 		—

		IR-08-00-08		7. Defines the resources and management support needed to effectively maintain and mature an incident response capability;		NCO		 		—

		IR-08-00-09		8. Addresses the sharing of incident information;		CUI		03-06-05a.05.		03.06.05.a.05. Addresses the sharing of incident information, and

		IR-08-00-10		9. Is reviewed and approved by [Assignment: organization-defined personnel or roles] [Assignment: organization-defined frequency]; and		NCO		 		—

		IR-08-00-11		10. Explicitly designates responsibility for incident response to [Assignment: organization-defined entities, personnel, or roles].		CUI		03-06-05a.06.		03.06.05.a.06.	 Designates responsibilities to organizational entities, personnel, or roles.		Removed ODP to assign entities, personnel, or roles

		IR-08-00-12		b. Distribute copies of the incident response plan to [Assignment: organization-defined incident response personnel (identified by name and/or by role) and organizational elements];		CUI		03-06-05b.		03.06.05.b. Distribute copies of the incident response plan to designated incident response personnel (identified by name and/or by role) and organizational elements.

		IR-08-00-13		c. Update the incident response plan to address system and organizational changes or problems encountered during plan implementation, execution, or testing;		CUI		03-06-05c.		03.06.05c. Update the incident response plan to address system and organizational changes or problems encountered during plan implementation, execution, or testing.

		IR-08-00-14		d. Communicate incident response plan changes to [Assignment: organization-defined incident response personnel (identified by name and/or by role) and organizational elements]; and		NCO		 		—

		IR-08-00-15		e. Protect the incident response plan from unauthorized disclosure and modification.		CUI		03-06-05d.		03.06.05.d. Protect the incident response plan from unauthorized disclosure.

		MA-01-00-00		MA-01  Policy and Procedures		CUI		03-15-01:		03.15.01  Policy and Procedures

		MA-01-00-01		a. Develop, document, and disseminate to [Assignment: organization-defined personnel or roles]:		CUI		03-15-01a.		03.15.01.a. Develop, document, and disseminate to organizational personnel or roles the policies and procedures needed to satisfy the security requirements for the protection of CUI.		Addresses all policy (instead of only maintenance policy)
Removed ODP to assign "personnel or roles"

		MA-01-00-02		1. [Selection (one or more): organization-level; mission/business process-level; system-level] maintenance policy that:		CUI		03-15-01a.		03.15.01.a. Develop, document, and disseminate to organizational personnel or roles the policies and procedures needed to satisfy the security requirements for the protection of CUI.		Removed ODP to select one or more "organization-level; mission/business process-level; system level"

		MA-01-00-03		(a) Addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and		NCO		 		—

		MA-01-00-04		(b) Is consistent with applicable laws, executive orders, directives, regulations, policies, standards, and guidelines; and		NCO		 		—

		MA-01-00-05		2. Procedures to facilitate the implementation of the maintenance policy and the associated maintenance controls;		CUI		03-15-01a.		03.15.01.a. Develop, document, and disseminate to organizational personnel or roles the policies and procedures needed to satisfy the security requirements for the protection of CUI.		Addresses all procedures (instead of only maintenance procedures)

		MA-01-00-06		b. Designate an [Assignment: organization-defined official] to manage the development, documentation, and dissemination of the maintenance policy and procedures; and		NCO		 		—

		MA-01-00-07		c. Review and update the current maintenance:		CUI		03-15-01b.		03.15.01.b. Review and update policies and procedures periodically.		Addresses update of all policy and procedures (instead of only maintenance)

		MA-01-00-08		1. Policy [Assignment: organization-defined frequency] and following [Assignment: organization-defined events]; and		CUI		03-15-01b.		03.15.01.b. Review and update policies and procedures periodically.		Removed ODPs to assign "frequency" and "events"

		MA-01-00-09		2. Procedures [Assignment: organization-defined frequency] and following [Assignment: organization-defined events].		CUI		03-15-01b.		03.15.01.b. Review and update policies and procedures periodically.		Removed ODPs to assign "frequency" and "events"

		MA-02-00-00		MA-02  Controlled Maintenance		NCO		 		—

		MA-02-00-01		a. Schedule, document, and review records of maintenance, repair, and replacement on system components in accordance with manufacturer or vendor specifications and/or organizational requirements;		NCO		 		—

		MA-02-00-02		b. Approve and monitor all maintenance activities, whether performed on site or remotely and whether the system or system components are serviced on site or removed to another location;		NCO		 		—

		MA-02-00-03		c. Require that [Assignment: organization-defined personnel or roles] explicitly approve the removal of the system or system components from organizational facilities for off-site maintenance, repair, or replacement;		NCO		 		—

		MA-02-00-04		d. Sanitize equipment to remove the following information from associated media prior to removal from organizational facilities for off-site maintenance, repair, or replacement  [Assignment: organization-defined information];		NCO		 		—

		MA-02-00-05		e. Check all potentially impacted controls to verify that the controls are still functioning properly following maintenance, repair, or replacement actions; and		NCO		 		—

		MA-02-00-06		f. Include the following information in organizational maintenance records  [Assignment: organization-defined information].		NCO		 		—

		MA-03-00-00		MA-03  Maintenance Tools		CUI		03-07-04:		03.07.04  Maintenance Tools

		MA-03-00-01		a. Approve, control, and monitor the use of system maintenance tools; and		CUI		03-07-04a.		03.07.04.a. Approve, control, and monitor the use of system maintenance tools.

		MA-03-00-02		b. Review previously approved system maintenance tools [Assignment: organization-defined frequency].		NCO				—

		MA-03-01-00		MA-03(01)  Maintenance Tools | Inspect Tools		CUI		03-07-04:		03.07.04  Maintenance Tools

		MA-03-01-01		Inspect the maintenance tools used by maintenance personnel for improper or unauthorized modifications.		ORC				—		Addressed by MA-03

		MA-03-02-00		MA-03(02)  Maintenance Tools | Inspect Media		CUI		03-07-04:		03.07.04  Maintenance Tools

		MA-03-02-01		Check media containing diagnostic and test programs for malicious code before the media are used in the system.		CUI		03-07-04b.		03.07.04.b. Check media with diagnostic and test programs for malicious code before it is used in the system.

		MA-03-03-00		MA-03(03)  Maintenance Tools | Prevent Unauthorized Removal		CUI		03-07-04:		03.07.04  Maintenance Tools

		MA-03-03-01		Prevent the removal of maintenance equipment containing organizational information by:		CUI		03-07-04c.		03.07.04.c. Prevent the removal of system maintenance equipment containing CUI by verifying that there is no CUI on the equipment, sanitizing or destroying the equipment, or retaining the equipment within the facility.		Changed "organizational information" to "CUI" to address scope of SP 800-171
Merged MA-03(03)(a), (b), and (c) 

		MA-03-03-02		(a) Verifying that there is no organizational information contained on the equipment;		CUI		03-07-04-04c.01.		03.07.04.c. Prevent the removal of system maintenance equipment containing CUI by verifying that there is no CUI on the equipment, sanitizing or destroying the equipment, or retaining the equipment within the facility.		Changed "organizational information" to "CUI"" to address scope of SP 800-171
Merged MA-03(03)(a), (b), and (c)

		MA-03-03-03		(b) Sanitizing or destroying the equipment;		CUI		03-07-04-04c.02.		03.07.04.c. Prevent the removal of system maintenance equipment containing CUI by verifying that there is no CUI on the equipment, sanitizing or destroying the equipment, or retaining the equipment within the facility.		Changed "organizational information" to "CUI"" to address scope of SP 800-171
Merged MA-03(03)(a), (b), and (c)

		MA-03-03-04		(c) Retaining the equipment within the facility; or		CUI		03-07-04-04c.03.		03.07.04.c. Prevent the removal of system maintenance equipment containing CUI by verifying that there is no CUI on the equipment, sanitizing or destroying the equipment, or retaining the equipment within the facility.		Changed "organizational information" to "CUI" to address scope of SP 800-171
Merged MA-03(03)(a), (b), and (c)

		MA-03-03-05		(d) Obtaining an exemption from [Assignment: organization-defined personnel or roles] explicitly authorizing removal of the equipment from the facility.		NCO		 		—

		MA-04-00-00		MA-04  Nonlocal Maintenance		CUI		03-07-05:		03.07.05  Nonlocal Maintenance

		MA-04-00-01		a. Approve and monitor nonlocal maintenance and diagnostic activities;		CUI		03-07-05a.		03.07.05.a. Approve and monitor nonlocal maintenance and diagnostic activities.

		MA-04-00-02		b. Allow the use of nonlocal maintenance and diagnostic tools only as consistent with organizational policy and documented in the security plan for the system;		NCO		 		—

		MA-04-00-03		c. Employ strong authentication in the establishment of nonlocal maintenance and diagnostic sessions;		CUI		03-07-05b.		03.07.05.b. Implement multi-factor authentication and replay resistance in the establishment of nonlocal maintenance and diagnostic sessions.		Changed "strong authentication" to "multi-factor authentication and replay resistance"

		MA-04-00-04		d. Maintain records for nonlocal maintenance and diagnostic activities; and		NCO				—

		MA-04-00-05		e. Terminate session and network connections when nonlocal maintenance is completed.		CUI		03-07-05c.		03.07.05.c. Terminate session and network connections when nonlocal maintenance is completed.

		MA-05-00-00		MA-05  Maintenance Personnel		CUI		03-07-06:		03.07.06  Maintenance Personnel

		MA-05-00-01		a. Establish a process for maintenance personnel authorization and maintain a list of authorized maintenance organizations or personnel;		CUI		03-07-06a.
03-07-06b.		03.07.06.a. Establish a process for maintenance personnel authorization.
03.07.06.b. Maintain a list of authorized maintenance organizations or personnel.

		MA-05-00-02		b. Verify that non-escorted personnel performing maintenance on the system possess the required access authorizations; and		CUI		03-07-06c.		03.07.06.c. Verify that non-escorted personnel who perform maintenance on the system possess the required access authorizations.

		MA-05-00-03		c. Designate organizational personnel with required access authorizations and technical competence to supervise the maintenance activities of personnel who do not possess the required access authorizations.		CUI		03-07-06d.		03.07.06.d. Designate organizational personnel with required access authorizations and technical competence to supervise the maintenance activities of personnel who do not possess the required access authorizations.

		MA-06-00-00		MA-06  Timely Maintenance		NCO		 		—

		MA-06-00-01		Obtain maintenance support and/or spare parts for [Assignment: organization-defined system components] within [Assignment: organization-defined time period] of failure.		NCO		 		—

		MP-01-00-00		MP-01  Policy and Procedures		CUI		03-15-01:		03.15.01  Policy and Procedures

		MP-01-00-01		a. Develop, document, and disseminate to [Assignment: organization-defined personnel or roles]:		CUI		03-15-01a.		03.15.01.a. Develop, document, and disseminate to organizational personnel or roles the policies and procedures needed to satisfy the security requirements for the protection of CUI.		Addresses all policy (instead of only media protection policy)
Removed ODP to assign "personnel or roles"

		MP-01-00-02		1. [Selection (one or more): organization-level; mission/business process-level; system-level] media protection policy that:		CUI		03-15-01a.		03.15.01.a. Develop, document, and disseminate to organizational personnel or roles the policies and procedures needed to satisfy the security requirements for the protection of CUI.		Removed ODP to select one or more "organization-level; mission/business process-level; system level"

		MP-01-00-03		(a) Addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and		NCO		 		—

		MP-01-00-04		(b) Is consistent with applicable laws, executive orders, directives, regulations, policies, standards, and guidelines; and		NCO		 		—

		MP-01-00-05		2. Procedures to facilitate the implementation of the media protection policy and the associated media protection controls;		CUI		03-15-01a.		03.15.01.a. Develop, document, and disseminate to organizational personnel or roles the policies and procedures needed to satisfy the security requirements for the protection of CUI.		Addresses all procedures (instead of only media protection procedures)

		MP-01-00-06		b. Designate an [Assignment: organization-defined official] to manage the development, documentation, and dissemination of the media protection policy and procedures; and		NCO		 		—

		MP-01-00-07		c. Review and update the current media protection:		CUI		03-15-01b.		03.15.01.b. Review and update policies and procedures periodically.		Addresses update of all policy and procedures (instead of only media protection)

		MP-01-00-08		1. Policy [Assignment: organization-defined frequency] and following [Assignment: organization-defined events]; and		CUI		03-15-01b.		03.15.01.b. Review and update policies and procedures periodically.		Removed ODPs to assign "frequency" and "events"

		MP-01-00-09		2. Procedures [Assignment: organization-defined frequency] and following [Assignment: organization-defined events].		CUI		03-15-01b.		03.15.01.b. Review and update policies and procedures periodically.		Removed ODPs to assign "frequency" and "events"

		MP-02-00-00		MP-02  Media Access		CUI		03-08-02:		03.08.02  Media Access

		MP-02-00-01		Restrict access to [Assignment: organization-defined types of digital and/or non-digital media] to [Assignment: organization-defined personnel or roles].		CUI		03-08-02.		03.08.02. Restrict access to CUI on system media to authorized personnel or roles.		Reframed to "system media" rather than digital and/or non-digital media.
Removed ODP to assign "types of digital and/or non-digital media"
Removed ODP to assign personnel or roles
Changed to "CUI" to address scope of SP 800-171

		MP-03-00-00		MP-03  Media Marking		CUI		03-08-04:		03.08.04  Media Marking

		MP-03-00-01		a. Mark system media indicating the distribution limitations, handling caveats, and applicable security markings (if any) of the information; and		CUI		03-08-04.		03.08.04. Mark system media that contain CUI to indicate distribution limitations, handling caveats, and applicable CUI markings.		Changed "information" to "CUI" to address scope of SP 800-171

		MP-03-00-02		b. Exempt [Assignment: organization-defined types of system media] from marking if the media remain within [Assignment: organization-defined controlled areas].		FED				—

		MP-04-00-00		MP-04  Media Storage		CUI		03-08-01:		03.08.01  Media Storage

		MP-04-00-01		a. Physically control and securely store [Assignment: organization-defined types of digital and/or non-digital media] within [Assignment: organization-defined controlled areas]; and		CUI		03-08-01.		03.08.01. Physically control and securely store system media that contain CUI.		Removed ODP to assign "types of digital and/or non-digital media"; changed to "CUI" to address scope of SP 800-171
Removed ODP to assign "controlled areas"

		MP-04-00-02		b. Protect system media types defined in MP-4a until the media are destroyed or sanitized using approved equipment, techniques, and procedures.		ORC				—		Addressed by MP-04.a.

		MP-05-00-00		MP-05  Media Transport		CUI		03-08-05:		03.08.05  Media Transport

		MP-05-00-01		a. Protect and control [Assignment: organization-defined types of system media] during transport outside of controlled areas using [Assignment: organization-defined controls];		CUI		03-08-05a.		03.08.05.a. Protect and control system media that contain CUI during transport outside of controlled areas.		Removed ODP to assign types of system media, modified scope to address media containing CUI
Removed ODP to assign controls

		MP-05-00-02		b. Maintain accountability for system media during transport outside of controlled areas;		CUI		03-08-05b.		03.08.05.b. Maintain accountability of system media that contain CUI during transport outside of controlled areas.		Modified scope to address media containing CUI

		MP-05-00-03		c. Document activities associated with the transport of system media; and		CUI		03-08-05c.		03.08.05.c. Document activities associated with the transport of system media that contain CUI.		Modified scope to address media containing CUI

		MP-05-00-04		d. Restrict the activities associated with the transport of system media to authorized personnel.		NCO		 		—

		MP-06-00-00		MP-06  Media Sanitization		CUI		03-08-03:		03.08.03  Media Sanitization

		MP-06-00-01		a. Sanitize [Assignment: organization-defined system media] prior to disposal, release out of organizational control, or release for reuse using [Assignment: organization-defined sanitization techniques and procedures]; and		CUI		03-08-03.		03.08.03. Sanitize system media that contain CUI prior to disposal, release out of organizational control, or release for reuse.		Removed ODP to assign "media"; changed to "system media containing CUI" to address scope of SP 800-171
Removed ODP to define "sanitization techniques and procedures"

		MP-06-00-02		b. Employ sanitization mechanisms with the strength and integrity commensurate with the security category or classification of the information.		NCO		 		—

		MP-07-00-00		MP-07  Media Use		CUI		03-08-07:		03.08.07  Media Use

		MP-07-00-01		a. [Selection: Restrict; Prohibit] the use of [Assignment: organization-defined types of system media] on [Assignment: organization-defined systems or system components] using [Assignment: organization-defined controls]; and		CUI		03-08-07a.		03.08.07.a. Restrict or prohibit the use of [Assignment: organization-defined types of system media]. 		Removed ODP to select "restrict or prohibit"
Removed ODP to assign "systems or system components"
Removed ODP to assign "controls"

		MP-07-00-02		b. Prohibit the use of portable storage devices in organizational systems when such devices have no identifiable owner.		CUI		03-08-07b.		03.08.07.b. Prohibit the use of removable system media without an identifiable owner.

		PE-01-00-00		PE-01  Policy and Procedures		CUI		03-15-01:		03.15.01  Policy and Procedures

		PE-01-00-01		a. Develop, document, and disseminate to [Assignment: organization-defined personnel or roles]:		CUI		03-15-01a.		03.15.01.a. Develop, document, and disseminate to organizational personnel or roles the policies and procedures needed to satisfy the security requirements for the protection of CUI.		Addresses all policy (instead of only physical protection policy)
Removed ODP to assign "personnel or roles"

		PE-01-00-02		1. [Selection (one or more): organization-level; mission/business process-level; system-level] physical and environmental protection policy that:		CUI		03-15-01a.		03.15.01.a. Develop, document, and disseminate to organizational personnel or roles the policies and procedures needed to satisfy the security requirements for the protection of CUI.		Removed ODP to select one or more "organization-level; mission/business process-level; system level"

		PE-01-00-03		(a) Addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and		NCO		 		—

		PE-01-00-04		(b) Is consistent with applicable laws, executive orders, directives, regulations, policies, standards, and guidelines; and		NCO		 		—

		PE-01-00-05		2. Procedures to facilitate the implementation of the physical and environmental protection policy and the associated physical and environmental protection controls;		CUI		03-15-01a.		03.15.01.a. Develop, document, and disseminate to organizational personnel or roles the policies and procedures needed to satisfy the security requirements for the protection of CUI.		Addresses all procedures (instead of only physical protection procedures)

		PE-01-00-06		b. Designate an [Assignment: organization-defined official] to manage the development, documentation, and dissemination of the physical and environmental protection policy and procedures; and		NCO		 		—

		PE-01-00-07		c. Review and update the current physical and environmental protection 		CUI		03-15-01b.		03.15.01.b. Review and update policies and procedures periodically.		Addresses update of all policy and procedures (instead of only physical protection)

		PE-01-00-08		1. Policy [Assignment: organization-defined frequency] and following [Assignment: organization-defined events]; and		CUI		03-15-01b.		03.15.01.b. Review and update policies and procedures periodically.		Removed ODPs to assign "frequency" and "events"

		PE-01-00-09		2. Procedures [Assignment: organization-defined frequency] and following [Assignment: organization-defined events].		CUI		03-15-01b.		03.15.01.b. Review and update policies and procedures periodically.		Removed ODPs to assign "frequency" and "events"

		PE-02-00-00		PE-02  Physical Access Authorizations		CUI		03-10-01:		03.10.01  Physical Access Authorizations

		PE-02-00-01		a. Develop, approve, and maintain a list of individuals with authorized access to the facility where the system resides;		CUI		03-10-01a.		03.10.01.a. Develop, approve, and maintain a list of individuals with authorized access to the facility where the system resides.

		PE-02-00-02		b. Issue authorization credentials for facility access;		CUI		03-10-01b.		03.10.01.b. Issue authorization credentials for facility access.

		PE-02-00-03		c. Review the access list detailing authorized facility access by individuals [Assignment: organization-defined frequency]; and		CUI		03-10-01c.		03.10.01.c. Review the facility access list [Assignment: organization-defined frequency].		Editorial changes, no impact on outcome

		PE-02-00-04		d. Remove individuals from the facility access list when access is no longer required.		CUI		03-10-01d.		03.10.01.d. Remove individuals from the facility access list when access is no longer required.

		PE-03-00-00		PE-03  Physical Access Control		CUI		03-10-07:		03.10.07  Physical Access Control

		PE-03-00-01		a. Enforce physical access authorizations at [Assignment: organization-defined entry and exit points to the facility where the system resides] by:		CUI		03-10-07a.		03.10.07.a. Enforce physical access authorizations at entry and exit points to the facility where the system resides by:		Rephrased; no change in outcome
Removed ODP to assign entry and exit points

		PE-03-00-02		1. Verifying individual access authorizations before granting access to the facility; and		CUI		03-10-07a.01		03.10.07.a.01. Verifying individual physical access authorizations before granting access to the facility and

		PE-03-00-03		2. Controlling ingress and egress to the facility using [Selection (one or more):  [Assignment: organization-defined physical access control systems or devices]; guards];		CUI		03-10-07a.02		03.10.07.a.02. Controlling ingress and egress with physical access control systems, devices, or guards.		Removed ODP to select one of more physical access control systems/devices or guards

		PE-03-00-04		b. Maintain physical access audit logs for [Assignment: organization-defined entry or exit points];		CUI		03-10-07b.		03.10.07.b. Maintain physical access audit logs for entry or exit points.		Removed ODP to assign entry and exit points

		PE-03-00-05		c. Control access to areas within the facility designated as publicly accessible by implementing the following controls  [Assignment: organization-defined physical access controls];		NCO		 		—

		PE-03-00-06		d. Escort visitors and control visitor activity [Assignment: organization-defined circumstances requiring visitor escorts and control of visitor activity];		CUI		03-10-07c.		03.10.07.c. Escort visitors, and control visitor activity.		Removed ODP to define circumstances requiring visitor escorts/control of visitor activity

		PE-03-00-07		e. Secure keys, combinations, and other physical access devices;		CUI		03-10-07d.		03.10.07.d. Secure keys, combinations, and other physical access devices.

		PE-03-00-08		f. Inventory [Assignment: organization-defined physical access devices] every [Assignment: organization-defined frequency]; and		NCO		 		—

		PE-03-00-09		g. Change combinations and keys [Assignment: organization-defined frequency] and/or when keys are lost, combinations are compromised, or when individuals possessing the keys or combinations are transferred or terminated.		NCO		 		—

		PE-04-00-00		PE-04  Access Control for Transmission		CUI		03-10-08:		03.10.08  Access Control for Transmission and Output Devices

		PE-04-00-01		Control physical access to [Assignment: organization-defined system distribution and transmission lines] within organizational facilities using [Assignment: organization-defined security controls].		CUI		03-10-08.		03.10.08. Control physical access to system distribution and transmission lines within organizational facilities.		Removed ODP to assign "system distribution and transmission lines"
Removed ODP to assign "security controls"

		PE-05-00-00		PE-05  Access Control for Output Devices		CUI		03-10-07:		03.10.07  Physical Access Control

		PE-05-00-01		Control physical access to output from [Assignment: organization-defined output devices] to prevent unauthorized individuals from obtaining the output.		CUI		03-10-07e.		03.10.7.e. Control physical access to output devices to prevent unauthorized individuals from obtaining access to CUI.		Removed ODP to assign output devices

		PE-06-00-00		PE-06  Monitoring Physical Access		CUI		03-10-02:		03.10.02  Monitoring Physical Access

		PE-06-00-01		a. Monitor physical access to the facility where the system resides to detect and respond to physical security incidents;		CUI		03-10-02a.		03.10.02.a. Monitor physical access to the facility where the system resides to detect and respond to physical security incidents.

		PE-06-00-02		b. Review physical access logs [Assignment: organization-defined frequency] and upon occurrence of [Assignment: organization-defined events or potential indications of events]; and		CUI		03-10-02b.		03.10.02.b. Review physical access logs [Assignment: organization-defined frequency] and upon occurrence of [Assignment: organization-defined events or potential indications of events].

		PE-06-00-03		c. Coordinate results of reviews and investigations with the organizational incident response capability.		NCO				—

		PE-06-01-00		PE-06(01)  Monitoring Physical Access | Intrusion Alarms and Surveillance Equipment		NCO		 		—

		PE-06-01-01		Monitor physical access to the facility where the system resides using physical intrusion alarms and surveillance equipment.		NCO		 		—

		PE-08-00-00		PE-08  Visitor Access Records		NCO		 		—

		PE-08-00-01		a. Maintain visitor access records to the facility where the system resides for [Assignment: organization-defined time period];		NCO		 		—

		PE-08-00-02		b. Review visitor access records [Assignment: organization-defined frequency]; and		NCO		 		—

		PE-08-00-03		c. Report anomalies in visitor access records to [Assignment: organization-defined personnel].		NCO		 		—

		PE-09-00-00		PE-09  Power Equipment and Cabling		NCO		 		—

		PE-09-00-01		Protect power equipment and power cabling for the system from damage and destruction.		NCO		 		—

		PE-10-00-00		PE-10  Emergency Shutoff		NCO		 		—

		PE-10-00-01		a. Provide the capability of shutting off power to [Assignment: organization-defined system or individual system components] in emergency situations;		NCO		 		—

		PE-10-00-02		b. Place emergency shutoff switches or devices in [Assignment: organization-defined location by system or system component] to facilitate access for authorized personnel; and		NCO		 		—

		PE-10-00-03		c. Protect emergency power shutoff capability from unauthorized activation.		NCO		 		—

		PE-11-00-00		PE-11  Emergency Power		NCO		 		—

		PE-11-00-01		Provide an uninterruptible power supply to facilitate [Selection (one or more): an orderly shutdown of the system; transition of the system to long-term alternate power] in the event of a primary power source loss.		NCO		 		—

		PE-12-00-00		PE-12  Emergency Lighting		NCO		 		—

		PE-12-00-01		Employ and maintain automatic emergency lighting for the system that activates in the event of a power outage or disruption and that covers emergency exits and evacuation routes within the facility.		NCO		 		—

		PE-13-00-00		PE-13  Fire Protection		NCO		 		—

		PE-13-00-01		Employ and maintain fire detection and suppression systems that are supported by an independent energy source.		NCO		 		—

		PE-13-01-00		PE-13(01)  Fire Protection | Detection Systems – Automatic Activation and Notification		NCO		 		—

		PE-13-01-01		Employ fire detection systems that activate automatically and notify [Assignment: organization-defined personnel or roles] and [Assignment: organization-defined emergency responders] in the event of a fire.		NCO		 		—

		PE-14-00-00		PE-14  Environmental Controls		NCO		 		—

		PE-14-00-01		 [Assignment: organization-defined environmental control]] levels within the facility where the system resides at [Assignment: organization-defined acceptable levels]; and		NCO		 		—

		PE-14-00-02		b. Monitor environmental control levels [Assignment: organization-defined frequency].		NCO		 		—

		PE-15-00-00		PE-15  Water Damage Protection		NCO		 		—

		PE-15-00-01		Protect the system from damage resulting from water leakage by providing master shutoff or isolation valves that are accessible, working properly, and known to key personnel.		NCO		 		—

		PE-16-00-00		PE-16  Delivery and Removal		NCO		 		—

		PE-16-00-01		a. Authorize and control [Assignment: organization-defined types of system components] entering and exiting the facility; and		NCO		 		—

		PE-16-00-02		b. Maintain records of the system components.		NCO		 		—

		PE-17-00-00		PE-17  Alternate Work Site		CUI		03-10-06:		03.10.06  Alternate Work Site

		PE-17-00-01		a. Determine and document the [Assignment: organization-defined alternate work sites] allowed for use by employees;		CUI		03-10-06a.		03.10.06.a. Determine alternate work sites allowed for use by employees.		Removed ODP to assign "alternate work sites"

		PE-17-00-02		b. Employ the following controls at alternate work sites  [Assignment: organization-defined controls];		CUI		03-10-06b.		03.10.06.b. Employ the following security requirements at alternate work sites: [Assignment: organization-defined security requirements].		Updated "controls" to "security requirements"

		PE-17-00-03		c. Assess the effectiveness of controls at alternate work sites; and		NCO		 		—

		PE-17-00-04		d. Provide a means for employees to communicate with information security and privacy personnel in case of incidents.		NCO		 		—

		PL-01-00-00		PL-01  Policy and Procedures		CUI		03-15-01:		03.15.01  Policy and Procedures

		PL-01-00-01		a. Develop, document, and disseminate to [Assignment: organization-defined personnel or roles]:		CUI		03-15-01a.		03.15.01.a. Develop, document, and disseminate to organizational personnel or roles the policies and procedures needed to satisfy the security requirements for the protection of CUI.		Addresses all policy (instead of only planning policy)
Removed ODP to assign "personnel or roles"

		PL-01-00-02		1. [Selection (one or more): organization-level; mission/business process-level; system-level] planning policy that:		CUI		03-15-01a.		03.15.01.a. Develop, document, and disseminate to organizational personnel or roles the policies and procedures needed to satisfy the security requirements for the protection of CUI.		Removed ODP to select one or more "organization-level; mission/business process-level; system level"

		PL-01-00-03		(a) Addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and		NCO		 		—

		PL-01-00-04		(b) Is consistent with applicable laws, executive orders, directives, regulations, policies, standards, and guidelines; and		NCO		 		—

		PL-01-00-05		2. Procedures to facilitate the implementation of the planning policy and the associated planning controls;		CUI		03-15-01a.		03.15.01.a. Develop, document, and disseminate to organizational personnel or roles the policies and procedures needed to satisfy the security requirements for the protection of CUI.		Addresses all procedures (instead of only planning procedures)

		PL-01-00-06		b. Designate an [Assignment: organization-defined official] to manage the development, documentation, and dissemination of the planning policy and procedures; and		NCO		 		—

		PL-01-00-07		c. Review and update the current planning:		CUI		03-15-01b.		03.15.01.b. Review and update policies and procedures periodically.		Addresses update of all policy and procedures (instead of only planning)

		PL-01-00-08		1. Policy [Assignment: organization-defined frequency] and following [Assignment: organization-defined events]; and		CUI		03-15-01b.		03.15.01.b. Review and update policies and procedures periodically.		Removed ODPs to assign "frequency" and "events"

		PL-01-00-09		2. Procedures [Assignment: organization-defined frequency] and following [Assignment: organization-defined events].		CUI		03-15-01b.		03.15.01.b. Review and update policies and procedures periodically.		Removed ODPs to assign "frequency" and "events"

		PL-02-00-00		PL-02  System Security and Privacy Plans		CUI		03-15-02:		03.15.02  System Security Plan

		PL-02-00-01		a. Develop security and privacy plans for the system that:		CUI		03-15-02a.		03.15.02.a. Develop a system security plan that:		Removed "and privacy plan" due to scope of SP 800-171

		PL-02-00-02		1. Are consistent with the organization’s enterprise architecture;		NCO		 		—

		PL-02-00-03		2. Explicitly define the constituent system components;		CUI		03-15-02a.01		03-15-02.a.01. Defines the constituent system components;		Rephrased, no change in outcome

		PL-02-00-04		3. Describe the operational context of the system in terms of mission and business processes;		NCO		 		—

		PL-02-00-05		4. Identify the individuals that fulfill system roles and responsibilities;		CUI		03-15-02a.07		03.15.02.a.07. Identifies individuals that fulfill system roles and responsibilities; and

		PL-02-00-06		5. Identify the information types processed, stored, and transmitted by the system;		CUI		03-15-02a.05		03.15.02.a.05. Provides an overview of the security requirements for the system;

		PL-02-00-07		6. Provide the security categorization of the system, including supporting rationale;		NCO		 		—

		PL-02-00-08		7. Describe any specific threats to the system that are of concern to the organization;		CUI		03-15-02a.03		03-15-02.a.03. Describes specific threats to the system that are of concern to the organization.

		PL-02-00-09		8. Provide the results of a privacy risk assessment for systems processing personally identifiable information;		NCO		 		—

		PL-02-00-10		9. Describe the operational environment for the system and any dependencies on or connections to other systems or system components;		CUI		03-15-02a.04		
03.15.02.a.04. Describes the operational environment for the system and any dependencies on or connections to other systems or system components;		Tailored to explicitly include system boundary, see PL-2 discussion for additional guidance

		PL-02-00-11		10. Provide an overview of the security and privacy requirements for the system;		CUI		03-15-02a.05		03.15.02.a.05. Provides an overview of the security requirements for the system;		Removed "and privacy requirements" due to scope of SP 800-171

		PL-02-00-12		11. Identify any relevant control baselines or overlays, if applicable;		NCO		 		—

		PL-02-00-13		12. Describe the controls in place or planned for meeting the security and privacy requirements, including a rationale for any tailoring decisions;		CUI		03-15-02a.06		03.15.02.a.06. Describes the safeguards in place or planned for meeting the security requirements;		Tailored from control to safeguards, removed privacy, and rationale for tailoring decisions (not applicable to protecting CUI for non-federal organizations)

		PL-02-00-14		13. Include risk determinations for security and privacy architecture and design decisions;		NCO		 		—

		PL-02-00-15		14. Include security- and privacy-related activities affecting the system that require planning and coordination with [Assignment: organization-defined individuals or groups]; and		NCO		 		—

		PL-02-00-16		15. Are reviewed and approved by the authorizing official or designated representative prior to plan implementation.		NCO		 		—

		PL-02-00-17		b. Distribute copies of the plans and communicate subsequent changes to the plans to [Assignment: organization-defined personnel or roles];		NCO		 		—

		PL-02-00-18		c. Review the plans [Assignment: organization-defined frequency];		CUI		03-15-02b.		03.15.02.b. Review and update the system security plan [Assignment: organization-defined frequency].		Combined multiple control items  PL-2c., PL-2d.

		PL-02-00-19		d. Update the plans to address changes to the system and environment of operation or problems identified during plan implementation or control assessments; and		CUI		03-15-02b.		03.15.02.b. Review and update the system security plan [Assignment: organization-defined frequency].		Combined multiple control items  PL-2c., PL-2d.

		PL-02-00-20		e. Protect the plans from unauthorized disclosure and modification.		CUI		03-15-02c.		03.15.02.c. Protect the system security plan from unauthorized disclosure.		Removed and "modification" because it does not directly support confidentiality

		PL-04-00-00		PL-04  Rules of Behavior		CUI		03-15-03:		03.15.03  Rules of Behavior

		PL-04-00-01		a. Establish and provide to individuals requiring access to the system, the rules that describe their responsibilities and expected behavior for information and system usage, security, and privacy;		CUI		03-15-03a.
03-15-03b.		03.15.03.a. Establish rules that describe the responsibilities and expected behavior for system usage and protecting CUI.
03-15-03.b. Provide rules to individuals who require access to the system.		Changed "information and system usage, security, and privacy" to "for information and  system usage and protecting CUI"
Split PL-4a. into 2 parts

		PL-04-00-02		b. Receive a documented acknowledgment from such individuals, indicating that they have read, understand, and agree to abide by the rules of behavior, before authorizing access to information and the system;		CUI		03-15-03c.		03.15.03.c. Receive a documented acknowledgement from individuals indicating that they have read, understand, and agree to abide by the rules of behavior before authorizing access to CUI and the system.		Changed "information" to "CUI"

		PL-04-00-03		c. Review and update the rules of behavior [Assignment: organization-defined frequency]; and		CUI		03-15-03d.		03.15.03.d. Review and update the rules of behavior [Assignment: organization-defined frequency].

		PL-04-00-04		d. Require individuals who have acknowledged a previous version of the rules of behavior to read and re-acknowledge [Selection (one or more): [Assignment: organization-defined frequency] ; when the rules are revised or updated].		NCO		 		—

		PL-04-01-00		PL-04(01)  Rules of Behavior | Social Media and External Site/application Usage Restrictions		NCO		 		—

		PL-04-01-01		Include in the rules of behavior, restrictions on 		NCO		 		—

		PL-04-01-02		(a) Use of social media, social networking sites, and external sites/applications;		NCO		 		—

		PL-04-01-03		(b) Posting organizational information on public websites; and		NCO		 		—

		PL-04-01-04		(c) Use of organization-provided identifiers (e.g., email addresses) and authentication secrets (e.g., passwords) for creating accounts on external sites/applications.		NCO		 		—

		PL-08-00-00		PL-08  Security and Privacy Architectures		NCO		 		—

		PL-08-00-01		a. Develop security and privacy architectures for the system that 		NCO		 		—

		PL-08-00-02		1. Describe the requirements and approach to be taken for protecting the confidentiality, integrity, and availability of organizational information;		NCO		 		—

		PL-08-00-03		2. Describe the requirements and approach to be taken for processing personally identifiable information to minimize privacy risk to individuals;		NCO		 		—

		PL-08-00-04		3. Describe how the architectures are integrated into and support the enterprise architecture; and		NCO		 		—

		PL-08-00-05		4. Describe any assumptions about, and dependencies on, external systems and services;		NCO		 		—

		PL-08-00-06		b. Review and update the architectures [Assignment: organization-defined frequency] to reflect changes in the enterprise architecture; and		NCO		 		—

		PL-08-00-07		c. Reflect planned architecture changes in security and privacy plans, Concept of Operations (CONOPS), criticality analysis, organizational procedures, and procurements and acquisitions.		NCO		 		—

		PL-10-00-00		PL-10  Baseline Selection		FED		 		—

		PL-10-00-01		Select a control baseline for the system.		FED		 		—

		PL-11-00-00		PL-11  Baseline Tailoring		FED		 		—

		PL-11-00-01		Tailor the selected control baseline by applying specified tailoring actions.		FED		 		—

		PS-01-00-00		PS-01  Policy and Procedures		CUI		03-15-01:		03.15.01  Policy and Procedures

		PS-01-00-01		a. Develop, document, and disseminate to [Assignment: organization-defined personnel or roles]:		CUI		03-15-01a.		03.15.01.a. Develop, document, and disseminate to organizational personnel or roles the policies and procedures needed to satisfy the security requirements for the protection of CUI.		Addresses all policy (instead of only personnel security policy)
Removed ODP to assign "personnel or roles"

		PS-01-00-02		1. [Selection (one or more): organization-level; mission/business process-level; system-level] personnel security policy that:		CUI		03-15-01a.		03.15.01.a. Develop, document, and disseminate to organizational personnel or roles the policies and procedures needed to satisfy the security requirements for the protection of CUI.		Removed ODP to select one or more "organization-level; mission/business process-level; system level"

		PS-01-00-03		(a) Addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and		NCO		 		—

		PS-01-00-04		(b) Is consistent with applicable laws, executive orders, directives, regulations, policies, standards, and guidelines; and		NCO		 		—

		PS-01-00-05		2. Procedures to facilitate the implementation of the personnel security policy and the associated personnel security controls;		CUI		03-15-01a.		03.15.01.a. Develop, document, and disseminate to organizational personnel or roles the policies and procedures needed to satisfy the security requirements for the protection of CUI.		Addresses all procedures (instead of only personnel security procedures)

		PS-01-00-06		b. Designate an [Assignment: organization-defined official] to manage the development, documentation, and dissemination of the personnel security policy and procedures; and		NCO		 		—

		PS-01-00-07		c. Review and update the current personnel security:		CUI		03-15-01b.		03.15.01.b. Review and update policies and procedures periodically.		Addresses update of all policy and procedures (instead of only personnel security)

		PS-01-00-08		1. Policy [Assignment: organization-defined frequency] and following [Assignment: organization-defined events]; and		CUI		03-15-01b.		03.15.01.b. Review and update policies and procedures periodically.		Removed ODPs to assign "frequency" and "events"

		PS-01-00-09		2. Procedures [Assignment: organization-defined frequency] and following [Assignment: organization-defined events].		CUI		03-15-01b.		03.15.01.b. Review and update policies and procedures periodically.		Removed ODPs to assign "frequency" and "events"

		PS-02-00-00		PS-02  Position Risk Designation		FED		 		—

		PS-02-00-01		a. Assign a risk designation to all organizational positions;		FED		 		—

		PS-02-00-02		b. Establish screening criteria for individuals filling those positions; and		FED		 		—

		PS-02-00-03		c. Review and update position risk designations [Assignment: organization-defined frequency].		FED		 		—

		PS-03-00-00		PS-03  Personnel Screening		CUI		03-09-01:		03.09.01  Personnel Screening

		PS-03-00-01		a. Screen individuals prior to authorizing access to the system; and		CUI		03-09-01a.		03.09.01.a. Screen individuals prior to authorizing access to the system.

		PS-03-00-02		b. Rescreen individuals in accordance with [Assignment: organization-defined conditions requiring rescreening and, where rescreening is so indicated, the frequency of rescreening].		CUI		03-09-01b.		03.09.01.b. Rescreen individuals in accordance with [Assignment: organization-defined conditions requiring rescreening].		Removed portion of ODP "and, where rescreening is so indicated, the frequency of rescreening

		PS-04-00-00		PS-04  Personnel Termination		CUI		03-09-02:		03.09.02  Personnel Termination and Transfer		Updated title to reflect merged controls

		PS-04-00-01		Upon termination of individual employment:		CUI		03-09-02a.		03.09.02.a. When individual employment is terminated:		Editorial changes, no impact on outcome

		PS-04-00-02		a. Disable system access within [Assignment: organization-defined time period];		CUI		03-09-02a.01		03.09.02.a.01. Disable system access within [Assignment: organization-defined time period];

		PS-04-00-03		b. Terminate or revoke any authenticators and credentials associated with the individual;		CUI		03-09-02a.02		03.09.02.a.02. Terminate or revoke authenticators and credentials associated with the individual; and

		PS-04-00-04		c. Conduct exit interviews that include a discussion of [Assignment: organization-defined information security topics];		NCO		 		—

		PS-04-00-05		d. Retrieve all security-related organizational system-related property; and		CUI		03-09-02a.03		03.09.02.a.03. Retrieve security-related system property.		Removed "organizational"

		PS-04-00-06		e. Retain access to organizational information and systems formerly controlled by terminated individual.		NCO		 		—

		PS-05-00-00		PS-05  Personnel Transfer		CUI		03-09-02:		03.09.02  Personnel Termination and Transfer		Updated title to reflect merged controls

		PS-05-00-01		a. Review and confirm ongoing operational need for current logical and physical access authorizations to systems and facilities when individuals are reassigned or transferred to other positions within the organization;		CUI		03-09-02b.
03-09-02b.01		03.09.02.b. When individuals are reassigned or transferred to other positions in the organization:
03.09.02.b.01. Review and confirm the ongoing operational need for current logical and physical access authorizations to the system and facility; and		Rephrased, no change in outcome

		PS-05-00-02		b. Initiate [Assignment: organization-defined transfer or reassignment actions] within [Assignment: organization-defined time period following the formal transfer action];		NCO				—

		PS-05-00-03		c. Modify access authorization as needed to correspond with any changes in operational need due to reassignment or transfer; and		CUI		03-09-02b.02		03.09.02.b.02. Modify access authorization to correspond with any changes in operational need.		Rephrased, no change in outcome

		PS-05-00-04		d. Notify [Assignment: organization-defined personnel or roles] within [Assignment: organization-defined time period].		NCO		 		—

		PS-06-00-00		PS-06  Access Agreements		ORC		 		—		Addressed by SA-09

		PS-06-00-01		a. Develop and document access agreements for organizational systems;		ORC		 		—

		PS-06-00-02		b. Review and update the access agreements [Assignment: organization-defined frequency]; and		ORC		 		—

		PS-06-00-03		c. Verify that individuals requiring access to organizational information and systems 		ORC		 		—

		PS-06-00-04		1. Sign appropriate access agreements prior to being granted access; and		ORC		 		—

		PS-06-00-05		2. Re-sign access agreements to maintain access to organizational systems when access agreements have been updated or [Assignment: organization-defined frequency].		ORC		 		—

		PS-07-00-00		PS-07  External Personnel Security		ORC				—		Addressed by SA-09

		PS-07-00-01		a. Establish personnel security requirements, including security roles and responsibilities for external providers;		ORC				—

		PS-07-00-02		b. Require external providers to comply with personnel security policies and procedures established by the organization;		ORC				—

		PS-07-00-03		c. Document personnel security requirements;		ORC				—

		PS-07-00-04		d. Require external providers to notify [Assignment: organization-defined personnel or roles] of any personnel transfers or terminations of external personnel who possess organizational credentials and/or badges, or who have system privileges within [Assignment: organization-defined time period]; and		ORC				—

		PS-07-00-05		e. Monitor provider compliance with personnel security requirements.		ORC				—

		PS-08-00-00		PS-08  Personnel Sanctions		NCO		 		—

		PS-08-00-01		a. Employ a formal sanctions process for individuals failing to comply with established information security and privacy policies and procedures; and		NCO		 		—

		PS-08-00-02		b. Notify [Assignment: organization-defined personnel or roles] within [Assignment: organization-defined time period] when a formal employee sanctions process is initiated, identifying the individual sanctioned and the reason for the sanction.		NCO		 		—

		PS-09-00-00		PS-09  Position Descriptions		FED		 		—

		PS-09-00-01		Incorporate security and privacy roles and responsibilities into organizational position descriptions.		FED		 		—

		RA-01-00-00		RA-01  Policy and Procedures		CUI		03-15-01:		03.15.01  Policy and Procedures

		RA-01-00-01		a. Develop, document, and disseminate to [Assignment: organization-defined personnel or roles]:		CUI		03-15-01a.		03.15.01.a. Develop, document, and disseminate to organizational personnel or roles the policies and procedures needed to satisfy the security requirements for the protection of CUI.		Addresses all policy (instead of only risk assessment policy)
Removed ODP to assign "personnel or roles"

		RA-01-00-02		1. [Selection (one or more): organization-level; mission/business process-level; system-level] risk assessment policy that:		CUI		03-15-01a.		03.15.01.a. Develop, document, and disseminate to organizational personnel or roles the policies and procedures needed to satisfy the security requirements for the protection of CUI.		Removed ODP to select one or more "organization-level; mission/business process-level; system level"

		RA-01-00-03		(a) Addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and		NCO		 		—

		RA-01-00-04		(b) Is consistent with applicable laws, executive orders, directives, regulations, policies, standards, and guidelines; and		NCO		 		—

		RA-01-00-05		2. Procedures to facilitate the implementation of the risk assessment policy and the associated risk assessment controls;		CUI		03-15-01a.		03.15.01.a. Develop, document, and disseminate to organizational personnel or roles the policies and procedures needed to satisfy the security requirements for the protection of CUI.		Addresses all procedures (instead of only risk assessment procedures)

		RA-01-00-06		b. Designate an [Assignment: organization-defined official] to manage the development, documentation, and dissemination of the risk assessment policy and procedures; and		NCO		 		—

		RA-01-00-07		c. Review and update the current risk assessment:		CUI		03-15-01b.		03.15.01.b. Review and update policies and procedures periodically.		Addresses update of all policy and procedures (instead of only risk assessment)

		RA-01-00-08		1. Policy [Assignment: organization-defined frequency] and following [Assignment: organization-defined events]; and		CUI		03-15-01b.		03.15.01.b. Review and update policies and procedures periodically.		Removed ODPs to assign "frequency" and "events"

		RA-01-00-09		2. Procedures [Assignment: organization-defined frequency] and following [Assignment: organization-defined events].		CUI		03-15-01b.		03.15.01.b. Review and update policies and procedures periodically.		Removed ODPs to assign "frequency" and "events"

		RA-02-00-00		RA-02  Security Categorization		FED				—

		RA-02-00-01		a. Categorize the system and information it processes, stores, and transmits;		FED		 		—

		RA-02-00-02		b. Document the security categorization results, including supporting rationale, in the security plan for the system; and		FED		 		—

		RA-02-00-03		c. Verify that the authorizing official or authorizing official designated representative reviews and approves the security categorization decision.		FED		 		—

		RA-03-00-00		RA-03  Risk Assessment		CUI		03-11-01:		03.11.01  Risk Assessment

		RA-03-00-01		a. Conduct a risk assessment, including:		CUI		03-11-01a.		03.11.01.a. Assess the risk (including supply chain risk) of unauthorized disclosure resulting from the processing, storage, or transmission of CUI. 		Combined multiple control items RA-03a, RA-03a.01, RA-03a2
Identification of threats, vulnerabilities, likelihood and magnitude of harm are all components of assessing risk and combined
Scope from system and information to CUI

		RA-03-00-02		1. Identifying threats to and vulnerabilities in the system;		CUI		03-11-01a.		03.11.01.a. Assess the risk (including supply chain risk) of unauthorized disclosure resulting from the processing, storage, or transmission of CUI. 		Combined multiple control items RA-03a, RA-03a.01, RA-03a2
Identification of threats, vulnerabilities, likelihood and magnitude of harm are all components of assessing risk and combined
Scope from system and information to CUI

		RA-03-00-03		2. Determining the likelihood and magnitude of harm from unauthorized access, use, disclosure, disruption, modification, or destruction of the system, the information it processes, stores, or transmits, and any related information; and		CUI		03-11-01a.		03.11.01.a. Assess the risk (including supply chain risk) of unauthorized disclosure resulting from the processing, storage, or transmission of CUI. 		Combined multiple control items RA-03a, RA-03a.01, RA-03a2
Identification of threats, vulnerabilities, likelihood and magnitude of harm are all components of assessing risk and combined
Scope from system and information to CUI

		RA-03-00-04		3. Determining the likelihood and impact of adverse effects on individuals arising from the processing of personally identifiable information;		NCO		 		—

		RA-03-00-05		b. Integrate risk assessment results and risk management decisions from the organization and mission or business process perspectives with system-level risk assessments;		NCO		 		—

		RA-03-00-06		c. Document risk assessment results in [Selection: security and privacy plans; risk assessment report; [Assignment: organization-defined document]];		NCO		 		—

		RA-03-00-07		d. Review risk assessment results [Assignment: organization-defined frequency];		NCO		 		—

		RA-03-00-08		e. Disseminate risk assessment results to [Assignment: organization-defined personnel or roles]; and		NCO		 		—

		RA-03-00-09		f. Update the risk assessment [Assignment: organization-defined frequency] or when there are significant changes to the system, its environment of operation, or other conditions that may impact the security or privacy state of the system.		CUI		03-11-01b.		03.11.01.b. Update risk assessments [Assignment: organization-defined frequency].		Removed clause "or when there are significant changes to the system, its environment of operation, or other conditions that may impact the security or privacy state of the system"

		RA-03-01-00		RA-03(01)  Risk Assessment | Supply Chain Risk Assessment		CUI		03-11-01:		03.11.01  Risk Assessment

		RA-03-01-01		(a) Assess supply chain risks associated with [Assignment: organization-defined systems, system components, and system services]; and		CUI		03-11-01a.		03.11.01.a. Assess the risk (including supply chain risk) of unauthorized disclosure resulting from the processing, storage, or transmission of CUI. 		Removed ODP to assign "systems, system components, and system services"
Merged with RA-03a.

		RA-03-01-02		(b) Update the supply chain risk assessment [Assignment: organization-defined frequency], when there are significant changes to the relevant supply chain, or when changes to the system, environments of operation, or other conditions may necessitate a change in the supply chain.		CUI		03-11-01b.		03.11.01.b. Update risk assessments [Assignment: organization-defined frequency].		Removed clause "or when there are significant changes to the system, its environment of operation, or other conditions that may impact the security or privacy state of the system"
Merged with RA-03b.

		RA-05-00-00		RA-05  Vulnerability Monitoring and Scanning		CUI		03-11-02:		03.11.02  Vulnerability Monitoring and Scanning

		RA-05-00-01		a. Monitor and scan for vulnerabilities in the system and hosted applications [Assignment: organization-defined frequency and/or randomly in accordance with organization-defined process] and when new vulnerabilities potentially affecting the system are identified and reported;		CUI		03-11-02a.		03.11.02.a. Monitor and scan the system for vulnerabilities [Assignment: organization-defined frequency] and when new vulnerabilities affecting the system are identified.		Changed ODP to remove "and/or randomly in accordance with organization-defined process"
Removed clause "and reported"

		RA-05-00-02		b. Employ vulnerability monitoring tools and techniques that facilitate interoperability among tools and automate parts of the vulnerability management process by using standards for 		NCO		 		—

		RA-05-00-03		1. Enumerating platforms, software flaws, and improper configurations;		NCO		 		—

		RA-05-00-04		2. Formatting checklists and test procedures; and		NCO		 		—

		RA-05-00-05		3. Measuring vulnerability impact;		NCO		 		—

		RA-05-00-06		c. Analyze vulnerability scan reports and results from vulnerability monitoring;		NCO		 		—

		RA-05-00-07		d. Remediate legitimate vulnerabilities [Assignment: organization-defined response times] in accordance with an organizational assessment of risk;		CUI		03-11-02b.		03.11.02.b. Remediate system vulnerabilities within [Assignment: organization-defined response times].		Updated "legitimate" to "system"
Removed clause "in accordance with an organizational assessment of risk"


		RA-05-00-08		e. Share information obtained from the vulnerability monitoring process and control assessments with [Assignment: organization-defined personnel or roles] to help eliminate similar vulnerabilities in other systems; and		NCO		 		—

		RA-05-00-09		f. Employ vulnerability monitoring tools that include the capability to readily update the vulnerabilities to be scanned.		NCO		 		—

		RA-05-02-00		RA-05(02)  Vulnerability Monitoring and Scanning | Update Vulnerabilities to Be Scanned		CUI		03-11-02:		03.11.02  Vulnerability Monitoring and Scanning

		RA-05-02-01		Update the system vulnerabilities to be scanned [Selection (one or more):  [Assignment: organization-defined frequency]; prior to a new scan; when new vulnerabilities are identified and reported].		CUI		03-11-02c.		03.11.02.c. Update system vulnerabilities to be scanned [Assignment: organization-defined frequency] and when new vulnerabilities are identified and reported.		Removed ODP to assignment statement; removed "; prior to a new scan; when new vulnerabilities are identified and reported"

		RA-05-05-00		RA-05(05)  Vulnerability Monitoring and Scanning | Privileged Access		ORC				—		Addressed by AC-06, AC-06(01), AC-06(05), AC-06(07), AC-06(09), AC-06(10), AU-09(04)

		RA-05-05-01		Implement privileged access authorization to [Assignment: organization-defined system components] for [Assignment: organization-defined vulnerability scanning activities].		ORC				—

		RA-05-11-00		RA-05(11)  Vulnerability Monitoring and Scanning | Public Disclosure Program		NCO		 		—

		RA-05-11-01		Establish a public reporting channel for receiving reports of vulnerabilities in organizational systems and system components.		NCO		 		—

		RA-07-00-00		RA-07  Risk Response		CUI		03-11-04:		03.11.04  Risk Response

		RA-07-00-01		Respond to findings from security and privacy assessments, monitoring, and audits in accordance with organizational risk tolerance.		CUI				03.11.04. Respond to findings from security assessments, monitoring, and audits.		Tailored to remove "privacy" and "in accordance with organizational risk tolerance"

		RA-09-00-00		RA-09  Criticality Analysis		NCO		 		—

		RA-09-00-01		Identify critical system components and functions by performing a criticality analysis for [Assignment: organization-defined systems, system components, or system services] at [Assignment: organization-defined decision points in the system development life cycle].		NCO		 		—

		SA-01-00-00		SA-01  Policy and Procedures		CUI		03-15-01:		03.15.01  Policy and Procedures

		SA-01-00-01		a. Develop, document, and disseminate to [Assignment: organization-defined personnel or roles]:		CUI		03-15-01a.		03.15.01.a. Develop, document, and disseminate to organizational personnel or roles the policies and procedures needed to satisfy the security requirements for the protection of CUI.		Addresses all policy (instead of only system and service acquisition policy)
Removed ODP to assign "personnel or roles"

		SA-01-00-02		1. [Selection (one or more): organization-level; mission/business process-level; system-level] system and services acquisition policy that:		CUI		03-15-01a.		03.15.01.a. Develop, document, and disseminate to organizational personnel or roles the policies and procedures needed to satisfy the security requirements for the protection of CUI.		Removed ODP to select one or more "organization-level; mission/business process-level; system level"

		SA-01-00-03		(a) Addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and		NCO		 		—

		SA-01-00-04		(b) Is consistent with applicable laws, executive orders, directives, regulations, policies, standards, and guidelines; and		NCO		 		—

		SA-01-00-05		2. Procedures to facilitate the implementation of the system and services acquisition policy and the associated system and services acquisition controls;		CUI		03-15-01a.		03.15.01.a. Develop, document, and disseminate to organizational personnel or roles the policies and procedures needed to satisfy the security requirements for the protection of CUI.		Addresses all procedures (instead of only system and service acquisition procedures)

		SA-01-00-06		b. Designate an [Assignment: organization-defined official] to manage the development, documentation, and dissemination of the system and services acquisition policy and procedures; and		NCO		 		—

		SA-01-00-07		c. Review and update the current system and services acquisition:		CUI		03-15-01b.		03.15.01.b. Review and update policies and procedures periodically.		Addresses update of all policy and procedures (instead of only system and service acquisition)

		SA-01-00-08		1. Policy [Assignment: organization-defined frequency] and following [Assignment: organization-defined events]; and		CUI		03-15-01b.		03.15.01.b. Review and update policies and procedures periodically.		Removed ODPs to assign "frequency" and "events"

		SA-01-00-09		2. Procedures [Assignment: organization-defined frequency] and following [Assignment: organization-defined events].		CUI		03-15-01b.		03.15.01.b. Review and update policies and procedures periodically.		Removed ODPs to assign "frequency" and "events"

		SA-02-00-00		SA-02  Allocation of Resources		NCO		 		—

		SA-02-00-01		a. Determine the high-level information security and privacy requirements for the system or system service in mission and business process planning;		NCO		 		—

		SA-02-00-02		b. Determine, document, and allocate the resources required to protect the system or system service as part of the organizational capital planning and investment control process; and		NCO		 		—

		SA-02-00-03		c. Establish a discrete line item for information security and privacy in organizational programming and budgeting documentation.		NCO		 		—

		SA-03-00-00		SA-03  System Development Life Cycle		NCO		 		—

		SA-03-00-01		a. Acquire, develop, and manage the system using [Assignment: organization-defined system development life cycle] that incorporates information security and privacy considerations;		NCO		 		—

		SA-03-00-02		b. Define and document information security and privacy roles and responsibilities throughout the system development life cycle;		NCO		 		—

		SA-03-00-03		c. Identify individuals having information security and privacy roles and responsibilities; and		NCO		 		—

		SA-03-00-04		d. Integrate the organizational information security and privacy risk management process into system development life cycle activities.		NCO		 		—

		SA-04-00-00		SA-04  Acquisition Process		NCO

		SA-04-00-01		Include the following requirements, descriptions, and criteria, explicitly or by reference, using [Selection (one or more): standardized contract language;  [Assignment: organization-defined contract language]] in the acquisition contract for the system, system component, or system service 		NCO				—

		SA-04-01-00		SA-04(01)  Acquisition Process | Functional Properties of Controls		NCO		 		—

		SA-04-01-01		Require the developer of the system, system component, or system service to provide a description of the functional properties of the controls to be implemented.		NCO		 		—

		SA-04-02-00		SA-04(02)  Acquisition Process | Design and Implementation Information for Controls		NCO		 		—

		SA-04-02-01		Require the developer of the system, system component, or system service to provide design and implementation information for the controls that includes  [Selection (one or more): security-relevant external system interfaces; high-level design; low-level design; source code or hardware schematics;   [Assignment: organization-defined design and implementation information]] at [Assignment: organization-defined level of detail].		NCO		 		—

		SA-04-09-00		SA-04(09)  Acquisition Process | Functions, Ports, Protocols, and Services in Use		NCO 		 		—

		SA-04-09-01		Require the developer of the system, system component, or system service to identify the functions, ports, protocols, and services intended for organizational use.		NCO		 		—

		SA-04-10-00		SA-4(10)  Acquisition Process | Use of Approved PIV Products		FED		 		—

		SA-04-10-01		Employ only information technology products on the FIPS 201-approved products list for Personal Identity Verification (PIV) capability implemented within organizational systems.		FED		 		—

		SA-05-00-00		SA-05  System Documentation		NCO		 		—

		SA-05-00-01		a. Obtain or develop administrator documentation for the system, system component, or system service that describes 		NCO		 		—

		SA-05-00-02		1. Secure configuration, installation, and operation of the system, component, or service;		NCO		 		—

		SA-05-00-03		2. Effective use and maintenance of security and privacy functions and mechanisms; and		NCO		 		—

		SA-05-00-04		3. Known vulnerabilities regarding configuration and use of administrative or privileged functions;		NCO		 		—

		SA-05-00-05		b. Obtain or develop user documentation for the system, system component, or system service that describes 		NCO		 		—

		SA-05-00-06		1. User-accessible security and privacy functions and mechanisms and how to effectively use those functions and mechanisms;		NCO		 		—

		SA-05-00-07		2. Methods for user interaction, which enables individuals to use the system, component, or service in a more secure manner and protect individual privacy; and		NCO		 		—

		SA-05-00-08		3. User responsibilities in maintaining the security of the system, component, or service and privacy of individuals;		NCO		 		—

		SA-05-00-09		c. Document attempts to obtain system, system component, or system service documentation when such documentation is either unavailable or nonexistent and take [Assignment: organization-defined actions] in response; and		NCO		 		—

		SA-05-00-10		d. Distribute documentation to [Assignment: organization-defined personnel or roles].		NCO		 		—

		SA-08-00-00		SA-08  Security and Privacy Engineering Principles		CUI		03-16-01:		03.16.01: Security Engineering Principles		Tailored to remove "privacy" 

		SA-08-00-01		Apply the following systems security and privacy engineering principles in the specification, design, development, implementation, and modification of the system and system components  [Assignment: organization-defined systems security and privacy engineering principles].		CUI				03.16.01. Apply the following systems security engineering principles to the development or modification of the system and system components: [Assignment: organization-defined systems security engineering principles].		Tailored to specification, design, and implementation and remove "privacy engineering principles in ODP" 

		SA-09-00-00		SA-09  External System Services		CUI		03-16-03:		03.16.03  External System Services

		SA-09-00-01		a. Require that providers of external system services comply with organizational security and privacy requirements and employ the following controls  [Assignment: organization-defined controls];		CUI		03-16-03a.		03.16.03.a. Require the providers of external system services used for the processing, storage, or transmission of CUI, to comply with the following security requirements: [Assignment: organization-defined security requirements].		Changed "controls" to "requirements" and scope to CUI.

		SA-09-00-02		b. Define and document organizational oversight and user roles and responsibilities with regard to external system services; and		CUI		03-16-03b.		03.16.03.b. Define and document user roles and responsibilities with regard to external system services, including shared responsibilities with external service providers.		Added clause "including shared responsibilities with external providers"

		SA-09-00-03		c. Employ the following processes, methods, and techniques to monitor control compliance by external service providers on an ongoing basis  [Assignment: organization-defined processes, methods, and techniques].		CUI		03-16-03c.		03.16.03.c. Implement processes, methods, and techniques to monitor security requirement compliance by external service providers on an ongoing basis.		Removed ODP to assign processes, methods, and techniques

		SA-09-02-00		SA-09(02)  External System Services | Identification of Functions, Ports, Protocols, and Services		ORC		 		—		Addressed by CM-07 and SA-09

		SA-09-02-01		Require providers of the following external system services to identify the functions, ports, protocols, and other services required for the use of such services  [Assignment: organization-defined external system services].		ORC		 		—

		SA-10-00-00		SA-10  Developer Configuration Management		NCO		 		—

		SA-10-00-01		Require the developer of the system, system component, or system service to 		NCO		 		—

		SA-10-00-02		a. Perform configuration management during system, component, or service [Selection (one or more): design; development; implementation; operation; disposal];		NCO		 		—

		SA-10-00-03		b. Document, manage, and control the integrity of changes to [Assignment: organization-defined configuration items under configuration management];		NCO		 		—

		SA-10-00-04		c. Implement only organization-approved changes to the system, component, or service;		NCO		 		—

		SA-10-00-05		d. Document approved changes to the system, component, or service and the potential security and privacy impacts of such changes; and		NCO		 		—

		SA-10-00-06		e. Track security flaws and flaw resolution within the system, component, or service and report findings to [Assignment: organization-defined personnel].		NCO		 		—

		SA-11-00-00		SA-11  Developer Testing and Evaluation		NCO		 		—

		SA-11-00-01		Require the developer of the system, system component, or system service, at all post-design stages of the system development life cycle, to 		NCO		 		—

		SA-11-00-02		a. Develop and implement a plan for ongoing security and privacy assessments;		NCO		 		—

		SA-11-00-03		b. Perform [Selection (one or more): unit; integration; system; regression] testing/evaluation [Assignment: organization-defined frequency] at [Assignment: organization-defined depth and coverage];		NCO		 		—

		SA-11-00-04		c. Produce evidence of the execution of the assessment plan and the results of the testing and evaluation;		NCO		 		—

		SA-11-00-05		d. Implement a verifiable flaw remediation process; and		NCO		 		—

		SA-11-00-06		e. Correct flaws identified during testing and evaluation.		NCO		 		—

		SA-15-00-00		SA-15  Development Process, Standards, and Tools		NCO		 		—

		SA-15-00-01		a. Require the developer of the system, system component, or system service to follow a documented development process that 		NCO		 		—

		SA-15-00-02		1. Explicitly addresses security and privacy requirements;		NCO		 		—

		SA-15-00-03		2. Identifies the standards and tools used in the development process;		NCO		 		—

		SA-15-00-04		3. Documents the specific tool options and tool configurations used in the development process; and		NCO		 		—

		SA-15-00-05		4. Documents, manages, and ensures the integrity of changes to the process and/or tools used in development; and		NCO		 		—

		SA-15-00-06		b. Review the development process, standards, tools, tool options, and tool configurations [Assignment: organization-defined frequency] to determine if the process, standards, tools, tool options and tool configurations selected and employed can satisfy the following security and privacy requirements  [Assignment: organization-defined security and privacy requirements].		NCO		 		—

		SA-15-03-00		SA-15(03)  Development Process, Standards, and Tools | Criticality Analysis		NCO		 		—

		SA-15-03-01		Require the developer of the system, system component, or system service to perform a criticality analysis 		NCO		 		—

		SA-15-03-02		(a) At the following decision points in the system development life cycle  [Assignment: organization-defined decision points in the system development life cycle]; and		NCO		 		—

		SA-15-03-03		(b) At the following level of rigor  [Assignment: organization-defined breadth and depth of criticality analysis].		NCO		 		—

		SA-22-00-00		SA-22  Unsupported System Components		CUI		03-16-02:		03.16.02  Unsupported System Components

		SA-22-00-01		a. Replace system components when support for the components is no longer available from the developer, vendor, or manufacturer; or		CUI		03-16-02a.		03.16.02.a. Replace system components when support for the components is no longer available from the developer, vendor, or manufacturer.

		SA-22-00-02		b. Provide the following options for alternative sources for continued support for unsupported components [Selection (one or more): in-house support; [Assignment: organization-defined support from external providers]].		CUI		03-16-02b.		03.16.02.b. Provide options for risk mitigation or alternative sources for continued support for unsupported components that cannot be replaced.		Removed ODP to select one or more "in-house support; [Assignment: organization-defined support from external providers]"

		SC-01-00-00		SC-01  Policy and Procedures		CUI		03-15-01:		03.15.01  Policy and Procedures

		SC-01-00-01		a. Develop, document, and disseminate to [Assignment: organization-defined personnel or roles]:		CUI		03-15-01a.		03.15.01.a. Develop, document, and disseminate to organizational personnel or roles the policies and procedures needed to satisfy the security requirements for the protection of CUI.		Addresses all policy (instead of only system and communications protection policy)
Removed ODP to assign "personnel or roles"

		SC-01-00-02		1. [Selection (one or more): organization-level; mission/business process-level; system-level] system and communications protection policy that:		CUI		03-15-01a.		03.15.01.a. Develop, document, and disseminate to organizational personnel or roles the policies and procedures needed to satisfy the security requirements for the protection of CUI.		Removed ODP to select one or more "organization-level; mission/business process-level; system level"

		SC-01-00-03		(a) Addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and		NCO		 		—

		SC-01-00-04		(b) Is consistent with applicable laws, executive orders, directives, regulations, policies, standards, and guidelines; and		NCO		 		—

		SC-01-00-05		2. Procedures to facilitate the implementation of the system and communications protection policy and the associated system and communications protection controls;		CUI		03-15-01a.		03.15.01.a. Develop, document, and disseminate to organizational personnel or roles the policies and procedures needed to satisfy the security requirements for the protection of CUI.		Addresses all procedures (instead of only system and communications protection procedures)

		SC-01-00-06		b. Designate an [Assignment: organization-defined official] to manage the development, documentation, and dissemination of the system and communications protection policy and procedures; and		NCO		 		—

		SC-01-00-07		c. Review and update the current system and communications protection:		CUI		03-15-01b.		03.15.01.b. Review and update policies and procedures periodically.		Addresses update of all policy and procedures (instead of only system and communications protection)

		SC-01-00-08		1. Policy [Assignment: organization-defined frequency] and following [Assignment: organization-defined events]; and		CUI		03-15-01b.		03.15.01.b. Review and update policies and procedures periodically.		Removed ODPs to assign "frequency" and "events"

		SC-01-00-09		2. Procedures [Assignment: organization-defined frequency] and following [Assignment: organization-defined events].		CUI		03-15-01b.		03.15.01.b. Review and update policies and procedures periodically.		Removed ODPs to assign "frequency" and "events"

		SC-02-00-00		SC-02  Separation of System and User Functionality		ORC				—		Addressed by AC-02, AC-02(03), AC-02(13), AC-03, AC-04, AC-05, AC-06, AC-06(01), AC-06(02), AC-06(05), AC-06(07), AC-06(09), AC-06(10), AU-09(04), CM-07,
SC-07(03), SC-07(05)

		SC-02-00-01		Separate user functionality, including user interface services, from system management functionality.		ORC				—

		SC-04-00-00		SC-04  Information in Shared System Resources		CUI		03-13-04:		03.13.04  Information in Shared System Resources

		SC-04-00-01		Prevent unauthorized and unintended information transfer via shared system resources.		CUI		03-13-04.		03.13.04 Prevent unauthorized and unintended information transfer via shared system resources.

		SC-05-00-00		SC-05  Denial-of-service Protection		NCO		 		—

		SC-05-00-01		a. [Selection: Protect against; Limit] the effects of the following types of denial-of-service events  [Assignment: organization-defined types of denial-of-service events]; and		NCO		 		—

		SC-05-00-02		b. Employ the following controls to achieve the denial-of-service objective  [Assignment: organization-defined controls by type of denial-of-service event].		NCO		 		—

		SC-07-00-00		SC-07  Boundary Protection		CUI		03-13-01:		03.13.01  Boundary Protection

		SC-07-00-01		a. Monitor and control communications at the external managed interfaces to the system and at key internal managed interfaces within the system;		CUI		03-13-01a.		03.13.01.a. Monitor and control communications at external managed interfaces to the system and key internal managed interfaces within the system.		Editorial change that does not impact outcome

		SC-07-00-02		b. Implement subnetworks for publicly accessible system components that are [Selection: physically; logically] separated from internal organizational networks; and		CUI		03-13-01b.		03.13.01.b. Implement subnetworks for publicly accessible system components that are physically or logically separated from internal networks.		Removed ODP to select "physically; logically"

		SC-07-00-03		c. Connect to external networks or systems only through managed interfaces consisting of boundary protection devices arranged in accordance with an organizational security and privacy architecture.		CUI		03-13-01c.		03.13.01.c. Connect to external systems only through managed interfaces that consist of boundary protection devices arranged in accordance with an organizational security architecture.		Removed "privacy architecture" to address scope of SP 800-171
Editorial change that does not impact outcome

		SC-07-03-00		SC-07(03)  Boundary Protection | Access Points		ORC				—		Addressed by CM-07, SC-07(05)

		SC-07-03-01		Limit the number of external network connections to the system.		ORC				—

		SC-07-04-00		SC-07(04)  Boundary Protection | External Telecommunications Services		ORC		 		—		Addressed by AC-04, AC-17(03), SC-07, SC-07(05)

		SC-07-04-01		(a) Implement a managed interface for each external telecommunication service;		ORC		 		—

		SC-07-04-02		(b) Establish a traffic flow policy for each managed interface;		ORC		 		—

		SC-07-04-03		(c) Protect the confidentiality and integrity of the information being transmitted across each interface;		ORC		 		—

		SC-07-04-04		(d) Document each exception to the traffic flow policy with a supporting mission or business need and duration of that need;		ORC		 		—

		SC-07-04-05		(e) Review exceptions to the traffic flow policy [Assignment: organization-defined frequency] and remove exceptions that are no longer supported by an explicit mission or business need;		ORC		 		—

		SC-07-04-06		(f) Prevent unauthorized exchange of control plane traffic with external networks;		ORC		 		—

		SC-07-04-07		(g) Publish information to enable remote networks to detect unauthorized control plane traffic from internal networks; and		ORC		 		—

		SC-07-04-08		(h) Filter unauthorized control plane traffic from external networks.		ORC		 		—

		SC-07-05-00		SC-07(05)  Boundary Protection | Deny by Default — Allow by Exception		CUI		03-13-06:		03.13.06  Network Communications – Deny by Default – Allow by Exception

		SC-07-05-01		Deny network communications traffic by default and allow network communications traffic by exception [Selection (one or more): at managed interfaces; for [Assignment: organization-defined systems]		CUI		03-13-06.		03.13.06. Deny network communications traffic by default, and allow network communications traffic by exception.		Removed ODP to select one or more "at managed interfaces; for [Assignment: organization-defined systems"

		SC-07-07-00		SC-07(07)  Boundary Protection | Split Tunneling for Remote Devices		ORC				—		Addressed by AC-04, AC-17, AC-17(03), AC-17(04), CM-06, CM-07, SC-07(05)

		SC-07-07-01		Prevent split tunneling for remote devices connecting to organizational systems unless the split tunnel is securely provisioned using [Assignment: organization-defined safeguards].		ORC				—

		SC-07-08-00		SC-07(08)  Boundary Protection | Route Traffic to Authenticated Proxy Servers		ORC				—		Addressed by SC-07(05)

		SC-07-08-01		Route [Assignment: organization-defined internal communications traffic] to [Assignment: organization-defined external networks] through authenticated proxy servers at managed interfaces.		ORC				—

		SC-08-00-00		SC-08  Transmission Confidentiality and Integrity		CUI		03-13-08:		03.13.08  Transmission and Storage Confidentiality		Updated title to reflect merged controls

		SC-08-00-01		Protect the [Selection (one or more): confidentiality; integrity] of transmitted information.		CUI		03-13-08.		03.13.08. Implement cryptographic mechanisms to prevent the unauthorized disclosure of CUI during transmission and while in storage.		Combined multiple control items SC-08, SC-08(01), SC-28, SC-28(01)

		SC-08-01-00		SC-08(01)  Transmission Confidentiality and Integrity | Cryptographic Protection		CUI		03-13-08:		03.13.08  Transmission and Storage Confidentiality		Updated title to reflect merged controls

		SC-08-01-01		Implement cryptographic mechanisms to [Selection (one or more): prevent unauthorized disclosure of information; detect changes to information] during transmission.		CUI		03-13-08.		03.13.08. Implement cryptographic mechanisms to prevent the unauthorized disclosure of CUI during transmission and while in storage.		Combined multiple control items SC-08, SC-08(01), SC-28, SC-28(01)

		SC-10-00-00		SC-10  Network Disconnect		CUI		03-13-09:		03.13.09  Network Disconnect

		SC-10-00-01		Terminate the network connection associated with a communications session at the end of the session or after [Assignment: organization-defined time period] of inactivity.		CUI		03-13-09.		03.13.09. Terminate the network connection associated with a communications session at the end of the session or after [Assignment: organization-defined time period] of inactivity.

		SC-12-00-00		SC-12  Cryptographic Key Establishment and Management		CUI		03-13-10:		03.13.10  Cryptographic Key Establishment and Management

		SC-12-00-01		Establish and manage cryptographic keys when cryptography is employed within the system in accordance with the following key management requirements  [Assignment: organization-defined requirements for key generation, distribution, storage, access, and destruction].		CUI		03-13-10.		03.13.10. Establish and manage cryptographic keys in the system in accordance with the following key management requirements: [Assignment: organization-defined requirements for key generation, distribution, storage, access, and destruction].

		SC-13-00-00		SC-13  Cryptographic Protection		CUI		03-13-11:		03.13.11. Cryptographic Protection

		SC-13-00-01		a. Determine the [Assignment: organization-defined cryptographic uses]; and		NCO		 		—

		SC-13-00-02		b. Implement the following types of cryptography required for each specified cryptographic use  [Assignment: organization-defined types of cryptography for each specified cryptographic use].		CUI		03-13-11.		03.13.11. Implement the following types of cryptography to protect the confidentiality of CUI: [Assignment: organization-defined types of cryptography]. 		Modified ODP to remove "for each specified cryptographic use"; no change in outcome

		SC-15-00-00		SC-15  Collaborative Computing Devices and Applications		CUI		03-13-12:		03.13.12  Collaborative Computing Devices and Applications

		SC-15-00-01		a. Prohibit remote activation of collaborative computing devices and applications with the following exceptions  [Assignment: organization-defined exceptions where remote activation is to be allowed]; and		CUI		03-13-12a.		03.13.12.a. Prohibit the remote activation of collaborative computing devices and applications with the following exceptions: [Assignment: organization-defined exceptions where remote activation is to be allowed].

		SC-15-00-02		b. Provide an explicit indication of use to users physically present at the devices.		CUI		03-13-12b.		3.13.12.b. Provide an explicit indication of use to users physically present at the devices.

		SC-17-00-00		SC-17  Public Key Infrastructure Certificates		FED		 		—

		SC-17-00-01		a. Issue public key certificates under an [Assignment: organization-defined certificate policy] or obtain public key certificates from an approved service provider; and		FED		 		—

		SC-17-00-02		b. Include only approved trust anchors in trust stores or certificate stores managed by the organization.		FED		 		—

		SC-18-00-00		SC-18  Mobile Code		CUI		03-13-13:		03.13.13  Mobile Code

		SC-18-00-01		a. Define acceptable and unacceptable mobile code and mobile code technologies; and		CUI		03-13-13a.		03.13.13.a. Define acceptable mobile code and mobile code technologies.		Removed "and unacceptable"

		SC-18-00-02		b. Authorize, monitor, and control the use of mobile code within the system.		CUI		03-13-13b.		03.13.13.b. Authorize, monitor, and control the use of mobile code.		Rephrased, no change in outcome

		SC-20-00-00		SC-20  Secure Name/address Resolution Service (authoritative Source)		NCO		 		—

		SC-20-00-01		a. Provide additional data origin authentication and integrity verification artifacts along with the authoritative name resolution data the system returns in response to external name/address resolution queries; and		NCO		 		—

		SC-20-00-02		b. Provide the means to indicate the security status of child zones and (if the child supports secure resolution services) to enable verification of a chain of trust among parent and child domains, when operating as part of a distributed, hierarchical namespace.		NCO		 		—

		SC-21-00-00		SC-21  Secure Name/address Resolution Service (recursive or Caching Resolver)		NCO		 		—

		SC-21-00-01		Request and perform data origin authentication and data integrity verification on the name/address resolution responses the system receives from authoritative sources.		NCO		 		—

		SC-22-00-00		SC-22  Architecture and Provisioning for Name/address Resolution Service		NCO		 		—

		SC-22-00-01		Ensure the systems that collectively provide name/address resolution service for an organization are fault-tolerant and implement internal and external role separation.		NCO		 		—

		SC-23-00-00		SC-23  Session Authenticity		CUI		03-13-15:		03.13.15  Session Authenticity

		SC-23-00-01		Protect the authenticity of communications sessions.		CUI		03-13-15.		03.13.15. Protect the authenticity of communications sessions.

		SC-28-00-00		SC-28  Protection of Information at Rest		CUI		03-13-08:		03.13.8  Transmission and Storage Confidentiality		Updated title to reflect merged controls

		SC-28-00-01		Protect the [Selection (one or more): confidentiality; integrity] of the following information at rest  [Assignment: organization-defined information at rest].		CUI		03-13-08.		03.13.8. Implement cryptographic mechanisms to prevent the unauthorized disclosure of CUI during transmission and while in storage.		Combined multiple control items  SC-08, SC-08(01), SC-28, SC-28(01)

		SC-28-01-00		SC-28(01)  Protection of Information at Rest | Cryptographic Protection		CUI		03-13-08:		03.13.8  Transmission and Storage Confidentiality		Updated title to reflect merged controls

		SC-28-01-01		Implement cryptographic mechanisms to prevent unauthorized disclosure and modification of the following information at rest on [Assignment: organization-defined system components or media]  [Assignment: organization-defined information].		CUI		03-13-08.		03.13.8. Implement cryptographic mechanisms to prevent the unauthorized disclosure of CUI during transmission and while in storage.		Combined multiple control items  SC-08, SC-08(01), SC-28, SC-28(01)

		SC-39-00-00		SC-39  Process Isolation		NCO		 		—

		SC-39-00-01		Maintain a separate execution domain for each executing system process.		NCO		 		—

		SI-01-00-00		SI-01  Policy and Procedures		CUI		03-15-01:		03.15.01  Policy and Procedures

		SI-01-00-01		a. Develop, document, and disseminate to [Assignment: organization-defined personnel or roles]:		CUI		03-15-01a.		03.15.01.a. Develop, document, and disseminate to organizational personnel or roles the policies and procedures needed to satisfy the security requirements for the protection of CUI.		Addresses all policy (instead of only system and information integrity policy)
Removed ODP to assign "personnel or roles"

		SI-01-00-02		1. [Selection (one or more): organization-level; mission/business process-level; system-level] system and information integrity policy that:		CUI		03-15-01a.		03.15.01.a. Develop, document, and disseminate to organizational personnel or roles the policies and procedures needed to satisfy the security requirements for the protection of CUI.		Removed ODP to select one or more "organization-level; mission/business process-level; system level"

		SI-01-00-03		(a) Addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and		NCO		 		—

		SI-01-00-04		(b) Is consistent with applicable laws, executive orders, directives, regulations, policies, standards, and guidelines; and		NCO		 		—

		SI-01-00-05		2. Procedures to facilitate the implementation of the system and information integrity policy and the associated system and information integrity controls;		CUI		03-15-01a.		03.15.01.a. Develop, document, and disseminate to organizational personnel or roles the policies and procedures needed to satisfy the security requirements for the protection of CUI.		Addresses all procedures (instead of only system and information integrity procedures)

		SI-01-00-06		b. Designate an [Assignment: organization-defined official] to manage the development, documentation, and dissemination of the system and information integrity policy and procedures; and		NCO		 		—

		SI-01-00-07		c. Review and update the current system and information integrity:		CUI		03-15-01b.		03.15.01.b. Review and update policies and procedures periodically.		Addresses update of all policy and procedures (instead of only system and information integrity)

		SI-01-00-08		1. Policy [Assignment: organization-defined frequency] and following [Assignment: organization-defined events]; and		CUI		03-15-01b.		03.15.01.b. Review and update policies and procedures periodically.		Removed ODPs to assign "frequency" and "events"

		SI-01-00-09		2. Procedures [Assignment: organization-defined frequency] and following [Assignment: organization-defined events].		CUI		03-15-01b.		03.15.01.b. Review and update policies and procedures periodically.		Removed ODPs to assign "frequency" and "events"

		SI-02-00-00		SI-02  Flaw Remediation		CUI		03-14-01:		03.14.01  Flaw Remediation

		SI-02-00-01		a. Identify, report, and correct system flaws;		CUI		03-14-01a.		03.14.01.a. Identify, report, and correct system flaws.

		SI-02-00-02		b. Test software and firmware updates related to flaw remediation for effectiveness and potential side effects before installation;		NCO				—

		SI-02-00-03		c. Install security-relevant software and firmware updates within [Assignment: organization-defined time period] of the release of the updates; and		CUI		03-14-01b.		03.14.01.b. Install security-relevant software and firmware updates within [Assignment: organization-defined time period] of the release of the updates.

		SI-02-00-04		d. Incorporate flaw remediation into the organizational configuration management process.		NCO		 		—

		SI-02-02-00		SI-02(02)  Flaw Remediation | Automated Flaw Remediation Status		NCO		 		—

		SI-02-02-01		Determine if system components have applicable security-relevant software and firmware updates installed using [Assignment: organization-defined automated mechanisms] [Assignment: organization-defined frequency].		NCO		 		—

		SI-03-00-00		SI-03  Malicious Code Protection		CUI		03-14-02:		03.14.02  Malicious Code Protection

		SI-03-00-01		a. Implement [Selection (one or more): signature based; non-signature based] malicious code protection mechanisms at system entry and exit points to detect and eradicate malicious code;		CUI		03-14-02a.		03.14.02.a. Implement malicious code protection mechanisms at system entry and exit points to detect and eradicate malicious code.		Removed ODP to select one or more "signature based; non-signature based"
Replaced "at system entry and exit points" to "within the system"

		SI-03-00-02		b. Automatically update malicious code protection mechanisms as new releases are available in accordance with organizational configuration management policy and procedures;		CUI		03-14-02b.		03.14.02.b. Update malicious code protection mechanisms as new releases are available in accordance with configuration management policies and procedures.		Removed "automatically"
Removed "organizational" before "configuration management policy"

		SI-03-00-03		c. Configure malicious code protection mechanisms to 		CUI		03-14-02c.		03.14.02.c. Configure malicious code protection mechanisms to:

		SI-03-00-04		1. Perform periodic scans of the system [Assignment: organization-defined frequency] and real-time scans of files from external sources at [Selection (one or more): endpoint; network entry and exit points] as the files are downloaded, opened, or executed in accordance with organizational policy; and		CUI		03-14-02c.01		03.14.02.c.01. Perform scans of the system [Assignment: organization-defined frequency] and real-time scans of files from external sources at endpoints or network entry and exit points as the files are downloaded, opened, or executed; and		Removed ODP to select (one or more), removed clause "in accordance with organizational policy"

		SI-03-00-05		2. [Selection (one or more): block malicious code; quarantine malicious code; take [Assignment: organization-defined action]]; and send alert to [Assignment: organization-defined personnel or roles] in response to malicious code detection; and		CUI		03-14-02c.02		03.14.02.c.02. Block malicious code, quarantine malicious code, or take other mitigation actions in response to malicious code detection.		Removed ODP to "select (one or more)"
Removed ODP to "assign actions"
Removed ODP to "assign personnel or roles"

		SI-03-00-06		d. Address the receipt of false positives during malicious code detection and eradication and the resulting potential impact on the availability of the system.		NCO		 		—

		SI-04-00-00		SI-04  System Monitoring		CUI		03-14-06:		03.14.06  System Monitoring

		SI-04-00-01		a. Monitor the system to detect:		CUI		03-14-06a.		03.14.06.a. Monitor the system to detect:

		SI-04-00-02		1. Attacks and indicators of potential attacks in accordance with the following monitoring objectives  [Assignment: organization-defined monitoring objectives]; and		CUI		03-14-06a.01		03.14.06.a.01. Attacks and indicators of potential attacks;		Removed clause "in accordance with the following monitoring objectives"
Removed ODP to assign "monitoring activities"

		SI-04-00-03		2. Unauthorized local, network, and remote connections;		CUI		03-14-06a.02		03.14.06.a.02. Unauthorized connections.		Removed clause "local, network, and remote"

		SI-04-00-04		b. Identify unauthorized use of the system through the following techniques and methods  [Assignment: organization-defined techniques and methods];		CUI		03-14-06b.		03.14.06.b. Identify unauthorized use of the system.		Removed clause "through the following techniques and methods "
Removed ODP to assign "techniques and methods"

		SI-04-00-05		c. Invoke internal monitoring capabilities or deploy monitoring devices 		NCO		 		—

		SI-04-00-06		1. Strategically within the system to collect organization-determined essential information; and		NCO		 		—

		SI-04-00-07		2. At ad hoc locations within the system to track specific types of transactions of interest to the organization;		NCO		 		—

		SI-04-00-08		d. Analyze detected events and anomalies;		NCO		 		—

		SI-04-00-09		e. Adjust the level of system monitoring activity when there is a change in risk to organizational operations and assets, individuals, other organizations, or the Nation;		NCO		 		—

		SI-04-00-10		f. Obtain legal opinion regarding system monitoring activities; and		NCO		 		—

		SI-04-00-11		g. Provide [Assignment: organization-defined system monitoring information] to [Assignment: organization-defined personnel or roles][Selection (one or more): as needed; [Assignment: organization-defined frequency]].		NCO		 		—

		SI-04-02-00		SI-04(02)  System Monitoring | Automated Tools and Mechanisms for Real-time Analysis		NCO		 		—

		SI-04-02-01		Employ automated tools and mechanisms to support near real-time analysis of events.		NCO		 		—

		SI-04-04-00		SI-04(04)  System Monitoring | Inbound and Outbound Communications Traffic		CUI		03-14-06:		03.14.06  System Monitoring

		SI-04-04-01		(a) Determine criteria for unusual or unauthorized activities or conditions for inbound and outbound communications traffic;		NCO		 		—

		SI-04-04-02		(b) Monitor inbound and outbound communications traffic [Assignment: organization-defined frequency] for [Assignment: organization-defined unusual or unauthorized activities or conditions].		CUI		03-14-06c.		03.14.06.c. Monitor inbound and outbound communications traffic to detect unusual or unauthorized activities or conditions.		Removed ODP to assign "frequency"
Removed ODP to assign "unusual or unauthorized activities or conditions"

		SI-04-05-00		SI-04(05)  System Monitoring | System-generated Alerts		NCO		 		—

		SI-04-05-01		Alert [Assignment: organization-defined personnel or roles] when the following system-generated indications of compromise or potential compromise occur  [Assignment: organization-defined compromise indicators].		NCO		 		—

		SI-05-05-00		SI-05  Security Alerts, Advisories, and Directives		CUI		03-14-03:		03.14.03  Security Alerts, Advisories, and Directives

		SI-05-05-01		a. Receive system security alerts, advisories, and directives from [Assignment: organization-defined external organizations] on an ongoing basis;		CUI		03-14-03a.		03.14.03.a. Receive system security alerts, advisories, and directives from external organizations on an ongoing basis.		Removed ODP to assign "external organizations"

		SI-05-05-02		b. Generate internal security alerts, advisories, and directives as deemed necessary;		CUI		03-14-03b.		03.14.03.b. Generate and disseminate internal system security alerts, advisories, and directives, as necessary.		Editorial changes do not impact outcome

		SI-05-05-03		c. Disseminate security alerts, advisories, and directives to  [Selection (one or more): [Assignment: organization-defined personnel or roles]; [Assignment: organization-defined elements within the organization]; [Assignment: organization-defined external organizations]; and 		NCO		 		—

		SI-05-05-04		d. Implement security directives in accordance with established time frames, or notify the issuing organization of the degree of noncompliance.		NCO				—

		SI-07-00-00		SI-07  Software, Firmware, and Information Integrity		NCO		 		—

		SI-07-00-01		a. Employ integrity verification tools to detect unauthorized changes to the following software, firmware, and information  [Assignment: organization-defined software, firmware, and information]; and		NCO		 		—

		SI-07-00-02		b. Take the following actions when unauthorized changes to the software, firmware, and information are detected  [Assignment: organization-defined actions].		NCO		 		—

		SI-07-01-00		SI-07(01)  Software, Firmware, and Information Integrity | Integrity Checks		NCO		 		—

		SI-07-01-01		Perform an integrity check of [Assignment: organization-defined software, firmware, and information] [Selection (one or more): at startup; at [Assignment: organization-defined transitional states or security-relevant events]; [Assignment: organization-defined frequency]].		NCO		 		—

		SI-07-07-00		SI-07(07)  Software, Firmware, and Information Integrity | Integration of Detection and Response		NCO		 		—

		SI-07-07-01		Incorporate the detection of the following unauthorized changes into the organizational incident response capability  [Assignment: organization-defined security-relevant changes to the system].		NCO		 		—

		SI-08-00-00		SI-08  Spam Protection		ORC				—		Addressed by SC-07, SI-03, SI-04

		SI-08-00-01		a. Employ spam protection mechanisms at system entry and exit points to detect and act on unsolicited messages; and		ORC				—

		SI-08-00-02		b. Update spam protection mechanisms when new releases are available in accordance with organizational configuration management policy and procedures.		ORC				—

		SI-08-02-00		SI-08(02)  Spam Protection | Automatic Updates		NCO				—

		SI-08-02-01		Automatically update spam protection mechanisms [Assignment: organization-defined frequency].		NCO		 		—

		SI-10-00-00		SI-10  Information Input Validation		NCO		 		—

		SI-10-00-01		Check the validity of the following information inputs  [Assignment: organization-defined information inputs to the system].		NCO		 		—

		SI-11-00-00		SI-11  Error Handling		NCO		 		—

		SI-11-01-01		a. Generate error messages that provide information necessary for corrective actions without revealing information that could be exploited; and		NCO		 		—

		SI-11-01-02		b. Reveal error messages only to [Assignment: organization-defined personnel or roles].		NCO		 		—

		SI-12-00-00		SI-12  Information Management and Retention		CUI		03-14-08:		03.14.08: Information Management and Retention

		SI-12-00-01		Manage and retain information within the system and information output from the system in accordance with applicable laws, executive orders, directives, regulations, policies, standards, guidelines and operational requirements.		CUI		03-14-08.		03.14.08. Manage and retain CUI within the system and CUI output from the system in accordance with applicable laws, Executive Orders, directives, regulations, policies, standards, guidelines, and operational requirements.		Updated scope from "information" to "CUI"

		SI-16-00-00		SI-16  Memory Protection		NCO		 		—

		SI-16-00-01		Implement the following controls to protect the system memory from unauthorized code execution  [Assignment: organization-defined controls].		NCO		 		—

		SR-01-00-00		SR-01  Policy and Procedures		CUI		03-15-01:		03.15.01  Policy and Procedures

		SR-01-00-01		a. Develop, document, and disseminate to [Assignment: organization-defined personnel or roles]:		CUI		03-15-01a.		03.15.01.a. Develop, document, and disseminate to organizational personnel or roles the policies and procedures needed to satisfy the security requirements for the protection of CUI.		Addresses all policy (instead of only supply chain risk management policy)
Removed ODP to assign "personnel or roles"

		SR-01-00-02		1. [Selection (one or more): organization-level; mission/business process-level; system-level] supply chain risk management policy that:		CUI		03-15-01a.		03.15.01.a. Develop, document, and disseminate to organizational personnel or roles the policies and procedures needed to satisfy the security requirements for the protection of CUI.		Removed ODP to select one or more "organization-level; mission/business process-level; system level"

		SR-01-00-03		(a) Addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and		NCO		 		—

		SR-01-00-04		(b) Is consistent with applicable laws, executive orders, directives, regulations, policies, standards, and guidelines; and		NCO		 		—

		SR-01-00-05		2. Procedures to facilitate the implementation of the supply chain risk management policy and the associated supply chain risk management controls;		CUI		03-15-01a.		03.15.01.a. Develop, document, and disseminate to organizational personnel or roles the policies and procedures needed to satisfy the security requirements for the protection of CUI.		Addresses all procedures (instead of only supply chain risk management procedures)

		SR-01-00-06		b. Designate an [Assignment: organization-defined official] to manage the development, documentation, and dissemination of the supply chain risk management policy and procedures; and		NCO		 		—

		SR-01-00-07		c. Review and update the current supply chain risk management:		CUI		03-15-01b.		03.15.01.b. Review and update policies and procedures periodically.		Addresses update of all policy and procedures (instead of only supply chain risk management )

		SR-01-00-08		1. Policy [Assignment: organization-defined frequency] and following [Assignment: organization-defined events]; and		CUI		03-15-01b.		03.15.01.b. Review and update policies and procedures periodically.		Removed ODPs to assign "frequency" and "events"

		SR-01-00-09		2. Procedures [Assignment: organization-defined frequency] and following [Assignment: organization-defined events].		CUI		03-15-01b.		03.15.01.b. Review and update policies and procedures periodically.		Removed ODPs to assign "frequency" and "events"

		SR-02-00-00		SR-02  Supply Chain Risk Management Plan		CUI		03-17-01:		03.17.01  Supply Chain Risk Management Plan

		SR-02-00-01		a. Develop a plan for managing supply chain risks associated with the research and development, design, manufacturing, acquisition, delivery, integration, operations and maintenance, and disposal of the following systems, system components or system services  [Assignment: organization-defined systems, system components, or system services];		CUI		03-17-01a.		03.17.01.a. Develop a plan for managing supply chain risks associated with the research, development, design, manufacturing, acquisition, delivery, integration, operations, maintenance, and disposal of the system, system components, or system services.		Removed ODP to assign "systems, system components, or system services"

		SR-02-00-02		b. Review and update the supply chain risk management plan [Assignment: organization-defined frequency] or as required, to address threat, organizational or environmental changes; and		CUI		03-17-01b.		03.17.01.b. Review and update the supply chain risk management plan [Assignment: organization-defined frequency].		Removed clause "or as required, to address threat, organizational or environmental changes"

		SR-02-00-03		c. Protect the supply chain risk management plan from unauthorized disclosure and modification.		CUI		03-17-01c.		03.17.01.c. Protect the supply chain risk management plan from unauthorized disclosure.		Removed "and modification" due to scope of protecting confidentiality

		SR-02-01-00		SR-02(01)  Supply Chain Risk Management Plan | Establish SCRM Team		NCO		 		—

		SR-02-01-01		Establish a supply chain risk management team consisting of [Assignment: organization-defined personnel, roles, and responsibilities] to lead and support the following SCRM activities  [Assignment: organization-defined supply chain risk management activities].		NCO		 		—

		SR-03-00-00		SR-03  Supply Chain Controls and Processes		CUI		03-17-03:		03.17.03  Supply Chain Controls and Processes

		SR-03-00-01		a. Establish a process or processes to identify and address weaknesses or deficiencies in the supply chain elements and processes of [Assignment: organization-defined system or system component] in coordination with [Assignment: organization-defined supply chain personnel];		CUI		03-17-03a.		03.17.03.a. Establish a process for identifying and addressing weaknesses or deficiencies in the supply chain elements and processes.		Removed ODP to assign "system or system component"
Removed clause "in coordination with"
Removed ODP to assign "supply chain personnel"

		SR-03-00-02		b. Employ the following controls to protect against supply chain risks to the system, system component, or system service and to limit the harm or consequences from supply chain-related events  [Assignment: organization-defined supply chain controls]; and		CUI		03-17-03b.		03.17.03.b. Enforce the following security requirements to protect against supply chain risks to the system, system components, or system services and to limit the harm or consequences from supply chain-related events: [Assignment: organization-defined security requirements].		Changed terminology from "controls" to "requirements"
Changed "Employ" to "Enforce"

		SR-03-00-03		c. Document the selected and implemented supply chain processes and controls in [Selection: security and privacy plans; supply chain risk management plan; [Assignment: organization-defined document]].		NCO		 		—

		SR-05-00-00		SR-05  Acquisition Strategies, Tools, and Methods		CUI		03-17-02:		03.17.02  Acquisition Strategies, Tools, and Methods

		SR-05-00-01		Employ the following acquisition strategies, contract tools, and procurement methods to protect against, identify, and mitigate supply chain risks  [Assignment: organization-defined acquisition strategies, contract tools, and procurement methods].		CUI		03-17-02.		03.17.02. Develop and implement acquisition strategies, contract tools, and procurement methods to identify, protect against, and mitigate supply chain risks.		Removed ODP to assign "acquisition strategies, contract tools, and procurement methods"

		SR-06-00-00		SR-06  Supplier Assessments and Reviews		CUI		03-11-01:		03.11.01  Risk Assessment

		SR-06-00-01		Assess and review the supply chain-related risks associated with suppliers or contractors and the system, system component, or system service they provide [Assignment: organization-defined frequency].		CUI		03-11-01a.
03-11-01b.		03.11.01.a. Assess the risk (including supply chain risk) of unauthorized disclosure resulting from the processing, storage, or transmission of CUI.
03.11.01.b. 	Update risk assessments [Assignment: organization-defined frequency].

		SR-08-00-00		SR-08  Notification Agreements		NCO		 		—

		SR-08-00-01		Establish agreements and procedures with entities involved in the supply chain for the system, system component, or system service for the [Selection (one or more): notification of supply chain compromises; results of assessments or audits; [Assignment: organization-defined information]].		NCO		 		—

		SR-10-00-00		SR-10  Inspection of Systems or Components		NCO		 		—

		SR-10-00-01		Inspect the following systems or system components [Selection (one or more): at random; at [Assignment: organization-defined frequency], upon [Assignment: organization-defined indications of need for inspection]   ] to detect tampering  [Assignment: organization-defined systems or system components].		NCO		 		—

		SR-11-00-00		SR-11  Component Authenticity		NCO		 		—

		SR-11-00-01		a. Develop and implement anti-counterfeit policy and procedures that include the means to detect and prevent counterfeit components from entering the system; and		NCO		 		—

		SR-11-00-02		b. Report counterfeit system components to [Selection (one or more): source of counterfeit component;[Assignment: organization-defined external reporting organizations];  [Assignment: organization-defined personnel or roles]].		NCO		 		—

		SR-11-01-00		SR-11(01)  Component Authenticity | Anti-counterfeit Training		NCO		 		—

		SR-11-01-01		Train [Assignment: organization-defined personnel or roles] to detect counterfeit system components (including hardware, software, and firmware).		NCO		 		—

		SR-11-02-00		SR-11(02)  Component Authenticity | Configuration Control for Component Service and Repair		NCO		 		—

		SR-11-02-01		Maintain configuration control over the following system components awaiting service or repair and serviced or repaired components awaiting return to service  [Assignment: organization-defined system components].		NCO		 		—

		SR-12-00-00		SR-12  Component Disposal		ORC				—		Addressed by MP-06

		SR-12-00-01		Dispose of [Assignment: organization-defined data, documentation, tools, or system components] using the following techniques and methods  [Assignment: organization-defined techniques and methods].		ORC				—
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• CMMC provides the DoD with increased assurance that contractors and subcontractors are meeting the 
cybersecurity requirements for nonfederal systems processing controlled unclassified information.

• Tiered System
• Level 3 (Higher-Level Protection of CUI Against Persistent Threats)

• 134 requirements [110 from NIST SP 800-171, 24 from NIST SP 800-172] (DFAR clause 252.204-7012)
• Level 2 Certification pre-requisite
• DIBCAC Certification Assessment every 3 years
• Annual Affirmation

• Level 2 (Broad Protection of CUI) – Current DARPA Standard for Industry Performers
• 110 requirements (DFAR clause 252.204-7012)
• C3PAO Certification Assessment every 3 years, or
• Self Assessment every 3 years, certain programs
• Annual Affirmation

• Level 1 (Basic Safeguarding of CUI)
• 15 requirements (FAR clause 52.204-21)
• Annual Self Assessment
• Annual Self Affirmation

Cybersecurity Maturity Model Certification (CMMC)
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• NIST IR 8481 (Cybersecurity for Research: Findings and Possible Paths Forward)

• Awareness - General cybersecurity awareness is lacking

• Workforce - IT security workforce challenges

• Culture clash – Compliance culture vs Risk Management culture

• Limited budgets for cybersecurity - struggle to provide the resources needed

• Complicated requirements landscape – difficult to decipher, may vary depending on organization, may not address 
relevant risk

• Rapid pace of innovation - niche tool stacks that need to be protected, security professional capabilities, and the 
technologies available to adversaries

Cybersecurity Challenges and Risks

• Biotechnology
• Quantum Computing
• Neural Psychology
• Optical Science

• Space research
• Engineering
• Clinical research
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• The handling of specialized, sensitive, and/or regulated data, such as protected health information (PHI), 
controlled unclassified information (CUI), and data related to International Traffic in Arms Regulations 
(ITAR), which may require additional controls, reporting, or education regarding usage 

• The need for inter-institutional and international collaboration, which may require additional investments in 
identity and access management to appropriately support research while protecting confidentiality

• The distributed accountability for cybersecurity, which is reinforced through research agreement language 
and institutional processes, politics, and cultures 

• The unique characteristics and configurations of the research equipment involved and the lack of secure 
storage and other tools that meet regulatory and contractual requirements 

• The lack of institutional capacity to support required research tools (e.g., Research Electronic Data Capture, 
or REDCap)

Emergent Technology Challenges
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• Targeted cybersecurity resources
• Developed resources that are specific to particular fields of research and could emphasize the risks, impacts, and 

importance of applying cybersecurity within the research context.
• Collaborative engagements

• Collaborating with existing research communities and the need for more collaboration with Federal Government 
entities.  (e.g. EDUCASE HEISC, NSF RRCoP, Trusted CI, RENH-ISAC, National Laboratories)

• Training
• Training 431 resources designed for researchers and their teams could raise awareness about the importance of 

cybersecurity, particularly cybersecurity’s value in preserving data integrity.
• Guidance for frameworks

• Tailoring certain frameworks to support research environments could help ease the integration of cybersecurity 
while simplifying the process and minimizing operational overhead.

• Grant guidance for security compliance
• Effective grant writing guidance that considers security, compliance, and research environments hosted at higher 

education institutions.
• Shared services support

• Increasing awareness of available shared service opportunities and developing trusted cybersecurity services can 
help mitigate limited cybersecurity budgets for many institutions

NIST Recommended Solutions to Challenges
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• Q1: Overview of any plans that DARPA has for requiring institutions to implements NIST 800-171? 
• A1: DARPA is not planning on a mandatory implementation of NIST 800-171 for academic institutions. However, more 

programs being solicited are requiring data protection. Some programs may be “fundamental research,” but could 
evolve into CUI levels depending on success of research.

• Q2: How do DARPA’s plans regarding NIST 800-171 fit in with the larger joint agency/OSTP efforts to develop 
cybersecurity standards based on NIST IR 8481 for mandated research security programs? 

• A2: OSTP guidelines for implementation of cybersecurity requirements state that “Institutions of Higher Education 
(IHE) will have one year after the publication of the NIST document to implement a cybersecurity program that meets 
the document’s requirements.” 

• NIST 8481 “does not identify a specific cybersecurity framework or set of practices that institutions are required to 
follow. Rather, it constitutes a summary of the study used to create NIST IR 8481, a description of broad categories 
risks and challenges that research institutions face in the cybersecurity landscape, recommendations for future 
work, and next steps, along with an appendix of NIST resources for managing cybersecurity risks.” 

• DARPA uses NIST 800-171/172 as the cybersecurity framework to protect CUI.
• Q3: NIH required institutions to implement NIST 800-171 standards for certain genomic data, but it did not 

consider this information to be CUI.  Will DARPA take a similar approach, or, alternatively, will it consider 
any information that it subjects to the NIST 800-171 standard to be CUI and therefore subject to other CUI 
requirements?

• A3: NIST 800-171 is a framework tailored to protect USG defined CUI. However, it is also used as a recommended 
framework to help industry/academia protect their unclassified networks with basic cybersecurity. Genomic data 
that is categorized as CUI by DARPA will be identified in a program specific CUI Guide issued by the tech office.

Q&A Submitted by COGR REC & RSIP
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• Q4: Will DARPA mandate that NIST 800-171 be applied to all facets of a grantee’s IT systems, or will it limit 
implementation only to those components/sectors of the systems that handle information that DARPA subject to the 
NIST 800-171 standard?

• A4: DARPA only intends to apply the NIST 800-171 standards to those systems that directly handle data that requires specific 
protections. This can be done through a partitioned section of the institution’s networks or other controls agreed upon by the PSO 
and institution’s ISSO/ISSM. (However, application to the entire institution’s IT system is considered a best practice.)

• Q5: When NIH began requiring NIST 800-171 for certain genomic data, it accepted either Rev. 2 or Rev. 3 of this 
standard, until it notified grantees otherwise.  Will DARPA take a similar approach, or will it require compliance with Rev. 
3 at initial implementation?

• A5: If an institution has already began implementation using R2 it may continue to use that standard. If they have not, R3 would be 
required as the newest version. However, it is recommended to implement R3 as soon as practical. 

• Q6: Will DARPA require an independent assessment of a grantee institution’s compliance with NIST 800-171?  If so, will 
it require the assessment to be conducted by an external reviewer, or will an independent internal reviewer (e.g., internal 
audit) be acceptable?

• A6: DARPA is in the process of implementing CMMC (as described earlier). As the standard requirement is Level 2, self-assessments 
may be authorized. If an external assessment is required, it would be following the CMMC requirement for a C3PAO Certified 
Inspector.

• Q7: NIH permitted institutions that needed to bring the components of their systems handling data that NIH subjected 
to NIST 800-171 to provide plans of action and milestones (POAMs) as demonstrations of compliance with the new 
standard. Would DARPA consider a similar approach.

• A7: Yes, if you are working on a Level 2 CMMC requirement. Level 1 does not allow for a POAM due to the minimal requirements of 
controls. 

Q&A Submitted by COGR REC & RSIP (cont)
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DARPA Fundamental Research Risk-Based Security Reviews (FRRBS)
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New OUSD(R&E) Decision Matrix Summary of Changes

Category Location Change Summary Rationale

New Law Page 1 and Factor 4
Prohibits FY25 funds for 
proposals involving entities 
on the 1286 list

Section 238 of the FY25 NDAA

Implementation Page 1 and Factor 1

Removed prohibition lined to 
institutional MFTRP policies; 
clarified co-authorship 
considerations

No statutory requirement for 
institutional policies; co-
authorship alone isn't 
grounds for rejection

Date Updates Various
Updated date references 
throughout to reflect current 
law and policy

Various reasons, including 
passage of deadlines, 
clarification of effective 
dates, and broader 
application of policies

Definitions Definitions and Factor 4
Removed “Association”, 
revised “Affiliation” definition 
for clarity

Components expressed 
uncertainty on differences; 
streamlined for clarity.

Administrative Throughout

Title updated to "2025"; 
clarified "Mitigation Measures 
Expected"; general language 
revisions

Clarity and accuracy



DISTRIBUTION A: Approved for public release; distribution unlimited. 13

New OUSD(R&E) Decision Matrix
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New OUSD(R&E) Decision Matrix (cont)
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• Q1: What is DARPA’s timeline for implementing the 2025 Matrix?
• A1: 2025 Matrix was implemented on 12 May 2025

• Q2: Has there been any communications sent to components requiring them to involve institutional 
officials and their offices when completing mitigation plans?  

• A2a: Unfortunately, No. Each agency mitigates the risks based on their internal “risk tolerance.” DARPA does share 
mitigation strategies with other agencies (NOT Risk Assessments) when contacted by performer and agency. 

• A2b: DARPA’s policy is to include the institutions officials (Vice President / Chancelor of Research and/or Office of 
Research Security) when initiating negotiations for mitigations. Typically, we do not directly work with the individual 
of concern; communications are primarily through the Research Security Office and other officials. 

• Q3: COGR encouraged DoD during a previous outreach visit involving the BSO, DARPA and ARO to create a 
template for mitigation plans.  While we recognize that each plan will be different, we still believe it’s 
possible to have a shell template that can be used as a starting point.  This would be particularly helpful for 
smaller and less resourced institutions.

• A3: Ideally, templates would make the process easier. However, each mitigation case is unique and is generally 
addressed best through memorandum format addressing each individual concern. Supporting attachments are 
always encouraged (e.g. signed attestations, email disclosures, training records, etc.) to help support the strategy.

DARPA FRRBS w/ 2025 Matrix Q&A
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• Q4: The Risk Review Matrix requires disclosure of patents or patent applications resulting from USG-
funded research filed in a country of concern before the U.S. or filed on behalf of an FCOC entity.  
Several of our members have reported mitigation plans being required for a proposal despite the 
patent/patent applications in question not pertaining to the proposed research. Can you clarify what is 
the intended scope for the disclosure of patent/patent applications? 

• A4: The requirement to disclose patent filing stems from the issue of USG / DoD funding research, then that 
research being patented in a foreign country prior to the U.S. When the USG / DoD funds research it expects to 
benefit from that research prior to other FCOC entities. The scope of disclosure is for all patents to be disclosed 
to give a “total picture” of the researcher and how their patent filings have occurred. 

• Q5: With greater frequency, federal agencies have used federal restricted party lists to promote US 
foreign policy.  Federal RPS list additions, deletions and updates are generally noticed via the eCFR and 
picked up automatically through the free consolidated screening list search engine found on Trade.Gov 
and/or by third party vendors like Descartes Visual Compliance and Amber Road/E2Open.  Are there any 
plans to start posting additions, deletions, or revisions to DOD’s 1286 and 1260H lists to the eCFR?  This 
approach would make it much easier for the defense industrial base to know that they are checking 
against the most recent lists available.

• A5: OUSD(R&E) is working on a more “living” list that is updated more than annually. The DoD components now 
have the ability to suggest additions to the 1286 list and the list is updated more frequently. Will follow up with 
OUSD(R&E) once more information is available. The 1260H list remains an annual updated list.

DARPA FRRBS w/ 2025 Matrix Q&A (cont)
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• Q6: From the 2025 Matrix:  “Collaborations for the specific purpose of fundamental research4 between 
institutions of higher education and academic institutions that are included in the most recently updated 
list developed pursuant to section 1286 of the NDAA for FY 2019, as amended, or employees of such 
institutions.”

Note 4 states:  “Collaborations for the Specific Purposes of Fundamental Research” means research that is identified 
in the fundamental research project proposal that is to be conducted with an entity that is included on the most 
recent version of the list developed pursuant to section 1286 of the NDAA for FY 2019, as amended, or to any 
employees of such entities.

Can DARPA clarify whether the new matrix prohibits any/all collaborations with entities on the 1286 List, or, if as 
noted in Note 4, this prohibition only applies to collaborations involving the specific fundamental research being 
proposed under the DoD grant?

• A6: DARPA’s interpretation of NOTE 4 on Factor 4 is that this only applies to a specific fundamental research 
proposal to DARPA that proposes to included a collaborative effort with an entity on the 1286 list. (e.g. as a sub-
contractor or conducting program work at a 1286 listed institution). 

• DARPA does not have the ability to identify any/all research an institution is performing in collaboration with entities on the 
1286 list unless they are all disclosed in a proposal. Additionally, if it is NOT USG/DoD funded then it is not relevant to our 
assessment.

DARPA FRRBS w/ 2025 Matrix Q&A (cont)
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