GAO: Research
Integrity & Foreign
Influence Project

Updates

GA@ U.S. GOVERNMENT ACCOUNTABILITY OFFICE

Council on Governmental Relations Meeting

October 21, 2021
1-2:15 p.m. EDT




Candice Wright
Director,

Science, Technology
Assessment, and
Analytics
wrightc@gao.gov

GAOQO statt

Kim Gianopoulos
Director,
International Affairs and

Trade
Gianopoulosk@gao.gov

Farahnaaz Khakoo-Mausel
Assistant Director,

Science, Technology
Assessment, and Analytics
khakoof@gao.gov

Drew Lindsey

Assistant Director,
International Affairs and
Trade

lindseyr@gao.gov



mailto:khakoof@gao.gov
mailto:lindseyr@gao.gov
mailto:wrightc@gao.gov
mailto:Gianopoulos@gao.gov

Independent,
nonpartisan, legislative
branch agency.

Supports Congress in its

oversight responsibilities.

Improves government
performance and
accountability.

|

U.S. GOVERNMENT
ACCOUNTABILITY OFFICE



Kim
" 1(Gilanopoulos
‘and

- Drew

- Lindsey

-
-
—

b




International Affairs and Trade Team

 The International Affairs
and Trade team leads
GAOQO's oversight of
efforts to advance and
protect U.S. foreign
policy and international
economic interests in a
complex and challenging
global environment.




Why did GAO do this work?

nited States Gor Ac bility Office

1]
Report to Congressional Requesters

EXPORT CONTROLS

State and Commerce
Should Improve
Guidance and
Outreach to Address
University-Specific
Compliance Issues

Jointly requested by Senators Charles
Grassley and John Cornyn, and
Representative Ralph Norman.

= Request split into two projects:

= First phase completed in May
2020.

= Second phase to be completed in
early 2022.



How do foreign students and scholars benefit

U.S. research?

* Foreign students and scholars
make significant
contributions to U.S.

§ research.

* Foreign students and scholars

| are involved in developing
— cutting-edge civilian and
) — ~-— .
™, defense-related technologies.
- | | _?



What are the potential threats?

* Risk that some foreign students and
scholars will transfer sensitive
information gained through their
research in the U.S. back to their home
countries.

* Foreign intelligence services, including
China, Iran, Russia, and North Korea,
continue to target U.S. research
institutions.
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FBI's China Initiative

 FBI launched the China Initiative in
late 2018

* Goalsinclude:
] China is implicated in about 80% of all
* Developing an enforcement economic espionage charges brought
strategy concerning non-traditional by the Department of Justice and there
collectors that are eing coopted is some connection to China in about
. o 0 1 1
into transferrmg technology f: %o of all federal, criminal trade secret
. eft cases.
contrary to U.S. interests;

* Educating colleges and universities
about potential threats to

Department of Justice China Initiative f . ]

academic freedom and open
discourse from influence efforts on
campus.
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What are export controls?

* Export controls regulate the shipment, transfer or disclosure of
controlled items, technical data, and software

* Export controls are aimed at protecting the national security,
economic interests, and foreign policy of the United States

Physical Exports Technical Data Transfer Software Export Deemed Exports




What 1s a deemed export?

* An export is “deemed” to take
place when technology or
source code is released to a
foreign national within the
United States or abroad. This
release is considered to be an
export to that person's home
country.




Fundamental research exclusion

* NSDD-189

* “Fundamental research' means
basic and applied research in
science and engineering, the
results of which ordinarily are
published and shared broadly
within the scientific community,
as distinguished from proprietary
research and from industrial
development, design,
production, and product
utilization, the results of which
ordinarily are restricted for
proprietary or national security
reasons.”




Implementation of U.S. export control laws

e State controls the export
of sensitive military items,
known as defense articles
and defense services.

e Commerce controls the
export of U.S.-origin items
with both commercial and
military applications
(known as “dual-use”
items).




May 2020 Report

Report to Congressional Requesters

May 2020

EXPORT CONTROLS

State and Commerce
Should Improve
Guidance and
Outreach to Address
University-Specific
Compliance Issues

GAO-20-394

1. Extent to which State and Commerce
have provided guidance and outreach
that supports U.S. universities’
understanding of export controls

2. Challenges U.S. universities face
working with other federal agencies

3. Extent to which universities
compliance practices align with State
and Commerce guidelines



Objective 1: Agency guidance to

universities

* To what extent do State and
Commerce provide guidance and
outreach that supports U.S.

universities understanding of and EXPOI‘t

compliance with export control .

regulations? Compllance
Guidelines

* Methodology:
* Interviews

* Review agency
guidance/outreach materials




Objective 1: Key findings

e State and Commerce have provided
guidance and conducted outreach, but
universities expressed concerns about their
adequacy for addressing university-specific
issues

 Difficult to understand how to implement
industry-focused guidance

e Export compliance environment for
industry typically differs from that for
academia because industry is focused on
creating proprietary technologies and
academia is primarily focused on
expanding knowledge through
collaborative research.




Objective 2: University challenges working

with other agencies

 What export-control related challenges do U.S. universities face
working with or obtaining guidance from other federal
agencies?

* Other federal agencies:
* Enforcement agencies
* Grant-making agencies
 Methodology: interviews



Objective 2: Key findings

* Three main challenges:

* Threat briefings by enforcement agencies are not as
useful as they could be

* DOD officials inconsistently interpret export control
regulations and misunderstand fundamental research.

* Inconsistent reporting requirements for financial and
other conflicts of interest



Objective 3: University compliance

practices

* To what extent do the
export compliance
policies and practices
developed by U.S.
universities align with
State’s and
Commerce’s export AT |
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Objective 3: Methodology

* Developed a list of
eight elements
critical for
an effective
compliance program.

e Conducted site visits
to 9 U.S. universities

Table 3: Description of the Eight Elements of an Effective Export Compliance Program

Element

Description

Management commitment and organizational
structure

Entities should have public management support for their compliance program,
sufficient resources to conduct compliance activities, and a clear organizational
structure identifying individuals responsible for compliance.

Risk assesasment®

Entities should assess and identify preventable risks and build safeguards to control
these risks.

Export authonzation and racking export-
controlled items

Entities should develop processes to (1) ensure the organization makes comrect
expor decisions, including identifying when U.5. govermment authorization is
required prior to exporting; (2) track and protect any expori-controlled items being
used or developed by the organization; and (3) screen all parties associated with an
expor transaction against the U5, proscribedirestricted parties lists prior to
exporting.

Recordkeeping Entities should develop processes for maintaining relevant export control-related
records in accordance with recordkeeping requirements.

Training Entities should provide export control-related training to all employees involved in
exporis.

Internal audits Entities should conduct pericdic audits of their export control compliance program to

assess its effectiveness and integrity.

Reporting and addressing violations

Entities should develop clear procedures outlining the actions employees should
take in the event that potential noncompliance iz identified. Entities should also
develop processes for identifying and addressing the root cause of any noncompliant
activity.

Export compliance manual

Entities should document export control compliance processes, roles and
responzsibilities, ete., in a manual to help the entity implement its compliance
program.

Source: GAT analyss of separaie expori complance guidelines for an effective sxport compliano: program developed by @ Depariment of Siale's Direclorate of Defenses Trade Condrols (DOTC) and the
Diepartmend of Commence's Bureay of Industry and S=ourity (B2 ). | SAC-20-354



Objective 3: Key findings

Elements of an effective export compliance program

o e
wetsge expenditures of $750

Average Management Risk Export Record- Training Internal Reporting Export

ex'::::i:ztes commitment assessment authorization keeping audits violations co:"n:l:i:;ce mi"ion Or mor’e.
University 1 High * Medium tier: universities
Universiy2  Won with average expenditures
University 3 High

over $250 million and below
$750 million.
* Low tier: universities with

University 4 Medium

University 5 Medium

University 6 Medium
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University? _ Low average expenditures between
University 8 Low ol oIl

Y $15 million and $250 million.
University 9 Low

Source: GAO analysis of statements made by university officials and information on publicly available university websites. | GAO-20-394



Recommendations

 State and Commerce should provide universities with
additional guidance and outreach to address university-specific

export control issues.

* State should revise its existing export compliance guidelines to
include information regarding the need for periodic risk
assessments.

* DOD should take steps to ensure that program officers who
write solicitations for research projects and contracting officers
who write contracts to fund research projects interpret export
control requirements consistently.




Current work

* Enforcement of deemed export controls at
U.S. universities

1. Challenges U.S. agencies face enforcing
regulations controlling deemed exports at
U.S. universities

2. Extent to which U.S. agencies assess
universities’ risk of unauthorized deemed
exports to prioritize their outreach to
universities

3. Extent to which U.S. agencies coordinate
their efforts to enforce deemed export
regulations at U.S. universities

* Expected issuance early 2022




Read our report online

GAO on the Web

Connect with GAO on LinkedIn,
Facebook, Flickr, Twitter, YouTube
and our Web site:
https://www.gao.gov/

Subscribe to our RSS Feeds or
Email Updates. Listen to our
Podcasts and read The VVatchblog



https://www.linkedin.com/company/us-government?trk=cp_followed_name_us-government
https://facebook.com/usgao
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https://youtube.com/usgao
https://www.gao.gov/
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https://www.gao.gov/subscribe/index.php
https://www.gao.gov/podcast/watchdog.html
https://blog.gao.gov/
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Technology Assessment Science and Technology Auditing
Provides foresight on key technologies _Handles oversight of reaea@ programs,
and the policy implications for the intellectual property protections,

federal govemment. innovation programs.

STAA's Work

Innovation Lab
Explores, pilots, and deploys ady
analytics, information assurance 2

and emerging technologies to improve
auditing practices. '

ineering Sciences

des best practices, including for
chedule, earmed value, and
nology readiness assessment,

Across our work we aim to augment our core products with a range of timely, high-value
technical assistance services for our congressional clients.




United States Government Accountability Office United States Government Accountability Office

Testimony Before the Subcommittees on Testimon
GA.O Investigations and Oversight and GAO Before th?; Committee on Health,
Research and Technology Committee Education, Labor and Pensions,

on Science, Space, and Technology U.S Senate
House of Representatives
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Agency Actions Needed to NIH Should Take Further
I ﬂ [ Address Foreign Influence Action to Address Foreign
niiuence in rienee

Statement of Candice N. Wright, Acting Director,
Science, Technology Assessment, and Analytics

Statement of Candice N. Wright, Director,

Research

United States Government Accountability Office

GA.O Report to the Chairman, Committee on
Finance, U.S. Senate

December 2020

FEDERAL

GAO RESEARCH GAO 100

A Century of Non-J A Century of Non-Partisan Fact-Based Work

v Agencies Need to

Enhance Policies to
Address Foreign
Influence

GAO-21-130




The threat

OSTP Examples of Foreign Conflicts of Interest in U.S.
Research

In a June 2020 presentation, the White House Office of Science
and Technology Policy (OSTP) highlighted incidents of
researchers failing to disclose required information to grant funding
agencies. The failure to disclose such information can lead to
undue foreign influence on the integrity of research, national
security, and economic security. These cases highlight both
financial and non-financial conflicts of interest and behaviors that
may violate the policies of grant-making agencies or U.S. law.

In one incident, a researcher at a university who received $10
million in grants from the National Institutes of Health over an 11
year period failed to disclose a membership in a foreign
government talent recruitment program (a non-financial conflict of
interest). Moreover, the researcher did not disclose to the agency
that he was the founder and primary shareholder of a publicly
traded foreign biotechnology company (a financial conflict of
interest).

In another incident, a researcher at a university applied for
Department of Energy and National Science Foundation grants to
fund research at his U.S. company. The researcher did not
disclose an employment agreement with a foreign university (a
non-financial conflict of interest).

Source: GAO review of information provided by The White House Office of Science and
Technology Policy. Centers for Disease Control and Prevention, Public Health Image
Library, Chief Petty Officer Jerrold Diederich/ U.S. Army Africa (photo) | GAO-21-130

« Some individuals and
foreign governments
violate core principles of
integrity and pose risks
to the U.S. research
enterprise.



Why GAO did
this study

U.S. government expends over $40 billion in science and
engineering research at universities each year.

Recent reports by GAO and others have noted challenges
faced by the research community to combat undue foreign
influence

GAO was asked to review federal agency and university
Conflicts of Interest (COIl) policies and disclosure
requirements.

GAO reviewed the five largest grant-making agencies—
Departments of Defense and Energy, the National
Aeronautics and Space Administration (NASA), the
National Institutes of Health (NIH), and the National
Science Foundation (NSF).



Types of
conflicts of

Interest

Conflict of interest (financial conflict of interest): A situation
in which an individual, or the individual's spouse or dependent
children, has a financial interest or financial relationship that
could directly and significantly affect the design, conduct,
reporting, or funding of research.

Conflict of commitment (non-financial conflict of interest): A
situation in which an individual accepts or incurs conflicting
obligations between or among multiple employers or other
entities. This may include conflicting commitments of time and
effort, including obligations to dedicate time in excess of
institutional or funding agency policies and commitments.



Tools to Two tools agencies may use to address
foreign influence are:

combat threat

Pf foreign » Conflict of interest policies
influence

 Requirements to disclose information
that may indicate conflicts




Key Finding Conflict of Interest Policies at Five Largest Grant-
Making Agencies

Agencies’ Policies
and Disclosure
Requirements
Generally Focus

Elements of Conflict of Interest (COI) Policies at Agencies with the Most Federal Research
Expenditures at Universities

° ° ) National
on FlnanC]_a]_ National National Aeronautics
Institutes Science and Space Department Department

C Onﬂi CtS of Health Foundation  Administration of Defense of Energy

Agency-wide conflict of interest

policy Yes Yes Yes

Policy addresses financial conflicts No Agency-wide

of interest VS VEE VEE COI Policy

Policy addresses non-financial No No No

conflicts of interest

Source: GAO analysis of agency documents. | GAO-21-130




Key finding

Agencies Rely on
Universities to
Monitor Conflicts
but Lack Clear
Enforcement
Procedures

All five agencies rely on universities to identify and
monitor financial conflicts of interest.

NSF and NIH require universities to have a conflict of
interest policy, identify conflicts and develop mitigation
plans.

NASA and DOD rely on the university to certify that it “will
establish safeguards to prohibit employees from using
their positions for a purpose that constitutes or presents
the appearance of personal or organizational conflict of
interest or personal gain.”

DOD and DOE leave the determination of the financial
conflicts to universities.



. - Generalized University Processes for Identifying and
Y g N I . .
Key findin Mitigating Potential Financial Conflicts of Interest

Agencies Rely on

Universities to o —4@&
Monitor Conflicts N

but Lack Clear Q — . M b ==
Enforcement mm Emmee R e 00) W SO

lllllll ity constitute eliminate or mitigat
Procedures s e
Does university allow University notifies
the researc| h to go agency
forward anyway?

Sourca: GAD analvsis of university and agency polcies. | GAC-Z2-105434




Key finding

Agencies Rely on
Universities to
Monitor Conflicts
but Lack Clear
Enforcement
Procedures

Agency Investigations into Foreign Influence

Table 2: Current and Past Investigations into Foreign Influence, by Agency as of September 2020

Agency Description of Foreign Influence Caseload

National Institutes of Health (NIH) NIH identified 455 researchers of possible concern and worked with the Department of Justice to
initiate the investigation of six criminal complaints. NIH has also referred 32 cases to the Office of
the Inspector General (OIG) within the Department of Health and Human Services (HHS).

National Science Foundation NSF estimates it has taken administrative action against nearly 20 grant recipients who failed to

(NSF) disclose foreign ties.

National Aeronautics and Space NASA OIG has 14 open cases of grantee fraud with a foreign influence component. The number

Administration (NASA) of such cases has approximately doubled in the last year.

Departiment of Defense (DOD) One DOD investigative service noted it had 9 open cases involving foreign influence at U.S.
universities.

Department of Energy (DOE) DOE OIG has 21 active cases involving foreign influence, and most involve recipients of grants

and cooperative agreements.

Source: Agency documents and interviews with agency and OIG officials | GAO-21-130



Key finding

Agencies Rely on
Universities to
Monitor Conflicts
but Lack Clear
Enforcement
Procedures

 NSF and NIH have written procedures for
managing allegations of failure to disclose
required information, such as foreign
affiliations.

« NASA, DOD, and DOE lacked clear written
processes or procedures for managing
allegations of failure to disclose required
information, which can identify potential
conflicts of interest.



Key finding

Table 3: Common Themes Stakeholders Identified to Improve the Ability to Identify and Address Foreign Threats to Federally

PerSp eCtiveS on Funded Research

o Harmonize grant Reduce Better Disclose participation Provide
I proposal burden on communicate identified in foreign talent training on
mprOV].ng Stakeholder Group requirements universities risks recruitment programs foreign risks
Agency officials v v v
Response to 7 ; ; ; ;

associations

Threats Of University v v’ v v

Principal investigators v v v

Foreign Influence

Source: GAO analysis of interviews with agency officials, university association representatives, university administrators, and principal investigators. | GAO-21-130




Recommendations

OSTP should issue guidance on addressing foreign threats
to federally funded research.

DOD and DOE should develop an agency-wide policy on
conflict of interest for grants, to address both financial and
non-financial conflicts.

NIH, NSF, and NASA should include a definition on non-
financial conflicts in their agency policies, such as the one
developed by OSTP, and address these conflicts, both
foreign and domestic.

DOD, DOE, and NASA should document procedures for
addressing and enforcing failures to disclose required
information, both foreign and domestic.
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