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Research Security Timeline
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NSPM-33
CHIPS And Science Act



The Chips and Science 
Act of 2022
The Chips and Science Act includes several 
research security provisions, including:
 Prohibition of malign foreign government talent recruitment 

programs

 Requirement to establish a Research Security and Integrity 
Information Sharing and Analysis Organization (SECURE 
Center)

 Research security training requirement for all covered 
personnel

 Inclusion of research security training as part of Responsible 
and Ethical Conduct of Research training

 Reporting on foreign financial transactions and gifts

 Prohibition of Confucius Institutes

55

President Biden sits at a table with the recently 
signed 'CHIPS and Science Act,' surrounded by 
legislators and Vice President Kamala Harris.



Values are the Heart of Research Security
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Both
OPEN

And 
SECURE



Safeguarding the Entire Community in 
the U.S. Research Ecosystem
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SECURE



Today's Geopolitical Environment is
Challenging for Research
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Researchers & 
Institutions

8

US Government



Audience:
IHEs, non-profit research institutions, and small and 
medium-sized businesses

Mission: 
Empower the research community to make security-informed decisions 
about research security concerns

Approach:
Providing information, developing tools, and providing services
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Duties of SECURE under CHIPS
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Serve as a clearinghouse for information to 
help enable the members and other entities in 
the research community to understand the 
context of their research and identify improper 
or illegal efforts by foreign entities to obtain 
research results, know how, materials, and 
intellectual property;

Develop a standard set of frameworks and best 
practices, relevant to the research community, to 
assess research security risks in different contexts;

Share information concerning security threats 
and lessons learned from protection and response 
efforts through forums and other forms of 
communication;

Provide timely reports on research security 
risks to provide situational awareness tailored to 
the research and STEM education community;

Provide training and support, including through 
webinars, for relevant faculty and staff employed by 
institutions of higher education on topics relevant to 
research security risks and response;

Enable standardized information gathering and 
data compilation, storage, and analysis for 
compiled incident reports;

Support analysis of patterns of risk and 
identification of bad actors and enhance the 
ability of members to prevent and respond to 
research security risks;



What SECURE will do… and won’t do
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Advice, Decisions,
Investigations, Policy

Frameworks and
Best Practices

Uniform Quality of 
Service

Analytical ToolsPatterns of Risk

Reduce Cost and
Administrative

Burden

Curated Syntheses
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Research on Research Security Program
(RRSP)



Research on Research 
Security Program (RRSP)
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NSF seeks to fund research that will…
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Identify and characterize attributes that distinguish 
research security from research integrity 

Improve understanding of the nature, scale, and scope 
of research security risks 

Provide insight into methods for identifying, mitigating, 
and preventing research security violations 

Develop methodologies to assess the potential impact 
of research security threats on the U.S. economy, 
national security, and research enterprise 



Potential Themes & Topics
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Research
Security Threat 
Identification, 

Mitigation, and 
Prevention

Nature & 
Pervasiveness of 
Research Security 

Threats

International 
Dimensions of 

Research Security

& others as 
identified by 

workshop 
organizers



Research Security Training Modules
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Research Security 
Training for the U.S. 
Research Community  
       
 Four teams developing research security training 

frameworks and training modules 

 Co-funded with National Institutes of Health (NIH), 
Department of Energy (DOE), and Department of 
Defense (DOD)

 Available for all appropriate researchers, 
stakeholders, students, academics, research security 
experts and leaders, government agencies and 
national laboratories 

1616



Module Topics 
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What is 
Research 
Security

Disclosure

International
Collaboration

Manage and 
Mitigate Risk



Standardized Disclosure Forms
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Standard Common Disclosure Forms
 The objective of the Disclosure Requirements and Standardization section of NSPM-33 

Implementation Guidance is to, "Provide clarity regarding disclosure requirements (e.g., 
who discloses what, relevant limitations and exclusions), disclosure process (e.g., updates, 
corrections, certification, and provision of supporting documentation), and expected degree 
of cross-agency uniformity"

 National Science and Technology Council (NSTC) Research Security Subcommittee has worked 
to develop consistent disclosure requirements for use by senior personnel, as well as to 
develop proposed common disclosure forms for the Biographical Sketch and Current and 
Pending (Other) Support sections of an application for Federal research and development 
(R&D) grants or cooperative agreements

 The National Science Foundation (NSF) has agreed to serve as steward for these common 
forms as well as for posting and maintenance of the table entitled, NSPM-33 Implementation 
Guidance Pre- and Post-award Disclosures Relating to the Biographical Sketch and Current and 
Pending (Other) Support
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Biographical Sketch Current & Pending Support

Drafts of these forms are currently available on NSF website



Research Security Analytics Tools
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The NSF Research Security 
Analytics Guidelines
is a public document describing 
NSF's internal guidance for research 
security data-related practices

22

Uses for the data-related 
practices include: 

 Compliance-monitoring 
responsibilities of
program staff

 Vetting for employment 
Available online  

https://nsf-gov-resources.nsf.gov/2023-05/NSF%20Research%20Security%20Guidelines-2023.pdf?VersionId=02pZFZGjRstmNrQugp6fzDo0ZlztWSXC


Research Security Analytics Summary 
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Routine Assessment
• Guardrails established to ensure unbiased monitoring techniques

• Research security related analytics restricted to OCRSSP staff only

Validation
• Human oversight is a critical part of the validation process

• Process in place to ensure open-source information is accurate and 
represents the activities of the attributed individuals 

Reporting
• Reporting requirements to OIG & other federal agencies

outlined in guidelines

• What information may be shared detailed in the guidelines 
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Office of Research, Technology, 
and Economic Security (RTES)

RTES Vetting Center
Julie K. Anderson, Director
October 2023



Office of Research, Technology, and Economic Security (RTES)

Why is RTES Vetting Needed?

Why is it important to the Department of Energy?
Much of DOE’s portfolio concerns critical and emerging (C&E) technology areas, 
which are of particular importance for U.S. technological competitiveness and 
national security strategies. C&E technologies are frequently the target of theft, 
espionage, and illegal export by adversaries.

The U.S. and our allies continue to face serious research, technology, and 
economic security (RTES) threats as some foreign governments work 

aggressively to acquire our most advanced technologies and 
dominate strategic supply chains.

Examples of Targets: Advanced Batteries; Advanced Computing; 
Advanced Engineering Materials; Advanced Manufacturing; 
Artificial Intelligence/machine learning; Autonomous systems and 
Robotics; Biotechnologies; Quantum Information Technologies; 
Next Generation Renewable Energy Generation and 
Storage; Semiconductors and microelectronics.

Foreign ownership, control 
and influence of an entity​

Improper foreign influence of 
an individual or project​

Conflicts of 
Interest/Commitment​

Intellectual Property (IP) Theft

Supply Chain

Equipment that could have 
questionable components

Physical threats
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Office of Research, Technology, and Economic Security (RTES)

Primary RTES Office Functions

• Resource to program offices on RTES 
• Foster cross-office information sharing 

through program RTES POCs
• Train offices on how to identify, 

communicate, and mitigate security risks

Information Sharing 
(Internal)

Conduct outreach with the broader 
scientific community on RTES topics

Communications & Outreach 
(External)

• Conduct or facilitate due diligence reviews, in 
coordination with other internal reviews

• Develop comprehensive risk assessment 
frameworks

• Review FOAs and awards to ensure the 
appropriate RTES measures are in place

Due Diligence, Liaison & Assessment



Office of Research, Technology, and Economic Security (RTES)

DOE RTES Due Diligence Reviews

Submit 
Application 

to FOA

DOE Reviews 
Application for 
Technical Merit

DOE Reviews 
Application for 

RTES 

Receive 
Selection 
Decision

Negotiate
Award

Receive Award & 
Final Award 
Documents

DOE Reviews 
Project Changes for 

RTES



Office of Research, Technology, and Economic Security (RTES)

For OrganizationsFor Individuals

RTES-Related Application Disclosures

CV/Resume/Biosketch

Conflicts of Interest 

Ties to a Foreign Government Talent 
Recruitment Program

Current and Pending Support Disclosure 

Technology licensing or IP sales to a COR in the last 5 years

Waiver requests for foreign work or foreign entity participation

Ties to Foreign Government Talent Recruitment Programs 
sponsored by COR

Joint ventures or subsidiaries affiliated with a country of risk

% of foreign ownership/control, including whole or partial 
ownership by an entity in a country of risk (COR)

Venture capital/institutional investors with ties to a COR; 
contractual/financial obligations with foreign enterprises

List of all directors (and board observers)



Office of Research, Technology, and Economic Security (RTES)

Clarifications & Due Process

If more 
information is 
needed during 
DOE’s RTES

review

DOE is committed to:
Ensuring more consistency, transparency, and due process.

Allowing individuals and entities to provide clarifying information, 
where appropriate, and doing so prior to reaching a decision.

Providing more discretion and privacy.

Alignment with Section 10633 of the CHIPS and Science Act.



Update for COGR on Research, 
Technology and Economic 

Security
Jeremy Ison

Senior Policy Advisor for Research Security 
Office of the Under Secretary for Science and Innovation

U.S. Department of Energy

Energy/gov/science



Energy.gov/science

DOE Mission Space
• DOE mission is broad: ranging from “quarks to 

quagmires and from weapons to windmills”
• Types of Research: Discovery science to applied research to 

demonstration to deployment
• Topics: Particle physics to the power grid

• Agency policies must be broad enough to cover a wide 
range of risks and equities, ranging from low-risk basic 
research to demonstration projects with national 
security implications.

• DOE and the National Labs must BOTH: 
• Balance protection of research results and IP in certain areas in 

order to bolster economic and national security interests
• Promote international collaboration to maintain U.S. S&T 

competitiveness and leadership capabilities



Energy.gov/science

Update: DOE Laboratory Policy
 DOE uses its Science and Technology Risk Matrix to 

manage risks at the National Laboratories associated 
with critical and emerging technologies that do not 
otherwise have control mechanisms.

 Applies only to: 
• Countries of Concern (China, Russia, Iran, North 

Korea)
• Guidance and management of certain activities at 

the national laboratories (e.g. foreign 
engagements, CRADAs/SPPs, official travel, foreign 
national access)

 Recent Developments:
• DOE plans to update the S&T Risk Matrix annually 

with flexibility to edit on a rolling basis.
• DOE plans to more broadly disseminate the Matrix 

to Laboratory staff to assist with implementation 
and to facilitate awareness/training on Matrix use.



Energy.gov/science

Foreign Government Sponsored or Affiliated 
Activities Order 

•The Order’s purpose is to continue the flow of scientific and technical information consistent with the Department of Energy’s 
broad scientific mission, while also:

•ensuring protection of U.S. competitive and national security interests and DOE program objectives
•preventing potential conflicts of interest, e.g., financial interests, conflicts of commitment, and outside employment, which may undermine 

the DOE research enterprise
•limiting unauthorized transfers of scientific and technical information

•The Order was expanded in September 2020 to include “Other Foreign Government Sponsored or Affiliated activities” 
managed by countries of risk

•These other activities include, employment, other support, grants/contracts, appointments to positions, etc.

•The Order prohibits participation in foreign talent recruitment programs from a country of risk and restricts participation in 
other foreign government sponsored or affiliated activities of a country of risk.

•The Order provides an option to seek an exemption for certain reported other activities, which will in turn be evaluated by risk 
and threat

•The Order requires disclosure of participation in country of risk talents programs and other sponsored activities and taking 
actions necessary to comply with the policy



Energy.gov/science

Update: Office of Science Financial Assistance

 The Office of Science (SC):
• Continues to recommend universal disclosure (sources of support, positions and 

appointments)
• Continues to recommend the use of SciENcv to reduce administrative burden by allowing 

the use of digital persistent identifiers

 SC is supportive of recent actions emerging from its interagency partners:
• DoD Decision Matrix and Policy for Risk-based Reviews of Fundamental Research
• NIST report on Safeguarding International Science
• Continued development of NSF RSI-ISAO (Risk Assessment Center)

Will look to these achievements and related policies as we continue to 
consider our approach to financial assistance.



Energy.gov/science

Update: Interagency and Community Engagement

 It is essential that DOE coordinates its research, technology and economic 
security policy with the interagency, and it is a priority to increase engagement 
with the research community.

• Continuing to participate as co-chair on the National Science and 
Technology Council (NSTC) Subcommittee on Research Security.

• Continuing to engage with allies and partners through State Department-
led efforts.

• Increasing public-facing engagements with leaders and membership of 
organizations such as COGR and others.



Energy.gov/science

Today’s Discussion
As we continue to evaluate our policies, we are here today to listen and learn 

from your experiences, perspectives, and recommended best practices.

 In particular, we are interested in hearing your thoughts and experiences:
• How would you describe your community’s experiences with DOE in the context 

of research security? How could those interactions be improved, and how do they 
compare with other funding agency interactions?
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UNCLASSIFIED

Outline

UNCLASSIFIED/Distribution A

• Fundamental research and the open research enterprise
• Policy on risk-based security review processes pursuant to 

National Security Presidential Memorandum-33 
- New risk-based security review policy
- DoD Component risk-based security reviews
- Mitigation or rejection decisions
- Oversight by the Office of the Under Secretary of Defense for 

Research and Engineering
- Decision matrix
- 1286 lists
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• DoD invests in high technology readiness level 
research to advance known technologies. It has many 
protections around this type of research and does not 
conduct it in the open
• Investing in today’s known problems is not enough to 
secure DoD’s future advantage in science and 
technology
• DoD invests in fundamental research to source 
radical ideas that will lead to breakthroughs that will 
reshape the military capabilities of the future
• Radical ideas come from highly trained highly 
creative people who are engaged in the global 
science conversation
• DoD only engages in open science when the benefit 
outweighs the risk

Securing DoD Dominance in Science and Technology Requires Investment 
in Open Science

UNCLASSIFIED/Distribution A

6.7 Operational Systems Development

6.6 RDT&E Management Support

6.5 System Development Demonstration

6.4 Advanced Component Development Prototypes

6.3 Advanced Technology Development

6.2 Applied Research

6.1 Basic Research
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• This brief is focused solely on proposals for fundamental research 
conducted by academic institutions. This means:
Research that is largely free from restrictions such as publication reviews 

or restrictions on foreign nationals.

• Fundamental research and open international collaborations are 
invaluable for scientific creativity that enables the DoD to maintain 
a competitive research advantage.

• The Department is enacting risk-based security reviews of 
fundamental research projects to comply with National Security 
Presidential Memorandum - 33

The Open Research Enterprise

UNCLASSIFIED/Distribution A

UNCLASSIFIED
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2021: National Security Presidential Memorandum – 33 (NSPM-33)
NSPM-33 is an interagency coordinated activity to address foreign 

influence at academic institutions 
One directive is that heads of research funding agencies require 

disclosure of information related to potential conflicts of interest & 
commitment from participants in Federally-funded R&D
2022 National Science and Technology Council Implementation Guidance 

states: “Agencies should incorporate measures that are risk-based, in the 
sense that they provide meaningful contributions to addressing identified 
risks to research security and integrity and offer tangible benefit that 
justifies any accompanying cost or burden”

DoD’s policy stems from an interagency directive

UNCLASSIFIED/Distribution A
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• The Deputy Secretary of Defense signed a 
memorandum on 14 Dec 2022 on National 
Security Presidential Memorandum – 33 
Implementation

• The Office of the Under Secretary of 
Defense for Research and Engineering 
(OUSD(R&E)) is directed to ensure a 
consistent implementation of NSPM-33 
across the Department and to ensure the 
Department’s policies are aligned with the 
interagency and OSTP

Current status on Department-Wide Risk Based Review Procedures

UNCLASSIFIED/Distribution A
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• The Countering Unwanted Foreign Influence in Department-
Funded Research Institutions of Higher Education policy and 
enclosures was publicly released June 30, 2023

• Policy for risk-based security reviews of fundamental 
research

- Intent is to ensure consistent application of risk-based 
security reviews for fundamental research project 
proposals across the DoD

• DoD Component Decision Matrix to Inform Fundamental 
Research Proposal Mitigation Decisions

- A guide to assist program mangers and DoD components 
in reviewing fundamental research proposals for potential 
conflicts of interest and conflicts of commitment.

• FY22 Lists Published in Response to Section 1286 of 
NDAA 2019

- The 1286 List includes foreign institutions that have been 
confirmed as engaging in problematic activity as 
described in Section 1286(c)(8)(A) of the NDAA for FY 
2019, as amended. It also identifies the foreign talent 
programs that have been confirmed as posing a threat to 
the national security interests of the United States as 
described in Section 1286(c)(9)(A) of the NDAA for FY 
2019, as amended. Per the Decision Matrix, certain 
engagements with these institutions will require mitigation 
before a proposal can be funded.

Policy for Risk-Based Security Reviews of Fundamental Research Policy

UNCLASSIFIED/Distribution A

https://media.defense.gov/2023/Jun/29/2003251160/-1/-
1/1/COUNTERING-UNWANTED-INFLUENCE-IN-
DEPARTMENT-FUNDED-RESEARCH-AT-INSTITUTIONS-OF-
HIGHER-EDUCATION.PDF

https://www.defense.gov/News/Releases/Release/Article/344560
1/department-of-defense-strengthening-efforts-to-counter-
unwanted-foreign-influen/



45

• The Department is committed to preserving open science, international 
collaboration, and involvement of talented foreign students and researchers in 
DoD-funded fundamental research

• The Department’s policy is to mitigate potential conflicts of interest listed in the 
Decision Matrix to the maximum extent possible

• Policy implementation will be transparent and consistent across the 
Department

• The Department will not discriminate on the basis of race or national origin
• The Department will not penalize researchers for activities believed 

acceptable prior to the USD(R&E) Griffin Letter to Academia, dated 10 
October 2019

• The Department is interested in collecting feedback from the academic 
community as it implements its policy. The decision matrix may be updated to 
incorporate changes in law and policy, account for lessons learned, and 
ensure consistency with other Federal agencies. 

Key Takeaways

UNCLASSIFIED/Distribution A
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Every fundamental research proposal selected for award based on technical merit will 
undergo a risk-based review
Component policies must: 
• Ensure a proposal is fundamental research
• Use the Decision Matrix
• Use the disclosures and Standard Form 424 submitted by the proposing institution for all 

covered individuals listed in fundamental research project proposals selected for award to 
identify potential research security risks and employ relevant publicly available information, at 
a minimum, to verify the information submitted in the disclosures and Standard Form 424

• Conduct annual reviews of funded research projects using the Research Performance 
Progress Report

• Not discourage international research collaboration
• Not impact time to award if no mitigation is necessary. 

- Working with the institution to mitigate conflicts of interest may result in additional time to 
award

• Define the level of research security risk mitigation determination that is appropriate for the 
components to follow their customary process to recommend and make funding decisions and 
when a decision by component leadership (or designee) is required

DoD component risk-based security review

UNCLASSIFIED/Distribution A
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• Mitigation is the preferred option for Components to take 
concerning any risks uncovered

• Mitigation measure examples:
- Require the covered individual(s) to complete insider risk awareness training;
- Require increased frequency of reporting by the covered individual(s) through the 

Research Performance and Progress Report (RPPR);
- Replace individuals listed in the fundamental research project proposal who are deemed a 

research security risk;
- Provide DoD the covered individual's(s') contracts for review and clarity relationships, 

affiliations, and/or associations considered risky; and
- Require the covered individual(s) to resign from positions deemed problematic by the risk-

based security review. 

Mitigating potential risks

UNCLASSIFIED/Distribution A
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• Denials shall only occur when risks are unable to be mitigated or if 
required by law

• Denials must be explained in writing to proposing institutions, 
including unclassified rationale

• Institutions may challenge a denial and OUSD(R&E) will mediate

Denials

UNCLASSIFIED/Distribution A
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• Denials must be reported to OUSD(R&E) and other Components

• Components shall provide OUSD(R&E) with a summary of risk-based 
security reviews including number of reviews, denials, and description of 
denials on an ongoing basis

• OUSD(R&E) may also conduct periodic spot checks independent of the 
Component process

• OUSD(R&E) must ensure that Components’ policies and 
implementation are in line with other Components’ and Federal 
agencies’ policies

OUSD(R&E) Oversight

UNCLASSIFIED/Distribution A
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Decision Matrix
UNCLASSIFIED/Distribution A
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• Foreign talent recruitment programs – is a way a Foreign Country of Concern (FCOC) 
corrupts the open research enterprise by conducting secretive dealings between recipients 
and the FCOC, including transfer of knowledge and personnel outside of norms

- Malign foreign talent recruitment program – defined in CHIPS
• Funding sources – accepting funding from FCOCs may create a conflicting obligation to that 

FCOC
• Patents – patents arising from US–funded research filed in a foreign country before being 

filed in the U.S. can be an indicator of undisclosed agreements with a foreign country
• Entity lists – problematic actors that affiliation or association with could create a conflict of 

interest or conflict of commitment
- Affiliation = Academic (not including undergraduate or graduate students), professional, or 

institutional appointments or positions with a foreign government or a foreign government-
connected entity, whether fulltime, part-time, or voluntary (including adjunct, visiting, post-
doctoral appointment, or honorary), where monetary reward, non-monetary reward, or 
other quid-pro-quo obligation is involved. 

- Association = Academic (not including undergraduate or graduate students), professional, 
or institutional appointments or positions (including adjunct, visiting, voluntary, post-
doctoral appointment, or honorary) with a foreign government or a foreign government-
connected entity where no monetary reward, non-monetary reward, or other quid-
pro-quo is involved. 

Decision matrix considers four factors to determine whether mitigation 
measures are needed

UNCLASSIFIED/Distribution A
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Prohibited factors – prohibited by law

UNCLASSIFIED/Distribution A



53

No mitigation needed

UNCLASSIFIED/Distribution A
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Mitigation measures suggested

UNCLASSIFIED/Distribution A
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Mitigation measures recommended

UNCLASSIFIED/Distribution A
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Mitigation measures required, factors discouraged by DoD policy, rejection 
of proposal if no mitigation possible

UNCLASSIFIED/Distribution A
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1286 Lists
FY22 Lists Published in Response to Section 1286 of the 
John S. McCain National Defense Authorization Act for Fiscal 
Year 2019 (Public Law 115-232), as amended

UNCLASSIFIED/Distribution A



58

• The 1286 List includes foreign institutions that have been confirmed as 
engaging in problematic activity as described in Section 1286(c)(8)(A) of 
the NDAA for FY 2019, as amended. It also identifies the foreign talent 
programs that have been confirmed as posing a threat to the national 
security interests of the United States as described in Section 
1286(c)(9)(A) of the NDAA for FY 2019, as amended.

- Table 1: List of Institutions of the People’s Republic of China, Russian Federation, 
and other Countries with Specific Characteristics

- Table 2: Foreign Talent Programs that Pose a Threat to National Security 
Interests of the United States

• Documentation on problematic behaviors engaged in by the institutions 
on the 1286 list can be found in USG published sources

- Entities List
- Justice Department Court Cases

FY22 Lists Published in Response to Section 1286 of Public Law 115-232, 
as amended

UNCLASSIFIED/Distribution A
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Table 1: List of Institutions of the People’s Republic of China, Russian 
Federation, and other Countries with Specific Characteristics - Page 1 of 2

UNCLASIFIED/Distribution A
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Table 1: List of Institutions of the People’s Republic of China, Russian 
Federation, and other Countries with Specific Characteristics - Page 2 of 2

UNCLASSIFIED/Distribution A
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Table 2: Foreign Talent Programs that Pose a Threat to National Security 
Interests of the United States

UNCLASSIFIED/Distribution A
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• Contact the Academic Liaison for any questions/concerns/issues pertaining 
to research security at institutions of higher education at: 

osd.mc-alex.ousd-r-e.mbx.academic-liaison@mail.mil
• DoD research security information:

- Academic research security pertaining to fundamental research 
 Basic Research Office website at: 

https://basicresearch.defense.gov/Programs/Academic-Research-Security/
- Efforts to balance the promotion and protection of critical and emerging technology 

through the technology development cycle 
 Science and Technology Program Protection Office’s Maintaining Technology Advantage 

website at: https://rt.cto.mil/stpp/mta/#
- DoD’s public release of the Policy for Risk-Based Security Reviews including the 

decision matrix and 1286 lists: Defense.gov: 
https://www.defense.gov/News/Releases/Release/Article/3445601/department-of-
defense-strengthening-efforts-to-counter-unwanted-foreign-influen/

Contact Us

mailto:osd.mc-alex.ousd-r-e.mbx.academic-liaison@mail.mil
https://rt.cto.mil/stpp/mta/
https://www.defense.gov/News/Releases/Release/Article/3445601/department-of-defense-strengthening-efforts-to-counter-unwanted-foreign-influen/
https://www.defense.gov/News/Releases/Release/Article/3445601/department-of-defense-strengthening-efforts-to-counter-unwanted-foreign-influen/
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